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ABSTRACT

Noncooperative game theory is used as a basis for analyd#vg|oping, and implementing deci-
sion, control, and resource allocation schemes to addeggsug network control problems such
as congestion control, code division multiple access (CDMaéwer control, and network intru-
sion detection and response. In the cases of CDMA poweraarid congestion control, a fairly
general, distributed, market-based resource allocataandwork is developed and analyzed. The
applicability of the underlying noncooperative networkrggs principles to both network con-
trol problems can be considered as an indicator of the gktyestad usefulness of this approach.
Based on this general framework, various algorithms cutednaccording to the specific nature
of the network at hand are developed. Making use of a varietontrol theoretic tools such
as Lyapunov and hybrid system theories, stability and riolass properties of these algorithms
are studied rigorously. An analysis of robustness with gespo feedback delays, which is of
particular importance, is provided for most of the algarnithconsidered. In the case of network
intrusion detection, dynamic noncooperative games aligedito model the decision and analysis
processes in an IDS. Again, both generic and system-spscifemes and models are considered.
In addition to the theoretical analysis of the network cohproblems addressed, implementation
related aspects of the schemes developed are investigaiedach algorithm, theoretical results
obtained are supported and demonstrated either via highNeATLAB simulations or using the
NS-2 packet level network simulator. Through extensiveusations, applicability and underlying
assumptions of the theoretical models are verified.
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CHAPTER 1

INTRODUCTION

This dissertation introduces and discusses a line of relsednere noncooperative game theory
is used as a basis for analyzing, developing, and implemgcision, control, and resource al-
location schemes. We address the network control problémsngestion control, code division
multiple access (CDMA) power control, and network intrusitetection and response within a
noncooperative game theoretic framework. In addition, igerously analyze stability and ro-
bustness properties of the underlying algorithms by maksegof classical control theoretic tools
such as Lyapunov theory, relatively recently emerging tay{switched) system theory, and nu-
merical methods like randomized algorithms. Before distusthese, we first provide below a
brief overview of noncooperative game theory, hybrid systeand randomized algorithms.

Noncooperative game theomvolves multiperson decision making, where each persen in
volved pursues his or her own interests which are partly mximig) with others’ [1]. Specifically,
we focus orN-person nonzero sum static and repeated games as a framevaattress resource
allocation and distributed control problems in networkgstems. In most of the cases, we model
autonomous parts of the networked systems, which may ashb&elutonomously functioning
computer programs, as players in a network game. Theserplateract and compete with each
other on the same system for limited and shared resourcey.ara associated with cost functions,
which model their cost (utility). Then, each player miniegzts own cost by choosing a strategy
from its well defined strategy space. Furthermore, we intplimake the simplifying assumption
of rationality of the players.

For the class of network games considered, Nash equilib{iNE) [1] provides an appropriate
solution concept. At the NE point, an individual player canimprove its outcome by altering its
decision (strategy) unilaterally given that the strategi€other players are fixed. We show that
in some special cases NE solution becomes Pareto optimatewto other joint decision of the
players can improve the performance of at least one of thethput degrading the performance
of another [1].

Dynamical systems which are described by an interactiowdst continuous and discrete
dynamics are usually calléd/brid systemsWe focus on continuous-time systems with (isolated)
discrete switching events, which are also referred swakched systenjg]. Most of the networked



systems considered in this study can be analyzed within achgysstem framework, where sudden
switching events change the nature of the continuous systedel. We utilize various switched

system models discussed in [2] not only for the stabilitylgsia of algorithms as in the case of
multicell power control, but also for control synthesisirathe adaptive pricing congestion control
scheme.

During the investigation of stability and robustness prtipe of the congestion control and
power control schemes, we also make use of numerical methatsagandomized algorithms
The study of randomized algorithms for analysis and desfgrontrol systems has aroused con-
siderable interest in the systems and control communitgdBiaized algorithms are efficient and
low complexity, and are useful especially when worst casdyars of complex systems is either
very difficult or impossible. Unlike more classical methptiese algorithms yield an assessment
on the satisfaction of required specifications with a cerfaobabilistic accuracy. Hence, they
constitute a fitting solution for our investigation by prawig a trade-off between computational
complexity and tightness of the solution.

Randomized algorithms rely heavily on univariate and matiate methods for sample gener-
ations in various sets [3]. Roughly speaking, sample géioereechniques can be divided into two
main categories: Monte Carlo (MC) (see, e.g., [4]) and givmnte Carlo (QMC) [5]. While the
former is classical, statistically based, and assumes @ori knowledge of probability density
functions, the latter may be regarded as its deterministinterpart. The main objective of QMC
methods is to reduce the “discrepancy” between the genksataples, and a secondary objective
is to avoid the curse of dimensionality that arises in gndddr rejection methods. Therefore, we
not only use classical MC methods in sample generation lsot @VC methods when they are
feasible.

In the remainder of this chapter, we introduce and discusgdpics of congestion CDMA
power control, and network intrusion detection. In additioee summarize contributions of rele-
vant studies in the literature on these subjects. An overviethe congestion control problem in
networked systems is given in Section 1.1, which is followgdhe discussion of CDMA power
control in Section 1.2. Section 1.3 introduces the topicativork intrusion detection and response.
We conclude the chapter with a brief outline of this diss@tein Section 1.4.

1.1 Congestion Control in Networked Systems

Packet-based communication networks recently receivedigg attention in the control litera-
ture, as evidenced by the appearance of several speciesidsuoted to this topic in leading jour-
nals in the field, such as [6], [7], and [8] and a recently mH®id book on the topic [9]. Various



approaches and solutions have been developed and studhed aontext, including modeling of
the Internet traffic, congestion control for available liter (ABR) service in asynchronous trans-
mission mode (ATM ) networks, packet marking schemes fotritexnet, application of low order
controllers for active queue management (AQM), as well kded problems.

One of the critical issues that lie at the heart of efficiergragion of packet-based networks is
congestion controlThis involves the problem of regulating the source ratesdecentralized and
distributed fashion, so that the available bandwidths diemrint links are used most efficiently
while minimizing (or totally eliminating) loss of packetsi@ to queues at buffers exceeding their
capacities. This objective has to be accomplished undétiars in network conditions such as
packet delays (due to propagation as well as queueing) atldrerk nodes.

The congestion control mechanism of the Internet is baseth@iransfer Control Protocol
(TCP) [10], which is by far the most widely known and used agstgn control scheme. TCP
provides an end-to-end congestion control where each agesta its flow rate according to the
feedback it receives from the network in the form of lost sk With the evolution of the Internet,
we are seeing an effort toward improving and modifying thistexg flow and congestion control
structure. In recent years, the congestion control prolaledmodeling of the Internet have caught
the attention of the research community. After the intraduncof the congestion control algorithm
for TCP [10], focus has been on the modeling and analysisaif algorithms. Based on an earlier
work by Kelly [11], Kelly et al. [12] have presented the firgtraprehensive mathematical model
and posed the underlying resource allocation in congestotrol as an optimization problem.
The primal and dual algorithms they have introduced are haseuser utility and link pricing
(explicit feedback) functions, where the sum of user igitare maximized within the capacity
(bandwidth) constraints of the links. Furthermore, theyehastablished the global stability of
these algorithms in the no-delay case as well as under seralirpances. They have also intro-
duced the concept of proportional fairness, which is a eglarersion of min-max fairness [9], as
a resource allocation criterion among users.

Subsequent studies [13—17] have investigated variatiotganeralizations of the distributed
congestion control framework of [11,12]. Low and Lapsley][have analyzed the convergence of
distributed synchronous and asynchronous discrete #igusi which solve a similar optimization
problem. Mo and Walrand [13] have generalized the propoalitairness, and have proposed a fair
end-to-end window-based congestion control scheme, whishmilar to primal algorithm. The
main difference of this window-based algorithm from thenal algorithm is that it does not need
feedback from the routers due to usage of queuing delay dsdek. La and Anantharam [14] have
considered a system model similar to that proposed in [18] wiwindow-based control scheme
and static modeling of link buffers. They have investigatedvergence properties of the proposed
charge-sensitive congestion control scheme, which esile static pricing scheme based on link
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gueueing delays. In addition, they have established gtabilthe algorithm at a single bottleneck
node. Kunniyur and Srikant [17] have examined the questfdmow to provide the congestion
feedback from the network to the user. They have proposedlicik congestion notification
(ECN) marking scheme combined with dynamic adaptive viqu&ues, and have shown using a
time-scale decomposition that the system is semiglobtdlyls in the no-delay case.

In communication networks, delays between users and resewif the network are often not
negligible. In the context of the Internet, these delayy wiaaom order of tens to hundreds of mil-
liseconds, and affect the stability of end-to-end congestontrol algorithms. The communication
delays in the network are in general heterogeneous in theedeat forward delays between the
users and the resources are different from the feedbackslelais possible to consider end-to-
end congestion control schemes in this setting as feedlyat&ms with delay where users vary
their flow rates in accordance with the delayed feedback tbegive from the system resources.
Depending on the specific network, this feedback signal neaiy Ibhe form of packet losses as in
TCP, marked packets or variations in round trip time (RTE) plackets experience.

Stability properties of primal, dual, and similar algorith have recently been investigated in
the presence of nonnegligible delays [18—20]. Johari and2®@] have analyzed the local stability
of a delayed system where the end user implements the prigmaltam. They have considered a
single link accessed by a single user, as well as its multipée extension under the assumption of
symmetric delays. In both cases, they have provided sufficienditions for local stability of the
underlying system of equations. Massoulie [19] has extétitkese local stability results to general
network topologies and heterogeneous delays. In anotiady,dfinnicombe [18] has also provided
sufficient conditions for local stability of a user sources lhich is a generalization of the same
algorithm. Elwalid [21] has considered stability of a linedass of algorithms where the source
rate varies in proportion to the difference between thedsufbntent and the target value. Deb
and Srikant [16], on the other hand, have focused on the dasegle user and a single resource
and investigated sufficient conditions for global stapibf various nonlinear congestion control
schemes under fixed information delays. Liu et al. [22] hagtereled the framework of [11, 12]
by introducing a primal-dual algorithm which has dynami@pitions at both ends (users and
links), and have given a condition for its local stabilitydem delay using the generalized Nyquist
criterion. Wen and Arcak [23] have used the passivity fraorwo unify some of the stability
results on primal and dual algorithms without delay, haweontuced and analyzed a larger class
of such algorithms for stability, and have shown robusthesariations due to delay. In another
recent study, Alpcan and Basar [24] have proposed a sistla@me based on game theory, where
gueueing delays in the network are used as congestion feledblaey have also provided sufficient
conditions for global stability at a bottleneck link undemmegligible communication delays.

Game theory provides a natural framework for developingipgi and congestion control
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mechanisms for the Internet. Users on the network can be lew@s players in a congestion
control game where they choose their strategies or in tlsis ltaw rates. Players are noncooper-
ative in terms of their demands for network resources ane havspecific information on other
users’ strategies. A user’s demand or utility for bandwidtieaptured in a utility function, and
may not be bounded. To compensate for this, one can devisgrgdunction, proportional to the
bandwidth usage of a user, in order to preserve the netwsdurees and to provide an incentive
for the user to implement end-to-end congestion controtl-trend congestion control schemes,
among others, are widely accepted due to their distribuéédre, scalability, and ease in imple-
mentation [25]. In such a noncooperative congestion cogame, NE proves to be a useful and
relevant concept. There is a rich literature on game theoastalysis of flow control problems
utilizing both cooperative [26] and noncooperative [27H2&meworks. In [27] it has been shown
that if an appropriate cost function and pricing mechanisenuged, one can find an efficient NE
for a multiuser network which is further stable under diffietr update algorithms. Orda et. al. [29]
have shown the existence and uniqueness of a NE under diffelesses of cost functions for a
simple two-node multiple links system. In [30] a combinedtioeg and flow control problem has
been formulated as a Nash game with a large number of plegraisyearly-optimal policies have
been obtained with non-concave objective functions. Bagd Srikant [31] have incorporated
pricing into a flow control game as an active decision vadatintrolled by the network (ser-
vice provider), and they study the problem as a hierarcigaade in a many-users regime. Game
theoretic concepts have also been used in [13, 14, 32].

Although the game theoretic approach provides a suitabledwork for formulating and
studying congestion and flow control problems in generalvagts, there are some inherent re-
strictions on implementable cost functions in the case t&friret-style networks. For example, the
current structure of the Internet makes it difficult, if notpossible, for users to obtain detailed
real-time information on the state of the network and on otisers. Therefore, users are bound
to use indirect aggregate metrics that are available to tkaoh as packet drop rate or variations
in the average RTT of packets, in order to infer the currangsion in the network. Packet drops,
for example, are currently used by most widely deployedigassof the TCP as an indication of
congestion. In this part of our study, however, we proposkaralyze a pricing and congestion
control scheme based on variations in the queueing delagreenperiences. A similar approach
has been suggested in a version of TCP, known as TCP VegasABdugh TCP Vegas is more
efficient than a widely used version of TCP, TCP Reno [34] siihggested improvements are em-
pirical and based on experimental studies. The studies byahbWalrand [13] and by La and
Ananatharam [35] also make use of an approach similar to tleew®e propose; however, they
are based on fairness and pricing concepts of Kelly [12]tHeumore, the former study employs
only a narrow set of utility functions in describing user dgerds, while the latter does not take
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into account queue dynamics or the effect of boundaries esphgation delays on stability of the
system.

In this dissertation, we propose a fairly general congastantrol framework based on nonco-
operative game theory, which can be utilized in designiggrthms for various types of networks.
Making use of pricing and utility concepts, we define a nompawative network game. Under some
mild convexity assumptions the NE solution is identifiedfas unique operating point of the net-
work. Furthermore, we investigate system dynamics, itsil#iaand robustness properties with
respect to communication delays, and variations in netvyarameters. For Internet-style net-
works, we propose a specific congestion control algoritheetian variations in queueing delay.
Again, we analyze its stability and robustness propertyetaking into account queue dynamics,
the effect of boundaries, and communication delays. Intextdiwe utilize randomized algorithms
in this context, and present numerical results on stalofitye system first for a single bottleneck
node and subsequently under general network topologies. cbhgestion control schemes and
the underlying framework are discussed in detail in Chap2eand 3, which include our recent
research results in these areas. A detailed outline of dtegaers is given in Section 1.4, whereas
our concluding comments are summarized in Section 8.2.

Our research results on congestion control in networketésysincluded in this dissertation
have been presented in various conferences and appeaned@spective proceedings [24,36—-39].
Moreover, parts of this dissertation that are on congestanrtrol have been published in peer-
reviewed journals [40—43].

1.2 Multicell CDMA Power Control

The primary objective of power control in a wireless netwisrto regulate the transmission power
level of each mobile in order to obtain and maintain a sattsfy quality of service for as many
users as possible. In a CDMA system, where signals of otlersusn be modeled as interfer-
ing noise, the goal of power control is more precisely statedo achieve a certain signal-to-
interference ratio (SIR) regardless of channel conditiwhge minimizing the interference, and
hence improving the overall performance. Although theristexa large body of work for voice
traffic where SIR requirements for satisfactory servicdiaesl and well established, power control
for wireless data networks has only recently been a topiatefést [44—50]. Since the SIR require-
ments for a desired level of service vary from one individussr to another in wireless networks,
the power control problem becomes also one of resourceagiboc Recent studies [44, 47, 48]
make use of concepts and tools from the field of economicé$, asipricing and utility functions,
to come up with power control schemes that address thisiquesh [47], a pricing scheme for



the downlink of a wireless network is investigated wherasisee charged based on their channel
quality. The study [48], on the other hand, shows that ndéityuthaximization problem for elas-
tic traffic can be decomposed into simpler problems of oltgithe optimal signal quality and
selection of the optimal transmission rate.

In CDMA systems where each mobile interacts with others bgctihg the SIR ratio through
interference, game theory provides a natural frameworkaf@alyzing and developing power con-
trol mechanisms. For a mobile in such a network, obtainimvidual information on the power
level of each of the other users is practically impossible tiuthe excessive communication and
processing overhead required. Therefore, in a distribob@ger control setting, each user attempts
to minimize its own cost (or maximize its utility) in resp@® the aggregate information on the
actions of the other users. This makes the use of nhoncoomegeme theory for uplink power
control most appropriate, with the relevant solution cguideing the noncooperative Nash equi-
librium as in the case of congestion control.

Several studies exist in the literature that use game thie@ehemes to address the power
control problem in a single cell [44, 46, 51]. In [44], a frana@k for power control based on
noncooperative game theory and pricing has been preseftesistudy [51] has shown the ex-
istence of a unique NE for a certain type of pricing functiord ainder binary input Gaussian
output and binary symmetric channel assumptions. Anotluelyg46] has proposed linear and
exponential utility functions based on carrier SIR, and slaswn the existence of a NE under
some assumptions on the utility functions. In [52], we haweuse of the conceptual frame-
work of noncooperative game theory to obtain a distributetimarket-based control mechanism.
We have proven the existence of a unique NE, and establisteestability of two different up-
date algorithms under some specific conditions. Anotheznestudy [49] investigates pricing
and power control in a multicell wireless network. Here seaince of a unique NE for a class of
guasi-concave utility functions is established withoutipg. The effect of linear pricing schemes
on the solutions are also analyzed, and it is shown thatrgrichproves Pareto efficiency of the
operating (equilibrium) points.

In wireless communication systems, mobiles frequentlyatgtheir power levels due to vary-
ing channel conditions in order to maintain their SIR (segyilevel. The power control game
leads to distributed power control algorithms as a meanheese this goal. An important aspect
of a distributed power control scheme is the convergencpepties of algorithms, which plays
a significant role in performance of the system. The study &3 presented a standard power
control algorithm, and has established its synchronousawdchronous convergence under some
conditions on the interference function. In [54], stociegsbwer control schemes have been inves-
tigated, and the converge of stochastic algorithms in t&fmsean-squared error has been proven.
Another study [55] has shown the convergence of a couple@&poantrol scheme based on mini-
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mum outage probability and multiuser detection by makirgafsstandard interference functions
of [53]. In [52], two update algorithms, namely, paralleldape and random update have been
shown to be globally stable under specific conditions. Bmai [56] the global convergence of
the dynamics of the power control game to a superset of NE éas éstablished for any handoff
scheme satisfying a mild condition on average dwell time.

We extend in this dissertation the single cell power corgcbleme of [52] to multiple cells and
to a broader class of cost functions. By making use of hybredesn and noncooperative game
theories we model the multicell wireless data network, aedetbp a market-based distributed
power control scheme. The model, the power control gametrengdroposed algorithm as well as
its stability and robustness properties are discussedail de Chapter 4.

We next consider in Chapter 5 a power control game similah&dne in Chapter 4. In
this case, however, we capture the preferences of mobileg asutility function defined as the
logarithm of the probability that the frame success ratéefdata user is greater than a predefined
individual threshold level. We analyze this power contrahge as well as the global convergence
of continuous-time as well as discrete-time synchronodsaaynchronous iterative power update
algorithms to the unique NE of the game. Furthermore, we ghaiva stochastic version of the
discrete-time update scheme, which models the uncertdimyto quantization and estimation
errors, converges almost surely to the unique NE point.

Finally, in Chapter 6, we study an extension to the powerrobigame of Chapters 4 and 5
as well as a formulation of the power control as a team opttion problem. We investigate a
hybrid noncooperative game motivated by the practical leratof joint power control and base
station (BS) assignment in CDMA wireless data networks,reteach mobile’s action space not
only includes the transmission power level but also the @hoif the BS. We analyze the exis-
tence and uniqueness of pure NE solutions of the hybrid garhish constitute the operating
points for the underlying wireless network, numericallyngsgrid methods and randomized al-
gorithms. In addition, we study power control in multiceD®IA wireless networks as a team
optimization problem where each mobile attains at the mimmits individual fixed target sig-
nal to interference level and beyond that optimizes itssm@ission power level according to its
individual preferences. Using a Lagrangian relaxatiorreggh similar to [12] we obtain two de-
centralized dynamic power control algorithms: primal andldoower update, and establish their
global stability utilizing both classical Lyapunov thecapnd the passivity framework [57]. Our
results on this subject are outlined in Section 1.4, and oaclasions and comments for future
research are included in Section 8.3.

Our research results on CDMA power control in wireless neksancluded in this dissertation
have been presented in various conferences and appeartesl nespective proceedings [58-61].
In addition, the sections of this dissertation on power aritave been either published in peer-
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reviewed journals [52,56, 62] or accepted for publicati®d]]

1.3 Intrusion Detection and Response

Today, communication and computer networks are an indsgi#a part of the modern society,
with the prime example being the Internet. Since they brixtgresive computing and communi-
cation capabilities to individuals, businesses, and argdions over long distances, and often on
a global scale, networked systems are being deployed iy &l of the society at an exponen-
tial rate. Existing information structures and the way miation is processed in organizations
are increasingly transferred to virtual environments. Seheevolutionary changes in information
systems also pose unique problems. Network security is griiemost important of these [64],
and hence, it has been extensively investigated in the n@dseammunity.

The distributed nature of contemporary networks and theptexity of the underlying com-
puting and communication environments prevent admin@tsaand organizations from having
absolute control on their networks. Furthermore, netwardralaries are often vague, and ad-
ministrators cannot exercise control outside their lo@ahdin [65, 66], which leaves networked
systems vulnerable to distant security attacks due to gtalvaectivity. This results in a perpetual
struggle between attackers who aim to intrude the deploystésis and security administrators
trying to protect them. Emerging security issues such ascdmnot be fully addressed by classical
approaches like policing. Although technologies like fiadl®; encryption, and authentication can
harden the network against attacks, they fail to addresesss the case an attack is (partially)
successful.

Intrusion detection systems (IDSs) extend the informasieourity paradigm beyond tradi-
tional protective and reactive network security. They narthe events in the networked system
and analyze them for signs of security problems [67]. Hetle®y increase the controlling ability
of the system administrator and help him or her react to ggcproblems. Current IDSs rely
mostly on human intervention in the decision and responsegsises against attacks, that are of-
ten automatic and script-based. In other words, the eqneal of a strategic decision making
and command-and-control in battleground management isimgi$68]. Hence, today’s IDSs are
inefficient and delayed in responding to security breachélse network. Furthermore, due to the
distributed nature of the networked system a centralizedrgg system poses scalability and effi-
ciency problems [69]. Utilization of autonomous softwagets (ASAS) in developing distributed
IDSs has recently been proposed to address the issues aiati#ation and scalability [70-72].
However, a distributed IDS architecture based on ASAsrst#lds a decision making mechanism
which requires as little human intervention as possible.



Given the current overview of the information security antfusion detection, there is defi-
nitely a need for a decision and control framework to addissges like attack modeling, analysis
of detected threats, and decision on response actions. hAset of tools have been developed
within game theory to address problems where multiple pkayéth different objectives compete
and interact with each other on the same system, and theyaressfully used in many disciplines
including economics, decision theory, and control. Thaefgame theory is a strong candidate
to provide the much-needed mathematical framework foryamgalmodeling, decision, and con-
trol processes for information security and intrusion déte. Such a mathematical abstraction is
useful for generalization of problems, combining the emgtd hoc schemes under a single um-
brella, and future research. Furthermore, using gamedhtiedools it is also possible to develop
practical schemes which can be integrated with existingignn detection systems. Because of
these reasons, application of game theory to network dg@nea has recently been a topic of
interest [73,74].

In this dissertation we utilize game theory to develop quiaite models for analysis of com-
mon trade-offs in information security as well as a formatidi®en and control framework in net-
work intrusion detection. We propose a generic model fariisted IDSs by defining a network
of sensors, and two flexible easy-to-implement schemes.ddiitian, we study the interaction
between the attacker and the IDS as a two-person noncomgegaime with dynamic informa-
tion. Nash equilibrium solutions are derived analyticalhd analyzed for the finite security game
defined in two special cases. Furthermore, the imperfect dbmmformation from the attacker
to the IDS through a virtual sensor network is captured wittoth finite and continuous-kernel
noncooperative network security games.

As an application of the framework proposed, we implement® prototype for access
control utilizing usage and misuse anomaly detection gers@sed on self-organizing maps, and
demonstrate its operation under a simple scenario. A éetailitline of Chapter 7 is presented in
the next section. Section 8.4, on the other hand, summasireesults and describes directions
for future research.

Our research results on intrusion detection included mdissertation have been presented in
IEEE conferences on decision and control and appeared mesipective proceedings [75, 76].

1.4 Outline of the Dissertation

We present and discuss in this dissertation the resultsrofement research on the three distinct
but connected topics introduced above. A brief overviewtaedutline of it is as follows.
In Chapter 2, we present a fairly general framework for catiga control based on noncoop-
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erative game theory. In Section 2.1 the existence and unegssof Nash equilibrium in a generic
noncooperative game is discussed. In Section 2.1 we intedgeneral network model based on
fluid approximations and a congestion control game, whexexistence and uniqueness of NE is
established under reasonable convexity assumptions atoiidunction. A simple but efficient
gradient descent algorithm is shown to converge to the NEeutie: same set of assumptions. In
Section 2.2.4, we provide sufficient conditions for gloktabdlity of this algorithm under hetero-
geneous delays on a general network topology. A robustmesdgsas of the congestion control
scheme to variations in system parameters such as the nainlsers, capacity of the links, and
routing is given in Section 2.4. Worst-case analysis leadidoretical bounds only in some spe-
cial cases. Hence, more general cases are handled nutyenc8ection 2.5 using randomized
algorithms and for a specific cost structure. Finally, Secfl.6 presents the demonstration of the
theoretical results obtained through MATLAB simulations.

The congestion control scheme for Internet-style networkeduced in Chapter 3 makes use
of a special pricing function, which is proportional to theegieing delay experienced by the user.
Through a network model based on fluid approximations andlétie queueing model, we show
in Section 3.1 the existence of a unique equilibrium, whippraximates NE under the assump-
tion that the effect of a user’s flow on congestion cost is staimigly small. This assumption holds
especially if the number of users is large. In Section 3.2establish the global stability of the
equilibrium under a general network topology. We also itigese stability of the system in a net-
work with nonnegligible propagation delays, and providiisient conditions for stability in the
case of a bottleneck node with multiple users in Section Bt effect of boundaries on system
stability are rigorously analyzed. In addition, we studysiection 3.4 an adaptive pricing scheme
for adjusting the pricing parameter dynamically, and we enade of hybrid (switched) system con-
cepts for its analysis. Based on the theoretical foundatitaveloped, we design a window-based,
end-to-end congestion control scheme for Internet-stgtevarks in Section 3.5. It is followed by
Section 3.6, where this congestion control scheme is stedila Network Simulator 2 (NS-2) [77]
over Internet Protocol (IP) for various network topologies

We next analyze in Chapter 3 a discrete-time version of tpgsed scheme as any imple-
mentation of the continuous time model inevitably involaediscretization synchronized with the
RTT of packets. First, an analytical local stability an&ysf the single bottleneck node case with
symmetric users is given in Section 3.6. Then, we discusgsbef randomized algorithms in the
present context. In Section 3.7.1, numerical results a@egmted for stability of the system first
for a single bottleneck node and subsequently under genenabrk topologies.

In Chapter 4, the single cell power control scheme of [52kigeded to multiple cells and to
a broader class of cost functions. Specifically, we modehtiéticell wireless data network as
a switched hybrid system where handoffs of mobiles betwkenrdividual cells (base stations)
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correspond to discrete switching events between diffesghsystems. Under a set of sufficient
conditions, we show in Section 4.1 the existence and gldiaiilgy of a unique NE for each
subsystem. In Section 4.2, we establish the global exp@ieunvergence of the dynamics of
the multicell power control game to a minimum convex set o§iNaquilibria for any switching
(handoff) scheme satisfying a mild condition on averagelitvae. Furthermore, we investi-
gate robustness of these results to various communicatiwstraints such as feedback delays and
guantization. In addition, we analyze a quantization sehémreduce the communication over-
head between mobiles and the base stations. Finally, wsrglie the proposed power control
scheme through MATLAB simulations in Section 4.3.

In Chapter 5, we consider a power control game similar to tieia Chapter 4, which in-
corporates a pricing mechanism limiting the overall ireeghce and preserving battery energy
of mobiles. We capture the preferences of mobiles usingligyutinction defined as the loga-
rithm of the probability that the frame success rate of tha dser is greater than a predefined
individual threshold level. We consider a noncooperatioa/gr control game which uses an
outage-probability-based (instead of an SIR based)wfilibction and also incorporates a pric-
ing mechanism. Section 5.1 describes the model adoptedhancbst function. In Section 5.2,
we show that the noncooperative power control game admitsque NE under uniformly strictly
convex pricing functions and some technical assumptiortt®@$IR threshold levels. We present
in Section 5.3 system dynamics and stability analysis of rdicoous-time update scheme. In
Section 5.4, convergence properties of both determingstit stochastic discrete-time update al-
gorithms are investigated. Section 5.5 contains resullAfLAB simulation studies.

In the first half of the Chapter 6, we investigate the hybridecanperative game which models
the integrated power control and BS assignment problemadh auway that each mobile’s action
space not only includes the transmission power level bt tiis choice of the BS. Section 6.3
discusses NE solution of this hybrid game and contains $Stibses.3.1 which describes random-
ized algorithms for numerical analysis. We present our fatiman results in Section 6.4 where
we investigate the existence and uniqueness propertieasl Bquilibrium solutions in Subsec-
tion 6.4.1, and analyze a power update and BS assignmennscimeSubsection 6.4.2. In the
second half of the chapter, we study power control in mUltiC®MA wireless networks as a
team-optimization problem where each mobile attains atrtmmum its individual fixed target
signal to interference level and beyond that optimizegaisamission power level according to its
individual preferences. We define in Section 6.5 the systerlpm and its decomposition to user
and network problems. In Section 6.6, we investigate a atlax of the system problem as well
as primal and dual algorithms. In addition, system dynamincsa passivity approach for stability
and robustness are studied. Section 6.7 discusses some lodigkc principles of call admission
control from the perspective of the model adopted in thisepapastly, we illustrate the power
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control schemes introduced through MATLAB simulations acfon 6.8.

We investigate in Chapter 7 the basic decision and analystepses involved in information
security and intrusion detection, as well as possible ushgame theory for developing a formal
decision and control framework. We develop a generic moaletiistributed IDSs by defining
a network of sensors, and propose two flexible and easy{pemment schemes utilizing both
cooperative and noncooperative game theoretic concepi][1n Section 7.1, common trade-offs
in information security, attack detection techniques, apglication of game theory to intrusion
detection are investigated. We introduce a game theoranedwork for distributed IDSs and two
schemes making use of game theoretic concepts in SectioWweé.Rivestigate an application of the
game theoretic approach to access control systems in 8étddy demonstrating the concepts
introduced in previous sections under various scenarrositfn simulations in MATLAB. Towards
this end, we implement an IDS prototype for access contibiting “virtual” sensors based on
Kohonen self-organizing maps for anomaly detection.

Chapter 8 discusses the results of this dissertation i@séargeneral and provides a brief
summary of each topic separately, including future resedirections and concluding remarks in
Sections 8.2, 8.3, and 8.4.
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CHAPTER 2

A GAME THEORETIC FRAMEWORK FOR CONGESTION
CONTROL

We present in this chapter a fairly general class of nona@dpe network games, which can be
utilized to design congestion control algorithms for vagaypes of communication networks.
The next section discusses existence and uniqueness of &lganeric noncooperative game. In
Section 2.2 we introduce a general network model based ahdhproximations and a congestion
control game, where the existence and uniqueness of NEaislissted under reasonable convexity
assumptions on the cost function. Furthermore, a simpleffiactent gradient descent algorithm
is shown to converge to the NE under the same set of assurap¥ga provide in Section 2.2.4
sufficient conditions for global stability of this algorithunder heterogeneous delays on a gen-
eral network topology. A robustness analysis of the congestontrol scheme to variations in
system parameters such as the number of users, capacity laikk, and routing is given in Sec-
tion 2.4. Worst-case analysis leads to theoretical bountisio some special cases. Therefore,
more general cases are handled numerically in Section ih§ tendomized algorithms and for a
specific cost structure. The chapter concludes with Seeétioywhich follows Section 2.6, where
we demonstrate the results obtained through MATLAB sinioihes.

2.1 Nash Equilibrium (NE): Existence and Uniqueness in a
Generic Noncooperative Game

We study the existence and uniqueness of NE solution to aigemacooperative game, and es-
tablish the relationship between the NE and optimizatiomimization) of a convex multivariable
function. Furthermore, we investigate how the variatiohthe game parameters affect the NE
point. Although some of the results we present have beerrtexpearlier in [79], our treatment
clarifies the underlying dynamics and brings new insighthiéogproblem.

Consider a noncooperative gamevith M players, where thé” player is assigned a specific
cost functionJ;, which it minimizes by adjusting its own strategy (synonysly here, actiony;.
We letJ denote the vector composed of the individual cost functibissi.e.,J = [J, Jo ... Jy]7,
where[.]” denotes the transpose of a vector. The strategy vectéplayers is defined as :=
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(129 ... 23], and belongs to the strategy space- RY of the game. Given the strategy vector
of all other usersx_;, thei” player is faced with the following constrained optimizatjaroblem:

rriin Ji(x;, x_5), (2.1)
where[z; x_;]T € X. The NE of the noncooperative garids defined as the strategy vector,
x* (and corresponding set of costs), with the property that no user can benefit from modifying
its strategy while the other players keep theirs fixed. Maudwgcally speakingx* is in NE, when
x; of any " user is the solution to the optimization problem in (2.1)egiall other users have
equilibrium strategiesx™ ..

Let X° be the set of interior points of [80]. We make the following assumptions on the cost
functions of players and on the strategy space of the game.

Assumption 2.1 The strategy spac& of I" is convex, compact, and has a nonempty interior,
X° #£ .

Assumption 2.2 The cost function of thé" player, J;(x), is twice continuously differentiable in
all its arguments and strictly convexin, i.e.,0%J;(x)/dz? > 0.

Let V be the pseudo-gradient operator, defined through its atijalicon the cost vectaof, as
VJ = [8J1(X)/8$1 cee 8JM(X)/8xM]T = g(X) (22)

Let G(x) be the Jacobian af(x) with respect ta:

by Q12 - A1pm
Gx):=| : SR : (2.3)
ayi amz - by Mx M
whereb; anda;; are defined ag; := 82(:)]—;;") anda; ; := 881"8(;) respectively. Based on (2.3), we
define the symmetric matrix
G(x) = G(x) +G(x)". (2.4)

In addition, we define a solutiox € X to beinner, if x € X° where X° is the set of interior
points of X.
The following proposition gives a characterization of anenNE solution:

Proposition 2.1 Under Assumptions 2.1 and 2.2, the strategy vegtor= X° is an inner NE
solution of the gamé, if and only if,g(x*) = V.J(x*) = 0.
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This result follows immediately from the definition of NE,caAssumptions 2.1 and 2.2. We note
the similarity between Proposition 2.1, and first- and sdeortler necessary conditions for local
minima of a function, which map&™° to R [81, p.14]. The next assumption plays a central role in
establishing the uniqueness of an inner NE as stated in dpopition following it.

Assumption 2.3 The symmetric matrig (x) defined in (2.4) is positive definite, i@(x) > 0 for
allx e X.

Proposition 2.2 Under Assumptions 2.1, 2.2, and 2.3, there can be at moshoee NE solution,
x* € X°, inthe gamd’.

Proof. Suppose that there are two inner NEs, represented by twiegyraectorsx! ¢ X° and
x? € X°, with elements:? andz;, respectively. It follows from Proposition 2.1 thatx®) = 0
andg(x') = 0. Define the strategy vectsr() as a convex combination of the two equilibrium
pointsx? , x!:

x(0) = 0x" + (1 — 0)x°,

where0 < ¢ < 1. Take the derivative of(x(#)) with respect td@,

dg(x(0))
do

dz(0)

— GE(O) =

= G(x(0))(x' —x°), (2.5)

whereG (x) is defined in (2.3). Integrating (2.5) ovéyields

0= gtxt) —g) = | [ 1 Glx(0))a0] (x* = x). (2.6)

Multiplying (2.6) from left by (x! — x°)T, the transpose of (2.6) from right kix! — x°), and
adding these two terms, we obtain

0=(x'—x"7 {/01 G(x(0)) + GT(X(Q))dQ] (x' —x%). (2.7)

SinceG(x(0)) = G(x(0)) + GT(x(0)) is positive definite by Assumption 2.3 and the sum of
two positive definite matrices is positive definite, the rimfgl G(x(0)) + GT(x(9))do is positive
definite. Then, it readily follows from (2.7) that' — x° = 0. Therefore, there cannot be more
than one inner NE. O

We now study the existence and uniqueness of NE solutionkeofjamel” for the entire
strategy spacé(.
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Proposition 2.3 Under Assumption 2.1, the gahieadmits a Nash equilibrium.

Proof. The proof follows immediately from a standard theorem of gaheory (Theorem 4.4,
p.176, in [1]). O

We have already shown that an inner NE patpt corresponds to a solution to the set of
(possibly nonlinear) equationgx;,) = 0. In addition, if Assumptions 2.2 and 2.3 hold, then
g(x;») = 0 has a unique solution. In order to establish the uniquerfebe NE including possible
boundary solutions, we focus on a class of specifically canstd strategy spaces,, which are
defined through a set constraints.

Assumption 2.4 The strategy spac& of the gamd’ is defined as
X:={xeRM : hj(x)<0,j=1,2,...7}, (2.8)

whereh; : RM — R, j =1, 2, ...7, h;(x) is convex in its arguments for gJ| and the sefX is
bounded and has a nonempty interior. In addition, the deiweeof at least one of the constraints
with respect tac;, {dh;(x)/dx;, 7 =1, 2, ...r}, isnonzerofof =1, 2, ... M, Vx € X.

Under these conditions satisfies Assumption 2.1 [81]. In view of Assumption 2.4, ttse
grangian function for playerin this game is given by

Li(x, 1) = Ji(x) + > pahy(x), (2.9)
j=1

wherey; ;, 7 = 1, 2, ...r are the Lagrange multipliers of playef81, p. 278]. We now pro-
vide a proposition for the gamewith conditions similar to the well known Karush-Kuhn-Twck
necessary conditions (Proposition 3.3.1, p. 310, [81]).

Proposition 2.4 Let x* be a NE point of the gamE and the strategy spac& satisfy Assump-
tion 2.4. There exists a unique set of Lagrange multiplidys,; : j = 1,2,...r, i =
1,2, ... M}, such that

B
-
I
\‘}—‘
no
=

dL(x*, %) dJi(x*) ., dhi(x")
dl’i N dl’l * ; Hij dl’l

:u;k,j 2 07 \V/'i,j,
:u;k,j =0, Vj ¢ Ai(x*)7Vi7

whereA;(z*) is the set of active constraints ift player's minimization problem at NE poist.
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Proof. The proof essentially follows lines similar to the ones @& Broposition 3.3.1 of [81], where
the penalty approach is used to approximate the originatcained problem by an unconstrained
problem that involves a violation of the constraints. Themuifference we introduce is to repeat
this process for each individua) at the NE pointx*. O

Let us define for a more compact notation the vector of Lageamiginctions as
L:=[L,,..., Ly, and theM x M diagonal matrix of Lagrange multipliers for th& constraint
asMU; = diag[ j, pay, - - - ;). Finally, we obtain the main existence and uniquenesstresul

Theorem 2.1 There exists a unique NE point in the M-player noncoopeeagamel” if Assump-
tions 2.2, 2.3, and 2.4 hold.

Proof. Existence of the NE follows from Proposition 2.3. By Propiasi 2.4 and Assumption 2.4,
the NE pointx(!) satisfies

VLY, MUW) = g(xM) + > MUV (xD) =0, (2.10)

j=1

WhereMUfl) is unique for eachy. Assume there are two different NE point®) andx). Fol-
lowing an argument similar to the one in the proof of Theoreof §79], one can show that this
leads to a contradiction. We present a brief outline of a Bfrag version of that proof for the sake
of completeness. It immediately follows from (2.10) that

(x© — xONTVTL(xW, MUWD) 4 (xV — xNITV LD, MU®) = 0.

Rearranging the terms we obtain

(@ = xO)T[g(x®) = g(x)] + (x® = xNT Y MU Vhy(x V) = MU Vhy ()] = 0.
j=1

It is straightforward to show that the left term of this sunstsctly negative. Making use of

convexity of the constraints in their arguments, the righirt can be written as

T

> MUY = MUy (xD) = by ().

J
j=1

Since for each constraint h;(x) < 0 Vx, MU;i)hj(x(i)) =0, i = 0,1, and MU; is positive
definite, where the latter two follow from Karush-Kuhn-Teclconditions, this term is also non-
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positive. Hence, the left hand side of (2.10) is strictly atdge, which results in a contradiction,
unlessx® = x(© . Thus, there exists a unique NE point in the gdime 0

We finally investigate the relationship between the unigueer NE point and the parameters
of the game such as the parameters of the cost and the cahfiraitions.

Proposition 2.5 Define the vectop = {p1, ... pmaz |, Which contains the parameters of the cost
and constraint functions of the ganie Assume 2.2, 2.3, and 2.4 hold, axtl € X to be the
unique inner NE point of the game with parameter vegtor Then, there exist open sefs and
Sk« containing p* and x*, respectively, and a continuous functign : S, — Sx- such that
x* = W¥(p*)andg(¥(p),p) =0forall p € S,.

The function? is unique in the sense thatidfe S,, x € Sx~, andg(x, p) = 0, thenx = ¥(p).

Proof. It follows from Theorem 2.1 that the Nk, of the gamd" is the unique solution to the set
of nonlinear equalities
VJ(x*) =0.

Since by Theorem 2.%I(x) is twice continuously differentiable in all its argumenjéx) is con-
tinuously differentiable. In addition, by Theorem 2.3 thatrix G(x) defined in (2.4) is positive
definite. Thus, the result follows immediately from tingplicit Function Theoreni81, p. 668].0

Corollary 2.1 Let Sy- be an open set around the unique inner NE pairit,of the gamd™ with

the parameter vectgs, and assume Theorems 2.2, 2.3, and 2.4 hold. Then smallebamgcan

only result in small variations of the NE point}, as long as the new NE poigt* is in the set
S .

2.2 The Congestion Control Game

2.2.1 The network model and the cost function

We consider a general network model based on fluid appromeaat Fluid models are widely
used in addressing a variety of network control problemé sisccongestion control, routing, and
pricing. The topology of the network is characterized by addenodesV = {1,..., N} and a
set of links connecting the node§,= {1,..., L}, with each linkl € £ having a fixed positive
capacityc; > 0, and is associated with a bufféer > 0. Here, we implicitly make the natural
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assumption otonnectivity There areM users sharing the network, with the set of users being
M = {1,...,M}. For simplicity, each user is associated with a unigaanectionor path R
between a source and destination node. Theiser sends its nonnegative flaw > 0 over its
path R;, which is determined by a routing algorithm, and corresgaieda subset of links € £
connecting the source and destination nodes. A routingxnatis defined as in [12] that describes
the relation between the set of roufes= {1, ..., M} associated with the users (connections) and
links! € L,

1, ifsourceiuses link
A = , (2.11)
0, if source i does not use lirk
wherei € M andl € L. We assume without loss of any generality tAahas no rows or columns
that are identically zero.

Using the routing matriA, the capacity constraints of the links are given by
Ax <c, (2.12)

wherex is the (M x 1) flow rate vector of users andis the (L x 1) link capacity vector. The
flow rate vectorx is said to be feasible if it is nonnegative and satisfies (2.12t x_; be the
flow rate vector of all users except tii& one. For a given fixed, feasible ;, there exists a strict
upper-boundn;(x_;) on flow ratez; of the i’ user based on (2.12)n,;(x_;) = mingeg, (¢ —
S5 Avy ;) > 0.

For the given general topology network model, we proposetaor& game with)/ users.

It is assumed that the routing problem has already beendalve individual route2 € R do
not change during the connection. Our analysis is based pnoooperative game theory. Here,
the users (players) are noncooperative in the sense thahtdwe no means of communicating
with each other about their preferences, and each user svigsloptimize its usage of the network
resources independently. A specific cost functiae assigned to each user, which will be indexed
by i for useri. This cost function not only models the user’s preferenagsatso includes a
feedback term capturing the current network state. iheser minimizes this cost function by
adjusting its flow raté) < x; < m;(x_;) given the fixed, feasible flow rates of all other users on
its path,{z; : j € (R, N R;)}.

The cost function of thé” user.J; is the difference between a user-specific pricing function,
and a utility functionl;. The pricing function?; depends on the current state of the network. This
“feedback” term can be interpreted as the price a user payssing the network resources. There
are a variety of approaches in the literature on possibleekdor the pricing term, depending on
the specific feedback type. For example, studies [12,3&ldp\an explicit congestion notification
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(ECN) mechanism based on packet marking. Another apprda&;ii4] makes use of the queuing
delays as an indication of congestion level in the netwonmke @dvantage of the latter approach is
that it is based on measurements of the individual usersgaas not require active participation
of the network. The prices in this context should be integaten terms of network credits, which
do not necessarily relate to real money. The pricing stredbere, however, does perform one of
the main functions of money: measuring and quantifying gs®murces. This provides a basis for
versatile resource allocation schemes.

The utility function of thei*” user is defined to be increasing and concave in accordanke wit
elastic traffic as well as with the economic principle, lawdahinishing returns. We focus on the
bandwidth as the main resource in the system. Thereforautifity of the i user depends only
on its own flow rate. Thus, the cost function is defined as tfferédnce between the pricing and
the utility functions:

Ji(x:c,A) = P(xic, A) — Uy(z). (2.13)

We note that’; does not necessarily depend on the flow rates of all othesuisean be structured
to depend only on the flow rates of the users sharing the saikedn the path of user

2.2.2 Existence and uniqueness of NE in the network game

In the given context of the network game, the Nash equilibris defined as a set of flow rates
x* (and corresponding cost&), with the property that no user can benefit by modifying ibsvfl
while the other players keep theirs fixed. Furthermore gfffE x* meets the capacity constraints
as well as the positivity constraint with strictinequalityen it is arinner solution. Mathematically
speakingx* is in NE, whenz? of anyi'" user is the solution to the following optimization problem
given that all users on its path have equilibrium flow rates;

min Ji(xg, ", ¢, A), (2.14)

0<a; <my (x_;*) -

wherex_; denotes the collectiofiz; : j € R; N R;},—1...m. To proceed further, we make the

following two assumptions.

-----

Assumption 2.5 P;(x) is jointly continuous in all its arguments and twice contgly differen-
tiable, non-decreasing and convexiip i.e.

OP;(x)/0z; > 0, 0*P,(x)/0x; > 0. (2.15)

Assumption 2.6 U(z;) is jointly continuous in all its arguments and twice contgly differen-
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tiable, nondecreasing and strictly concaverini.e.

Moreover, the optimal solution is @anner one,0 < Zj Ay ;o < ¢ , VI, under the additional
assumption:

Assumption 2.7 Thei'" user’s cost function has the following propertiesat= 0 (2; = m;(x_;))
P 0Ji(xx; = 0)/0x; < 0Vx (0J;(x : x; = my(x-3))/0z; > 0 Vx), respectively.

Theorem 2.2 below establishes that the congestion cordroegadmits a unique NE under the
following further assumption:

Assumption 2.8 The price function?;(x) of thei?" user is defined as the sum of link price func-

tions on its path,
P=> B(Y ),
IER;,  jER,
whereP, is defined as a function of the aggregate flow on lirdnd satisfies (2.15) withreplaced
byI.

Theorem 2.2 Under Assumptions 2.5-2.8, the network game admits a umimee Nash equilib-
rium.

Proof. The proof of this theorem is a slightly modified version of three of Theorem 2.1, and
is given here for completeness. L&t:= {x € R¥ : Ax < ¢, x > 0} be the set of feasible
flow rate vectors (or strategy space) of the users. The flosvafd generi¢?* user is nonnegative
and bounded above by the minimum link capacity on its routg, x; < min;cg, ¢;. The setX
is clearly closed and bounded, hence, compact. Next, we ghawwX has a nonempty interior
and is convex. Define the following flow rate vector?** := min; ¢;/M. Clearly,x™* € X
is feasible and positive as > 0VI. Hence, there exists at least one positive and feasible flow
rate vector in the seX, which is an interior point. Thus, the s&t has a nonempty interior. Let
x!, x? € X be two feasible flow rate vectors, afd \ < 1 be a real number. We have, for any
x* = 2xt + (1= V%2,

Ax* = A+ (1-N)x*) <c

Furthermorex? > 0 by definition. Hencex” is feasible and is iX for any0 < A < 1. Thus, the
setX is convex. By a standard theorem of game theory (Theorenp4l46, in [1]), the network
game admits a NE.
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We now prove uniqueness. Differentiating (2.13) with respez;, and using Assumptions 2.5

and 2.6, we have

filx) : ox; ox; ox;
As a simplification of notationg and A are suppressed as arguments of the functions for the rest
of this proof.
Differentiating J;(x) twice with respect ta; yields

(2.16)

8fZ(X) . 82J2(x) . 82132()() _ 82UZ(1’Z)
or; 02  Ox? ox?

3 K3 K3

>0

Hence,J; is unimodal and has a unique minimum. Based on Assumption f2x) attains the
zero value atn;(x_;) > x; > 0 given a fixed feasibl&_;. Thus, the optimization problem (2.14)
admits a unigque positive solution.

To preserve notation, Ié%;% be denoted byB,. Further introduce, foi, j € M, j # i,

PUix) PP
axiaxj N axlﬁx] o

2,7

with both B; and 4, ; defined on the space whexeis nonnegative, and bounded by the link
capacities. Suppose that there are two NEs, representeddfiaw vectorsx! andx®, with
elements? andz}, respectively.

As the NE is necessarily an inner solution, it follows fronstiorder optimality condition that
g(x) = 0andg(x') = 0, whereg(x) was defined in (2.2). Define the flow vectait) as a convex
combination of the two equilibrium pointe’ , x! :

x(6) = 0x° + (1 — §)x'

where( < 6 < 1. By differentiatingx(6) with respect td@,

dz(0)
do

= G(x(0)) = G(x(0))(x' —x°), (2.17)

whereG(x) is the Jacobian af(x) with respect tox :

Bl A12 e AlM
Gx):=| : SO . (2.18)
AJ\/]I AM2 te BJ\/[

MxM
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We also note that, by Assumption 2.8:

Z 8 Jl o Z 02Jl(X)
0@09:] —leR | O0x;0x;

le(R;NRy)

= A(i,j) = A(j,i) i,j € M.

Hence,GG(x) is symmetric. Integrating (2.17) ovér

0= o)~ 90) = | [ Gx(oas] (= x) 2.19)

where(x' —x°) is a constant flow vector. La;(x) = [, Bi(x(0))dd andA;(x) = [ A;(x(6))d6.
In view of Assumptions 2.6 and 2.8,(x) > A;;(x) > 0, Vi, . Thus B; ( ) > A”( x) > 0, for
anyx(6). In order to simplify the notation, define the mat@ixx*, x fo ))df, which
can be shown to be full rank for any fixed Rewriting (2.19) as) = g [x —X ] smceg is full
rank, it readily follows thak! — x° = 0. Therefore, the NE is unique.

Under Assumption 2.7, the NE has to be an inner solution, @$alfowing argument shows.
First,x > 0, with z; = 0 for at least one, cannot be an equilibrium point since usean decrease
its cost by increasing its flow rate. Similarly, the boundponts {x € RM : Ax < ¢ ,x >

0, with (Ax), = ¢, for at least one link} cannot constitute NE, as users whose flows pass through

the link can decrease their flow rates under Assumption zds;Tunder Assumptions 2.5-2.8 the
network game admits a unique inner NE. O

2.2.3 Global stability

We consider a simple dynamic model of the network game whah aser changes its flow rate
in proportion with the gradient of its cost function with pest to its flow rate. Note that this
corresponds to the well-known steepest descent algorithmonlinear programming [81]. Hence,
the user update algorithm is

dx;(t) 0J;(x(t))

i(t) = =

i) (2.20)

dll'i _ZleRi fl(ZjeMl xj) = @i(x)7

foralli = 1,..., M, whereM,(M,) is the set (number) of users whose flows pass through the
link, [ € R;; tisthe time variable, which we drop in the second line for aemmmmpact notation;
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andf; is defined ag(-) := 0P/(-)/0x;.

By Assumption 2.7, the partial derivative ¢if with respect tor;, 0f,(-)/0z;, is nonnegative.
Furthermore, sinc&,(x) is convex and jointly continuous iy for all i whose flows pass through
the link 7, on the compact set of feasible flow rate vectdfs;= {x €¢ RM : Ax < ¢, x > 0},
the derivative)f;(.)/0x; can be bounded above by a constant- 0. Hence,

dfi(7)

0<

< (2.21)

wherez; = ZieMl Z;.

Next, we establish the result that the system defined by Y 2s28symptotically stable on the
set.X, which is invariant by Assumption 2.8 under the gradientatpdhlgorithm (2.20). In order
to see the invariance of , we investigate each boundary &fseparately. When; = 0 for some
1 € M, we havet; > 0 from (2.20) under Assumption 2.8 due to the gradient desalgorithm
of useri. Hence, the system trajectory moves toward insid& of.ikewise, in the case af, = ¢
for somel € L, it follows from (2.20) and Assumption 2.8 that < 0 Vi € M,;, and hence, the
trajectory remains inside the s&t

The equilibrium state of the system (2.20)Xnis of course the unique Nk* referred to in
Theorem 2.2. Let us define a candidate Lyapunov fundtioR — R* as

V(x) = 5 D0 O)

which is in fact restricted to the domain. Further let® := [O, ..., ©,,]. Taking the derivative
of V with respect ta on the trajectories generated by (2.20), we obtain

LU ) _ 67 () AT K AB(),

=1
whereA is the routing matrix, andy is a diagonal matrix defined as

o (x) Of(x) an(i)}
ox T oox T ox

K = diag[

Since AT K A is nonnegative definite andfU;/dx? is uniformly negative definite}) (x) is
strictly decreasing)’(x) < 0, on the trajectory of (2.20). Thus, the system is asymptijic
stable on the invariant sé&t by Lyapunov’s stability theorem (see Theorem 3.1 in [82]).

Theorem 2.3 Assume that Assumptions 2.5-2.8 hold. Then, the unique @&tashbrium of the
network game is globally stable on the compact set of feafiilv rate vectorsX := {x € RM :
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Ax < ¢, x > 0} under the gradient algorithm given by

_aJZ(X)
8372‘

i=1,...,M.

J:’Z' -
We note that undeA2 one can bound” above by

V(6(x(1)) < =V (g(x(1))),

where )
. . d Uz(xz)
£ = Imin min 3 .
i zeX dx;

(2.22)

Remark 2.1 If £ > 0, then the unique Nash equilibrium of the network game is mspially
stable.

2.2.4 System problem and optimality of NE

We investigate the optimality of NE with respect to the “gystproblem” for the network game
studied above, and discuss its relationship with the moadleléelly et al. [12] and subsequent
studies [13, 14, 32], where the system problem is definedeasahstrained optimization problem

MaXy>0 ZieM Ui(z;)

2.23
subjectto Ax < [c¢;...cg]7, 229

or a relaxed version of it. This system goal is motivated ke fict that the sum of the utilities
of users is maximized, whereas aggregate cost at the linksnisnized. The cost function at a
link may be chosen as the average delay a packet experienttespercentage of dropped packets
with respect to the total flow at the link.

The centralized problem (2.23) is solved by introducing @rysoblem and a network prob-
lem [12] which leads to distributed algorithms. The usetbpgm can be seen as a “trivial game,”
and is defined for thé” user as

min{ \;z; — U;(z;)} , (2.24)

;>0
where \; represents the price per unit flow rate, and is assumed na tofbinction ofz;. The
network problem, on the other hand, yields thess. In order to solve the network problem,
however, a centralized knowledge of the user preferencesasssary. This difficulty is circum-
vented by introducing a system of coupled differential eigms for z; and \;. The solutions to
these differential equations converge to the optimal smbstof the user and network problems,
and hence to the solution of the system problem (2.23).
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In this study, we consider a system problem of the form

min ZPZ( Z ;) — Z Us(z;). (2.25)
lel i:leR; iEM
In our formulation, unlike previous ones, the user problemat decoupled, and is a genuine game
as defined by (2.14). Furthermore, we show below that the NBi®fjame (whose existence and
uniqueness have already been established) solves thengysiblem (2.25), where users take the
effect of their strategies into account when optimizingrtkkests. Thus, the Nash solution of the
network game is efficient regardless of the number of usdtsimetwork.

Theorem 2.4 The unique NE of the game (2.14) solves the following systeihepn:

mxin Sys(x) = mxin ZPl( Z x;) — Z Ui(xi)| (2.26)

lel :lER; ieEM

where P, and U; satisfy assumptions A1-A3 for ale M andl € L.

Proof. To solve the unconstrained optimization problem (2.26) take the gradient ofys(x)
with respect to user flow rates and obtain the first-order necessary condition for optityali
VSys(x) = 0. Notice that the partial derivatives of the link costs at lihks not on the path of
thei'" user with respect te; yield zero. Likewise, the utility function of each user degds only
on that user’s flow rate. Hence, the first-order necessargiton of this problem coincides with
g(x*) = V.J(x*) = 0, which was introduced in (2.2). Furthermore, the solutm(2t26) is unique
asV2Sys(x) is equal toG(x) in (2.18), and thus is positive definite. Therefore, the NE solves
the system problem (2.26). O

2.3 Global Stability under Bounded and Heterogeneous
Communication Delays

We now investigate global stability of the gradient aldgamit(2.20) under bounded and hetero-
geneous communication delays. The pricing function ofitheser is defined in accordance with

P,= P(Y_ ),

lER; JEM,

assumptiorA4 as
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where R; is the path (route) of user and P, is the pricing function at link € £. The update
algorithm with communication delays is then given by

.Tl(t) dUdZZ Z fl( Z JIJ t— T — 7’1])) (227)

lER; JjeEM,;

wherer;; andr;; are fixed communication delays between thtelink and the:** and ;™ users
respectively! To simplify the notation we define

Tt —r) = Z z;(t — 1y — 1y5).

JeEM;

In addition, letg be an upper-bound on the maximum round-trip time (RTT) insysem:

q = 2mZTdX E Tl — T(-1)is
lER;

wherer;, = 0 Vi. Finally, definex; := {x(t + s), —¢ < s < 0}, and by a slight abuse of notation
let ©;(x;) denote the right hand side of (2.27).

We next make use of the stability theory for autonomous systef [83], and generalize the
scalar analysis of [84] and also of Chapter 5.4 of [83] to thdtisimensional (multiuser) case.
Let ¢; € C([—r;,0],R) be a feasible flow rate function (initial condition) for ti& user’s dy-
namics (2.27) at time = 0, whereC is the set of continuous functions. In addition, 3&t)(t)
be the solution of (2.27) through for ¢ > 0, andx(¢;)(t) be its derivative. In order to sim-
plify the notation, we will usex(¢) andx, as well a9 (¢) and© and their respective derivatives,
interchangeably for the remainder of the paper.

A continuously differentiable and positive functibh: C* — R* is defined as

=530 02x(9)) = 507 (x:(6) O (xu(0)).

We introduce the candidate Lyapunov function Rt x CM — R,

V(t;¢) = sup V(xs(9)).2

t—2q<s<t

Let ?(t; ¢) and V(t; ¢) be defined as the upper right-hand derivatived/¢f; ) and V(t; ¢),

IHere we implicitly make the assumption that queueing detagsnegligible compared to the fixed propagation
delays in the system.
2Without any loss of generality, we defitgx,) = 0, s € [-2q, —q.
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respectively along;(¢). In order forV (¢; ¢) to be nonincreasinQ?(t; ¢) <0, the set

O ={peC:V(td)=V(x()); V(x($)) >0Vt >0} (2.28)

has to be empty. To see this consider the case when theisatot empty. Then, by definition,
there exists a timeand ank > 0 such thaﬁ7(xt+h(¢)) > v(xt(é)), and henceV (x,(¢)) cannot
be nonincreasing. We now show that the®eés$ indeed empty.

Assume otherwise. Then, for any giverihere exists an > 0 such that

V(t ) =V(x()) = Z 0% (x,(¢)) = € (2.29)

and N
V(xs(9)) = Z@?(Xs) <e,sclt—2q,t.

Thus, the following bound o®;, and thus orx;, follows immediately:
10i(xs)| = |Zi(s)| < Ve, se€ [t —2q,t] (2.30)

Taking the derivative of;(¢) with respect ta, we obtain

. o (t) d*U;(z;) . Afi(zi(t —1)) ,
Bi(t) = == = 0(x,) = 0 Bi(t) =) e Z ii(t—ri—r;). (2.31)
IER; JEM,
Letd; := —min,,cx 102 > (. Using (2.30) and (2.31), it is possible to bouAd x,) and
L

Zi(s)ons € [t — ¢, t] with

1640x0)] = [£:(3)] < 8iin(s)] + 3" HACE T gy < (5,43 M), (2.32)

0T
leR; ! IER;

To simplify the notation, define

Yi = 0; + Z May.
lER;

Hence, we have the following bound én(x;), s € [t — ¢, t]:

0;(x:) — quive < 0;(x,) < 0;(x,) + quiVe. (2.33)
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We next show thal/(x;(¢)) is nonincreasing, and obtain a contradiction to the initigl
pothesis that the s is not empty. Assume thalf;(zi(t — r))/0zi = dfi(z](t — r))/0z],
Vi, j € M,, Vt for each linkl. This assumption holds for example whéris linear in its argu-
ment. LetB be defined in such a way th&’ B := AT K A, where the positive diagonal matrix
is defined in Section 2.2.3. Also define the positive diagomatiix

D(x) := diag [[D1(x1)], [D2(x2)], .., [Dm(xu)l]
whereD;(x) := d?*U;(x;)/dx?. Then, using (2.33), we obtain
. il il of(z t—r
Vi) = =) Di(2)0%xs) — > _O4(x,) -y b2 l Z O (Xt—ryy—r;)
i=1 i=1 leR; JEM, (2.34)
< —-0"De - e"B"Be + ¢/¢e’B"By|,

where everything is evaluated iat Now, for any fixed trajectory generated by (2.27), and for a
frozen timet, a sufficient condition fo¥/ (x,) < 0 is

1BO| + IVDe|”

qVe < )
|BO|| || Byl

where|| - || is the Euclidean norm.

Letk := '|g®|‘|‘ > 0. Rewriting the sufficient condition we obtain

1
Ve k+ o
wherey := “@?L’Q > 0. The following worst-case bound ancan be derived by a simple
minimization:
gve < 2\/h. (2.35)

We next find a lower bound op. From (2.29) it follows that|v/DO(x,)||> > de, where

d := min; ming,cx ‘% , and\/D is the unique positive definite matrix whose squar®is

Furthermore,

M
IBY[IP <Y uid Yy,

=1 lER; JEM,
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Define also the following upper-bound gn

b := max ((2 + Z Mlal)

lER;
Sinced; > 0, one obtaing| By ||> < Mb?, and hence,

- de
M=

Thus, from (2.35) a sufficient condition fof(x;) to be nonincreasing is

2v/d

T (2.36)

which now holds for alt > 0.

Finally, we make use of Definition 3.1 and Theorem 3.1 of [&3¢$tablish global asymptotic
stability of the system (2.27). Lef == {¢ € C : V(t;¢) = V(x:(¢)) = 0}. From (2.27)
and (2.34) it follows that

S'={pelC:¢(r)=x*, —q<7<0}CS, as
O(x,) =x(1) =0 & x, =x" = V(x,) = 0.

Hence,S' is the largest invariant set ifl, and for any trajectory of the system that belongs identi-
cally to S, we havex, = x*. In other words, the only solution that can stay identicaily is the
unique equilibrium of the system. This then leads to theofeihg theorem:

Theorem 2.5 Assume that

Ofi(zi(s — 1)) /0x) = 0f)(Z] (s — 1)) /0Z], Vi,j € M, Vt.

Then, the unique Nash equilibrium of the network game isailplasymptotically stable on the
compact set of feasible flow rate vectaks,= {x € R¥ : Ax < c, x > 0} under the gradient

algorithm
. au;( xl
Zi(t) = B Zfl< Z zi(t —ry; — rlj))
lER; JeEM,
in the presence of fixed heterogeneous delay$; 0, for allusersi = 1,..., M, and linksl € L,

if the following condition is satisfied

2
q< \/_bs/z
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where PU
b= max(— min#jLZMloq),

i veX  dx; o
7

and
d := min min
i x,€X

d2Ui(ZEi)

)
dx;

Remark 2.2 If the user reaction function is scaled by a user-independaim constant\ then the

it" user’s response is given by
9.Ji(x(t))
8xi ’

and the sufficient condition for global stability turns oatide

2v/d

< —.
7= v/ MN3/2b3/2

Notice that, for any\ < 1, the upper-bound on maximum RTTjs relaxed proportionally with
232,

2.4 Robustness Analysis

We have established in Section 2.2.3 the global stabilitthefunique NEx* under the gradient
algorithm (2.20). Furthermore, we have presented in Se@i@.4 a sufficient condition for sta-
bility under bounded and heterogeneous communicatioryslel¥e next study robustness of the
system dynamics to disturbances like variations in numbasers, link capacities, and routes.
The set of parameters of the network gane,, A, c}, were implicitly assumed to be constant
throughout the stability analyses in Sections 2.2.3 and42.For the robustness analysis, the
changes in these parameters caused by the disturbances caodeled as sudden jumps when
compared with the continuous dynamics of the network gan0J2 Thereforehybrid system
theory[2] provides a natural framework to study this continuousgtisystem witldiscrete events
Consider each network game with a specific set of paraméfeisA, ¢} as asubsysteny
of a hybrid system, and let the set of all subsystemg)belhen, each disturbance varying the
fundamental parameters of the network game correspondsitohgng from one subsystem to
another, and is called switching event We note that by Theorem 2.2 there exists a unique NE
in each network game (subsystem)In the analysis of the switching events’ effects on overall
system stability we make use of the concepdwEll-timer which quantifies the minimum amount
of time between two switches, amVerage dwell-timewhich is much less restrictive than the
dwell-time. Let us denote the number of discontinuities @&watching signalc on an interval
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(t,T) by N,(t,T). Using the definition in [2]g has average dwell timg, if there exists a positive

integerVy such that
T—t
Ny(t,T) < No +

VT >t > 0.

a

The next theorem is a modified version of Theorem Ill.4 of [58}d extends the results of
Theorem 3.2 of [2] to multiple equilibrium points.

Theorem 2.6 Consider a family of systend3 defined byx = F(@(x), Vg € Q Vx € X@ with
x*(@9 ¢ X (@ peing the unique NE and (9 being the strategy space of th& gystem. Suppose
that there exist! functionsV(@ : X(@ — R, ¢ € Q, classk. functionsy'? andx\”, and a
positive numbet such that we have

X (|Jx — x* @) < VO(x) < \§(|]x — x9|]), Vg € Q, (2.37)
and
VD(x) < —eVW(x), ¥x € X, (2.38)

LetV be the union of the smallest level set§éf | Vg € @ that contain the superset of equilibria
N (k) = {x:||x — x*@|| < K,V¥q € Q}, wherex > 0 is a small positive constant. Suppose also
that there exists a finite(x) > 1 3 such that*

<p, ¢reQ, Vxe(X9Inx")_N. (2.39)

Then, the switched system globally asymptotically comgetg the selV for every switching
signalo with average dwell-time

o > lof ay (2.40)

Furthermore N is invariant under the same set of conditions if the dwetieti- satisfies

1
> Of“, Vi (2.41)

Proof. Let us consider the time intervél, T') with switching timesty, ..., ts where we define
T > 0,t,:=0,andS := T'/7, without loss of generality. Given the switching signaldefine the

3We are naturally interested in switching events, where 1, in order to obtain an upper-bound. Therefarand
r are labeled accordingly.
4We drop the constant from the argument of: to simplify the notation in the remainder of the analysis.
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piecewise differentiable functioi (¢) as
W(t) == eV,

On each intervalt;, ¢;,1) (between switching times), we have from (2.38),

W(t) <eW(t) — etV <o.
By (2.39), this implies that
W (tiy1) < peiVO (x(t) < pW ().

Notice that the system trajectory may make a jump at timeif x(¢;,) is not feasible anymore
after the switch. For the sake of argument, denote the sybtdore the switch ag and the
one afterwards as. If x(t;;) ¢ X", then the trajectory jumps at tinte,, to a feasible point
x(tf 1) € X™ from the pointx(t; ;) € X(.

Repeating this forall = 0,...,S — 1, and using the definition df/(¢) we obtain

VEO((T7)) < eV (x(0)).
Then, from (2.40) and definition ¢f we have

log p

VO (x(T7)) < %57V (x(0)), (2.42)

It directly follows thatl () decreases andconverges toc*(@ at time7~ for some system € @
asT increases. Thus, by the definitiondfthere exists &, € (0, 7] forall e > 0 as T increases,
such that fort > ¢, ||x — N|| < e. In other words, the system trajectory converges globally
asymptotically to\/. More precisely, the trajectory(t) converges toV N X (*®) at timet, where
o(t) € Q. Notice that, since at the time of switching the system dopiiim shifts from one point
to another, no point in the system can be asymptoticallylestakhe set\V' of a system with four
NE points is illustrated in Figure 2.1.

We now show the invariance @f under (2.41). Suppose thaf is not invariant. Then, there
exists a trajectory that starts at a paint N and leaves this set. This, however, would correspond
to an increase iy () for someg € Q, which leads to a contradiction by (2.41) and (2.42). Hence,

N is invariant under the set of conditions of the theorem. O

Remark 2.3 Due to the properties df and by definition in (2.39),(x) is nonincreasing in.
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Figure 2.1: The sel of a system with four NE points.

Using the results of Theorem 2.6, we investigate the efféthre@e specific types of distur-
bances on system stability: variations in number of uséranges in link capacities, and routing
changes. A lower bound on the (average) dwell-time is obthsuch that global asymptotic sta-
bility of the defined hybrid system is preserved under théesieidances. To simplify the analysis,
one can study this hybrid system in fast and slow time scaltfiough in the long run param-
eters of the network game such as number of users, routeg @btimections, etc. may change
significantly, the variations of these parameters are éichih the fast time scale. Thus, we focus
on variations within a relatively short time span, where paeameters of the network game take
their values in their respective compact sets.

Let us redefine the number of usel$ as a variable taking integer values in the interval
[(Mmin s Mypaz) == Q. Each value of\/ corresponds to a different subsystem, sayn the
family of subsystemg)™"), with its own NE pointx*@, and feasible flow (strategy) spade?.
Likewise, the routing matrix4, of the network game witli/ players takes values in the finite set
Ay = {A1, As, Aaz o} = Q@ which represent all possible routing changes in the shiort r
Note that, these two disturbances can be modeled using @ ffinihber of subsystems (network
games).

Another important parameter of the congestion control gaomsidered is the link capacity
vector,c. In wireless networks, link capacity may vary over time doehannel noise and in-
terference [85]. In the Internet-style networks, on thesotiand, effective bandwidth may be up
to 20% below the maximum capacity due to unresponsive flows on theank [86]. Hence, ca-
pacity of each link¢; € c takes values ificy min, Cimas] = Q7. Note that in this case the set
of subsystemsp® = Qf’) X Q;f” X +ee X Q(L‘O’), is continuous with infinite number of elements.
By Corollary 2.1, small changes inresults in small shifts of the NE, and hence, does not have a
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significant effect on the stability of the system. Therefave focus on sudden jumps in link ca-
pacitiesc and assume that the capacity remains constant for the pegpdshis analysis between
jumps. Thus, the set of subsystems can again be modeled Wtileanumber of elements as in
the case of other disturbances.

In Theorem 2.6, a lower bound on the average dwell time isrgager, > 1"% wherey is
defined in (2.39), and the variabies given by (2.22) for the network game. Suppose that there
existy;, i = 1,2, 3, for variations in the number of usefd, in the link capacitieg, and in the
routing matrixA, respectively, such that@”) /v ™) < ;. i = 1,2, 3. Using the definition of
V(x(t)) we can describe the effect of a single disturbance as

V@ S G2) + e, D))
v S 2(x(t) ’

where M, is the set of users not affected, and, is the set of users affected by the disturbance,
respectively. The function,(x(t)) # ¢;(x(t)) of the j®" user has at least one parameter as an
argument, which is varied by the disturbance.

In order to derive a lower bound ap under the combined effect of all these three disturbances,
we calculate: as:

VAN VAU R VAR R VAU
VO S Ve e e S Pkt =1

It immediately follows that

log p11 + log pa + log pus
£

Tag =T1 + To+ Ty >

Then, we have the following result as a special case of The@ré:

Theorem 2.7 Let Assumptions 2.5-2.8 hold anddefined in (2.22) be strictly positive for the
network game. Suppose that there existi = 1, 2, 3, for variations in the number of usefd, in
the link capacitieg, and in the routing matrix4, respectively, such that

V(@)

W S,ui) 1= 1,2,3, q,TGQ(i), Vx € (Xéz)ﬂX(l))—N,

where the set of subsystend@?) i = 1,2,3, are associated with the respective disturbance.
Furthermore, the set of all subsystems is giverby QM) x Q® x Q®, and A is the union of
the smallest level sets 8f?9, Vq € ( that contain the set of equilibrid/ := {x* vq € Q}.

The dynamics of the congestion control game globally asyticptly converges to the séf’
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for every switching signat with average dwell-time

3

T, > ZIOggM.

1=1

Furthermore N is invariant under the same set of conditions if the dwetieti- satisfies

3
log
T>ZOgM,Vt.

i=1 €

2.4.1 Worst-case bounds

It is difficult —if not impossible—to derive an analyticalmession for the lower bound on the aver-
age dwell-timer, in Theorem 2.7 under general network topologies and casttsires. Therefore,
we study a single bottleneck case with a specific cost functidnich is symmetric for all users,
and obtain analytical worst-case lower boundsrgtior each disturbance, separately. First, we
investigate the effect of link capacity variations, andnthiee effect of changes in the number of
users in the network on the average dwell-time.

Let the user utility function for thé” user be given by

U(z;) = ulog(x; + 1),

and the link pricing function be chosen as

wherez is the sum of flows on the link, and the capacity of the link.

We consider a dynamic model of the network game similar toote in (2.20), where each
user changes its flow rate proportional to the gradient afots function with respect to its flow
rate. Hence, the system given by

U x

Li = - Y .:17"'7M 2.43
. JJZ—Fl aC ! ( )

has a unique positive NE point, which is symmetric for allrsse

1 uC 1
SN S A I Vi 2.44
==\ T g vhiEM (2.44)
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A Lyapunov functionV : R — R for the network game is defined as

Z(xle aC)Z'

Variations in link capacity

Let the intervalC,,.;, Cina] De the set where the link capacitytakes its values. To simplify the
notation, we defin€(q, r) := (X@ N X)) — A/, Then, one can boundabove by

2
u x
£ ()
- xr:+ 1 Cl maXxeQ(q,r V(q) (X)
M = max J — D) S . < (q )V(T) ) (2-45)
x€Q(q,r) M u T mlnxeﬂ(q,r) (X)
\ — —a—
j=1 l’j + 1 CQ

whereCy, Csy € [Chin, Cmaz) are parameters of the subsystenandr, respectively.
We first establish a lower bound aiin,cq(q,. V() in (2.45). From the strict convexity af
and definition of\/ it follows that

min V" = min{ V@ (x*®)) VO (x* @)1

x€Q(q,r)

Definitions of the Lyapunov function and the NE point in (2.44en yield

2
V@ (x*)) = M (9(6’2,]\;) o aM [9(02(;5\4) 0-5]) 7
and M [6(Cy, M ?
VO (x* @) = M (9(017]\3)4_0.5 o« [6( g2 )_0-5]) ’
where - =
0(C, M) =[5 + ;L—M

Let without loss of generality;, = k£ C,, wherek > 1. Furthermore, defing(C, M) as
0(C, M)+ 0.5 and~(k) as(k—ﬁl). We thus obtain through simple algebraic manipulations

min V") = Mu”
x€Q(q,r) 62(6’17 M)’y2</{}) .

Note that in the worst possible case, where the valdeg®maximumC, = C,,.. andCs = C,ip.
We next make the assumptions> 1 anduC > oM, and establish an upper bound on
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MaXxe(g,r) V(9 (x) in (2.45) given by

max V@ (x) < Mu?.
x€Q(q,r)

Finally, again under the assumptions 1 anduC' > oM, we obtain an upper-bound en
H < B2<Ch M)72(k)7

where and~ are defined above, arkd= C,,4./Cynin. Thus,

S 2log(B(Ch, M)~ (k)

For example, in the casel = 10, C; = 10%, o = 0.2, andk = 4 a worst-case lower bound on the
value ofr, is approximatel\6.25/¢.

Variations in the number of users

We repeat the analysis in the previous section to invegtipateffect of variations in the number of
users at a bottleneck link with fixed capadity Therefore, we give only an outline of the derivation
of the lower bound on average dwell-time. Let the number efsisharing the bottleneck link vary
between)/,,,;,, andM,,,,...

By strict convexity ofi” and by definition of\” we again have

min V@ = min{V(q) (X*(r))7 V() (X*(q))}7

x€Q(q,r)
where )
M, [6(C, Ms) — 0.5]
V@ (x*0) = M Y _ o
) =M\ gL 05 C ’
M, [0(C, M) — 0.5\
M) (x*@D) = M. u oMy , My
V) 2(9(C,M1)+0.5 C ’

and My, My € {Mpin, Mypin + 1,..., M., } are the parameters of the subsysterend r,
respectively.
Let, without loss of generalityy/; = kM, wherek > 1. Then, repeating the steps of previous

analysis yields
M2u2k2
B2(C, Mi)y* (k)

min ){v(q)7 v(r)} >

xeQ(q,r
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Likewise,

max V@ (x) < Myu?k?.
x€Q(q,r)

Finally, we establish the upper-bound pmas
p < 4kB*(C, My),
wherek = % in the worst-case. This leads to

_ 2log(2 VES(C, M)

a

For example, in the casd, = 10, C = 10%, a = 0.2, andk = 4 a worst-case lower bound on the
value ofr, is approximatelys.95/«.

2.5 Randomized Algorithms for Robustness Analysis

The worst-case bounds on (average) dwell time, which we Hexiged in Section 2.4.1 are obvi-
ously very conservative. Moreover, counterparts of thesdy#ical worst-case bounds cannot be
obtained for arbitrary cost functions, for user specificapagters or in the case of general network
topologies. Therefore, we resortri@andomized algorithmfor a probabilistic robustness analysis.

Randomized algorithms have been used by the systems andla@mrhmunity for analysis and
design of control systems due to their efficiency and low dewity. They are useful, especially
when worst-case analysis of complex systems is either v#igudt or impossible, as they provide
an alternative solution with a trade-off between compatal complexity and tightness of the
solution [38, 40].

We use randomized algorithms to study robustness propeatithe system defined in 2.4.1.
Specifically, we investigate the upper-bound.oas well as its average value. Hence, we gain fur-
ther insight to the lower bound on dwell-time by comparing tesults obtained using randomized
algorithms with the worst-case results. Samples are getely employing Monte Carlo (MC)
methods, which are classical and statistically based.eSiecdo not have aa priori probability
density function on the parameter variations in the staéespwe assume a uniform distribution
of samples.

The feasible state space of the network game at a single tiaked byM users, and with
capacityC' is defined asS := {x € RM : ¥ 2, < C, x > 0}. Our objective, from definition
of 1 in (2.45), is to generate sample points uniformly distrdalibn the sef)(q, ) for subsystems
g andr. Notice that the dimension of this set is proportional toribenber of userd/ and, hence,
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can be very large. Sample generation in such high dimensetsis feasible only in very special
systems, which are affected by real parametric uncertéatynded in rectangles or spheres [3].
We therefore use the well knowsjection methodsee, e.qg., [87]), where we perform rejection
from an overbounding set. In this case, we overbound th@&gt") by S, which corresponds to
the positive quadrant of the real ball

B(C) ={xeRY :|jx|l < C},

where|| - ||; is the standard’; norm. Thus, we make use of a modified version of the algo-
rithm given in [88] for real uniform sample generation Qfy, r), and obtain an efficient rejection
method.

1. Generaté/ independent identically distributed (i.i.d.) scalar randvariablesy; (i € M)
with Laplacian distributioryy, (z;) = 2e~1#il.
2. Construct the positive vectgr> 0.

3. Generate = w'/M, wherew is a random variable uniformly distributed in the interjeall].
4. Obtainx = CzX—.
Iyl

5. If x € Q(q,r), then returrx.

In the last step, we determine whetheis in AV or not by comparing/(@(x) and V" (x)
with V(@ (x*(M) and V(") (x*(9)), respectively. If the former is greater than the latter ithbzases,
then the sample is accepted as valid by also taking the boesds X (@ and X ") into account.
As a result, we obtain an efficient algorithm for generating tiow rate samples, uniformly
distributed on the target set.

Let us assume that there ale sample points. At each sample poigty € Q(q,r), i =
1,..., N, the value ofu(x;) is calculated by

X)) = o (2.46)

Then, the maximum value ¢f is

= max_u(Xq)),

,umax X(,L) 5 iEN

and its average value is
N
B 1
=N ;N(X(i))'
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We note that, for a finite sample size, it is important to kn@mwmmany sampled/ are needed
to obtain “reliable” probabilistic estimates,,.. andj. To this end, classical results, such as the
Chernoff bound can be used. However, the number of requeetbrsamples is independent of
the problem dimension [40]. In this study, the number of dasigenerated is simply determined
by the available computational power.

2.5.1 Numerical evaluation

We investigate numerically the effect of variations in themnber of users\/ and capacityC' on
the average dwell-time in a single bottleneck link. We alsalgze the effect of routing changes
on a simple network consisting of two parallel links. Theues ofy,,., and i are calculated in
each case to obtain further insight to the average dwell.tirhe pricing parameter of the network
game defined in Section 2.4.1 is chosemas 0.01.

Variations in the number of users

Two different methods are employed in order to calculatg, andz under the effect of user num-
ber variations. First, we randomly choose the number ofsusgf) and M ) of the subsystems
andr, respectively, according to a uniform distribution on te€[87,,;,,, Mynaz| X [Momin, Mimaz)-
Then, for each paif)/(@, M) a specific number of uniformly distributed pointsare generated
on the sef2(q, r) using the algorithm described in Section 2.5. In the secoeithad, a worst-case
simulation is considered, where the number of users jurmesttly from M,,,;,, to M,,... Again,
1 is calculated using the sample poistgenerated.

The parameters are chosenMs,;, = 10 and M,,.., = 15 unless otherwise stated. For the
first method,100 random user number pairs an@)0 samples for each pair are generated. A set of
randomly generated user number pairs are illustrated iar€ig.2 as an example. For the worst-
case methodV is chosen a30 000. The results for various values of link capacity, are shown
in Table 2.1. In the last row of this tablé/,,;, and M,,,, are chosen a8 and9, respectively.
We note that samples generating,, values correspond to rare extreme cases. This is further
illustrated in Figure 2.3. From Table 2.1, we observe fhat. is increasing inC' and decreasing
in M under the worst-case simulations, which is in accordante the results in Section 2.4.1.
On the other hand, the value pfis larger for smallerd under the same capacity, whereas
changingC' has only a small effect op. Finally, an important observation is that the valueg of
and ... are much smaller than the ones in the analytical worst-caged
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User number variations
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Figure 2.2: A subset of the randomly generated variatiomsimber of users, which are uniformly
distributed betweem0 and15.

Table 2.1: Values of,,., andj for various link capacities.
Capacity Uniform | Worst-case
C =10° i 2.1509 7.0882
Mmaz | 73.0298 189.2202
C =10* i 1.8978 8.9312
Mmaz | 38.1840 166.2722
C =10° i 2.1468 8.5310
Mmaz | 16.6524 60.2700
C=10| & 2.4507 9.4710
Pmaz | 180.2856 | 292.2815
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Figure 2.3: An example histogram pf

Variations in link capacity

We repeat the analysis of Section 2.5.1. The parameterssicdlse are chosen 8§,;,, = 0.5 -
10% and C,,.., = 105. For the first method, generated capacity paies?, C"), are uniformly
distributed on the continuous Sét,.;., Cinaz] X [Cinin, Cmaz|. Figure 2.4 exemplifie80 of such
pairs. For the worst-case simulation, the capacity is @esae from maximum to minimum. The
number of samples for both methods are the same as the onestinr52.5.1. The results are
given by the last ron(’,,,;, = 0.5 - 10° and M = 103.

From Table 2.2, we make observations similar to the onesctide2.5.1. On the other hand,
the values ofi and .., due to variations in link capacity are smaller than the onestd varia-
tions in number of users. This may be explained by consigdhie closeness of the equilibrium
points, and hence, of the Lyapunov function values of subsys distinguished only by capacity.

Variations in routing

We consider a simple network consisting of two paralleldimkth the same capacity, and study the
effect of variations in flow routes. We randomly generkié pairs of routing matrices, ant)00
samples of flow rates uniformly distributed orf(q, ). The results obtained for various number
of users and capacities are shown in Table 2.3. We note tbatlbe ofy,,.. IS increasing irC'.

On the other hand, when the valueioflue to routing variations is compared with the ones due to
variations in capacity or number of users, we observe thgtlbse to the sum of the others for the
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Figure 2.4: A set of randomly generated capacity paieg?, C™), which are uniformly dis-

tributed between.5 - 10 and10°.

Table 2.2: Values of:,,., andj: for various number of users.

Sample number

Number of users Uniform | Worst-case
M=5 i 1.3006 4.0112
fmae | 3.5442 4.5114
M =10 i 1.2553 4.0079
Mmaz | 33602 4.2463
M =15 I 1.2844 4.0088
[maz | 3.3037 4.1524
M =10 i 1.2509 2.1835
Mmaz | 12.8131 11.7366
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same number of users and capacities. Considering the ftctatiting changes cause variations
both in link capacities and in the number of users, this alagEm is not surprising.

Table 2.3: Values of:,,,., andj: for various number of users and link capacities.

Number of userg Capacity Values
M =10 C=10*| u | 1.0883
Hmaz | 3-0617

M =10 C=10"| pn |3.3252
Hmaz | 38396

M =15 C=10%| p |1.0815
Hmaz | 4.0513

2.6 Simulation Studies

2.6.1 Communication delays

The results presented in Section 2.2.4 for the congestintralayame defined are evaluated nu-
merically using MATLAB. The delay differential equationseasolved using the delay differential
solver,dde23[89]. The utility function for thei** user is chosen as

U; = u;log(x; + 1),
wherewu; is a user-specific positive preference parameter. Thengrittinction at the linkl is

defined as
P = %( Z ;)%
j:lER;
wherea is the pricing constant. We choose here the cost functiost garameters, and link
capacities in accordance with Assumptions 2.5-2.8n the case of a single link shared By
users, the user update algorithm follows directly from 72.2nd is given by

U

Zi(t) = P -«

Z xzj(t—r;—r), Vi=1,...,M.

J:ER;

We first investigate single-user on a single-link case fosttative purposes. The parametersin
user’s cost function are chosenias- 1 anda = 1. We simulate the system under communication

SWe note, however, that in a network implementation costrpatarsy andu can be adjusted “online” through an
adaptive algorithm, which takes capacity constraints emttwork into account, in order to satighd and make the
NE an inner solution.
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delays ofr = 0.5, 1, and2 as observed in Figure 2.5. From Theorem 2.5, the condition fo
stability is calculated as < 0.42. Since this condition is only sufficient the system could aém
stable forr > 0.42, which is indeed what happens. However, the rate of connesgdecreases
significantly for increasing, and for delays > 2 the system becomes unstable.

Multiple Users with delay Multiple Users with delay
T T T T T T T

llllllllll

Multiple Users with delay
1.4 T T T

04f g

0.2 B

0 I I I I I I I I I

time t

Figure 2.5: Flow rate versus time of a single-user on a sthigkewith utility and pricing functions
U = log(z +1), P = 12*(t — 2r), and communication delays (from top to bottomy- 0.5, 1, 2.

The effect of the number of users on system stability is destrated in the next simulation.
The delay in the system is symmetric and chosen as0.5, Vi. Figure 2.6 shows that increasing
the number of users has a similar effect as increasing tlag @sl captured in Theorem 2.5.

In the next set of simulations, the number of users sharinggeslink is A/ = 10. The user
utility parametersy; and delayr; are randomly chosen with uniform distribution in the ranges
u; € [10, 20] andr; € [0.1, 0.5], respectively. Figure 2.7(a) shows flow rates of individusrs for

47



Multiple Users with delay
T T

Multiple Users with delay
T T

24
|
[
P12 s 4 5 s 7 s s 10 % 1 s s 4 5 & 7 8 9 10
(a) (b)
and (b), respectively.

Figure 2.6: Flow rates of two and four users versus time utigedelayr; = 0.5, Vi shown in (a)
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(b)
Figure 2.7: Flow rates of( users versus time with origin as the starting point (a), amtiom
initial conditions (b).
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the initial condition being the origin for all users and FHig2.7(b) shows the same for a randomly
picked initial condition. Although the delays are largearitihe theoretical bound,,, < 0.05,
the system can be seen to be stable.

User 1 User 2
O O O .
L v
% User .3. ------------

11111

Figure 2.8: Flow rates of three users versus time on the basidogy shown.

We next explore extensions to general topologies. Due topotational limitations of the
dde23solver, we choose a simple network topology with two linkshswn in Figure 2.8. The
propagation delay between the two linkg)i& and users’ delays to their corresponding links are
chosen randomly with a uniform distribution in the rarigd, 0.3]. Cost parameters are= 5
anda = 0.5 and are symmetric for all three users. The results observedjure 2.8 are also in
accordance with the results of Theorem 2.5.

2.6.2 Variations in the network parameters

The robustness properties of the network game are studieénically using MATLAB. We sim-
ulate a discrete counterpart of the system (2.43) first onglesiink shared by\/ users, and then
on a linear network topology of two links. The set of user upddgorithms are

ri(t+1)=x;(t) + K xi(t)+1_a c

ci=1,..., M, (2.47)

whereu; is the utility parameter of usérandx is the stepsize.

We first investigate the effect of variations in the numbeugdrs sharing a link with capacity
C = 10°. At each time step, probability of a new user to arrive (stacbnnection) and an old
user to depart (terminate its connection) are chosen ggasil.5%. Hence, the number of users
sharing the link are varied randomly within the upper anddoWwounds ofi < M < 40. The
parameters of the cost function are fixed during the sinutatnd are chosen as follows; are
uniformly randomly distributed off.5 10°, 10.510°], x = 10, anda = 100. Figure 2.9 shows
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both the number of the users sharing the link at a given tinteflanv rates of the users. We
observe that the flow rates converge to the new equilibrivel$ewithin a short period of time in
accordance with the analysis in Section 2.5.

Flow Rates of Users

x10°

Flow Rate
N
»

‘ i 1 1 1
500 1000 1500 2000 2500 3000 3500 4000 4500 5000

Variations in Number of Users on the Link

e |

12 L L
0 500 1000 1500 2000 2500 3000 3500 4000 4500 5000

User Number

time

Figure 2.9: Flow rates and number of users sharing a link eéaghacityC = 10°.

We next fix the number of users &f = 20, and vary the capacity of the link;, at each time
step by adding an amount uniformly randomly distributed[-em0*, 10*]. The capacity of the
link is bounded above by0°. We observe from Figure 2.10 that the results justify the ehad
Section 2.4, and are again in accordance with the analySisdtion 2.5.

Finally, we simulate a simple linear network of two links kauf capacity10°. There are
M = 10 users, whose routes (connections) vary with probabilitys at each time step. The
initial routing matrix is given by

Lo (riririiiiio00
M= \oo001111111)

Figure 2.11 shows the results of the simulation. We obsdrakin the event of a route change
converge rate of the system is slower as it causes variaitiobheth available link capacities to
other users and in the number of users sharing each link ascrg Section 2.5.
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4 Flow Rates of Users
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Figure 2.10: Flow rates of the users and variations in thac&pof the link shared by the users.
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Figure 2.11: Flow rates of the users and instances of rogthiagges.

51



2.7 Conclusions

In this chapter we have introduced a fairly general congaestontrol framework for general net-
work topologies based on a noncooperative congestionaaame. Existence and uniqueness of
a NE as the operating point of the game has been establiskied rgasonable convexity assump-
tions on the cost function, and a simple but efficient gradiscent algorithm has been shown to
converge to the NE under the same set of assumptions. In@udditability and robustness prop-
erties of the proposed congestion control scheme have bgestigated. Specifically, we have
analyzed robustness of the algorithm to both heterogenemmsnunication delays on a general
network topology and variations in system parameters ssitheanumber of users, capacity of the
links, and routing. In the robustness study, we have utllizeth hybrid system theory and ran-
domized algorithms, and have demonstrated the resultgiebtthrough MATLAB simulations.

In the next chapter, we focus on Internet-style networks>igreding the network model of
Section 2.2.1, and present a specific congestion contrehselior such networks.
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CHAPTER 3

A CONGESTION CONTROL SCHEME FOR
INTERNET-STYLE NETWORKS

We introduce in this chapter a congestion control scheménternet-style networks based on a
special pricing function, which is proportional to the qaawg delay experienced by the user. This
pricing structure is motivated by the communication caaists of this type of networks. Through
a network model based on fluid approximations and a reatisigzieing model, we show in Sec-
tion 3.1 the existence of a unique equilibrium, which apprates Nash Equilibrium (NE) under
the assumption that the effect of a user’s flow on congestist is vanishingly small. In Sec-
tion 3.2, we establish the global stability of the equilim under a general network topology. We
also investigate stability of the system in a network witmmegligible propagation delays, and
provide sufficient conditions for stability in the case of @ttleneck node with multiple users in
Section 3.3. The effect of boundaries on system stabilgyaawalyzed rigorously. In addition, we
study in Section 3.4 an adaptive pricing scheme for adjgdtie pricing parameter dynamically,
and make use of hybrid (switched) system concepts for ittysisaBased on the theoretical foun-
dations developed, we design a window-based, end-to-ergkstion control scheme for Internet-
style networks in Section 3.5. It is followed by Section 3¥bere this congestion control scheme
is simulated in Network Simulator 2 (NS-2) over Internettpaml| for various network topologies.
We next analyze a discrete-time version of the proposedselas any implementation of the con-
tinuous time model will inevitably involve a discretizati@ynchronized with the rount-trip-time
(RTT) of packets. First, an analytical local stability ayga$ of the single bottleneck node case
with symmetric users is given in Section 3.6. Then, we dis¢hs use of randomized algorithms
in the present context. In Section 3.7.1, numerical resutpresented for stability of the system
first for a single bottleneck node and subsequently undezrgénetwork topologies. The chapter
concludes with remarks in Section 3.9.
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3.1 The Model

3.1.1 The network model

We extend the network model of Section 2.2.1 by taking bufferamics and packet losses into ac-
count. The™* user’s flow rate satisfies the bour@ls: z; < ; ..., Where the upper bound ..
may be a user specific physical limitation. If the aggregatelsg rate of users whose flows pass
through link! exceeds the capacity, of that link then the arriving packets are queued (generally
on a first-come first-serve basis) in the buffeof the link with b, ..., being the maximum buffer
size. Furthermore, if the buffer of the link is full, incongirpackets have to be droppéd.et
the total flow on linki be given byz, := >, . x;. Thus, the buffer level at link evolves in
accordance with

[z, — Cy|~, it bi(t) = bimas

b(t) =14 z,—C, if 0<b(t) < bimas (3.1)
[z, — C|F, if b(t)=0

whereb(t) denotes(db,(t)/0t), [.]* represents the functiomax(.,0), and[.]~ represents the

functionmin(., 0). In addition, letb := [by, ..., b.] be the(L x 1) link buffer rate vector, and
O :=[04,...,0;] be defined as th@ x 1) flow loss rate vector at the links, where
t, — C|t, if b = b s
0, = [«Tl z] 1 1,
0, otherwise

Taking the buffer dynamics and packet losses into accountedefine the capacity constraints at
the links as
Ax(t) —b(t) — O(t) < c. (3.2)

3.1.2 The cost (objective) function

An importantindication of congestion for Internet-styktworks is the variation in queueing delay
d, which is defined as the difference between the actual dedagreenced by a packet and the
fixed propagation delay of the connectigh If the incoming flow rate to a router exceeds its
capacity, packets are queued (generally on a first-comesérse basis) in the existing buffer of
the router, leading to an increase in the RTT of packets. BledRTT on a congested path is larger
than the base RTT, which is defined as the sum of propagatibpmcessing delays on the path
of a packet. The queueing delay at tHelink, d;, is a nonlinear function of the excess flow on that

We assume a drop-tail queueing scheme for the rest of thgsamal
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link, given by

(71 -
[a(xz - Cz)] , i di(t) = dimas
di(x,1) = Cil(xl _C), i 0<dit) < dimes (3.3)
1 o
\ [a(xl — C[):| , if dl(t) =0

in accordance with the buffer model described in (3.1), With., := bima./C: being the maxi-
mum possible queueing delay. Thus, the total queueing dBlaya user experiences is the sum
of queueing delays on its path, namély(x,t) = >, di(x,t), i € M, which we henceforth
write asD;(t), i € M.

Let us define a cost function for each user as the differenteda® pricing and utility func-
tions. The pricing function of th&” user is linear inz; for each fixed total queueing deldy;
of the user, and is linear ifv; with z; fixed (hence it is a bilinear function af; and D;). The
utility function U;(z;) is assumed to be strictly increasing, differentiable, aridtly concave; it
basically describes the user's demand for bandwidth. Afingly, we make use of variations in
RTT to devise a congestion control and pricing scheme. Tke(objective) function for the”
user at time is thus given by

which he or she wishes to minimize. In accordance with thigealve, we consider a simple
dynamic model of the network game where each user changes hes flow rate in proportion
with the gradient of her/his cost function with respect to/lis flow rate,; = —0J;(x)/0x;.
Taking into consideration also the boundary effects, trdatgalgorithm for the!” user thus is:

. 4
M — Dl(t) s if Ty = Tjmax
L dl’l 1
i = d(g(xz) — i Dy(b), if 0 < 2 < Zimas (3.5)
Xy
[dU; (x; [
\ %Zx) T Di(t)_ , ifa; =0

where the effect of thé" user on the delayp;(t) she or he experiences is ignored. This assumption
can be justified for networks with a large number of users,revtige effect of each user is vanish-
ingly small. Furthermore, from a practical point of viewigtextremely difficult if not impossible
for a user to estimate her or his own effect on queueing delay.
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3.1.3 Model assumptions

We provide in this subsection a summary of the main assumptidich will be utilized in Sec-
tions 3.2, 3.3, and 3.4. These simplifying assumptions apessary to arrive a mathematically
tractable model, and most of them are shared by the majdrityedliterature on the subject, in-
cluding the works we have cited in Chapter 1. We note that tiady#ical results obtained based
on these assumptions are demonstrated via realistic plaoletsimulations in Section 3.6.

e The network model considered is based on fluid approximatismhere individual packets
are replaced with flows.

e For simplicity, each user is associated with a unique cammeeand a corresponding fixed
route (path). The routing matriX is assumed to be of full row rank as nonbottleneck links
have no effect on the equilibrium point due to zero queuirlgyden those links.

e The effect of individual packet losses on the flow rates ammiigd. This approximation
is reasonable as one of the main goals of our congestionad@aineme is to minimize or
totally eliminate packet losses.

¢ Information delays in Section 3.3 are assumed to be fixeddotdbility of analysis.

e We assume first-in first-out (FIFO) finite queues (buffershwdroptail packet dropping
policies.

e The effect of a user on his/her own queueing delay is ignavld;h is justified for networks
with a large number of users.

¢ The utility functionU;(x;) of thei*" user is assumed to be strictly increasing and concave in

Z;.

3.2 Stability Analysis

In this section, we analyze the stability of the system dbedrby (3.3) and (3.5). First, we
investigate the simple case of a single link with a single us@erder to gain further insight into
the systent.We then generalize the analysis to the case of multiple wgénrsagain a single link.

Finally, we establish stability for a general network taggpt with multiple links and users.

2Admittedly, in this case the assumption of an individualruss affecting the delay on a link is violated, but still
this exercise is useful for the subsequent analysis dewlithgthe multiple users case.
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3.2.1 Stability for a single link with a single user

For a single user on a single link, the equations descritlirglyynamics of the system consist of
the user algorithm, which is a simplified version of (3.5)d aueueing delay equation for a single
user derived from (3.3). For the time being, we ignore theaff of boundaries on the system, and
write the dynamics as

z(t) = dU(z) _ ad(t)

' LAz (3.6)

d(t) = ol 1

whered is the queueing delay, is the user flow rate, and is the link capacity.
The system (3.6) has a unique equilibrium pdgirit, ¢*) given byz* = C and

d* = (1/a)dU(z*)/dx. Defining the queueing delay and flow rate around the eqiulibpoint
asd := d — d* andi := z — z*, we obtain the following equivalent system around the éoyitim:

x(t) = g(z) — ad(t),
1

J(t) _ 537 (3.7)
where the functiorg(7) is defined as
Note that
>0 ,ifx<0
g(@) <0 ,ifz>0 (3.8)

=0 ,ifz=0,

becausé/(z) is strictly concave in:, and hence(dU (z)/dx) is strictly decreasing.
The system (3.7) can be viewed as a generalized penduluni@guath ¢(z) as the friction
term [82]. Let us introduce an energylike Lyapunov function

V(E,d) = l(:7:)2 +C(d)?, (3.9)

(6%
which is positive definite. The derivative df along the system trajectories is given by

. w2
V(z,d) = ag(i)i <0,

where the inequality follows from (3.8). Thu(z, d) is negative semidefinite. Lét:= {(z,d) €
R2: V(Z,d) = 0}. Itfollows from (3.8) thatS = {(i,d) € R? : & = 0}. Hence, for any trajectory

57



of the system that belongs & we haver = 0. It follows then directly from (3.7) and the fact that
g(0) = 0 that
i=0=>2=0=d=0.

Therefore, the only solution that can stay identicallysiis the zero solution, which corresponds
to the unique equilibrium of the original system (3.6). Rermore, it is globally asymptotically
stable by LaSalle’s invariance theorem [82]. This com@dtee proof of stability without the
boundary effects.

To account for boundary effects, let us introduce the féassbt() for the system defined
by (3.3) and (3.5), as

Q={(z,d) €R?*:0 < 2 < 2peeand0 < d < dpaz }, (3.10)

whered,,., andz,,,, are the finite upper bounds drandz, respectively. Assume that,,, > C.
First, we investigate the existence and uniqueness of ar gguilibrium point) < d* < da.
and0 < z* = C' < 4., ON the sef). From (3.3), (3.5), and the definition ©f the only possible
equilibrium points on the boundaries @) are(C,0) and(C, d,....). Clearly, the former cannot
be an equilibrium ag > 0 whend = 0. For the latter not to be an equilibrium point we choase

in such a way that it satisfies
1 dU(x)

o > .
e dr |,_c

(3.11)

Thus, under (3.11) the equilibrium queueing delay satisfies d* < d,,.., and the single-user
single-link system admits a unique inner solutigt,, d*), on .

We next analyze the effect of the boundaries on system gyaoilgain further insight into the
problem. A rigorous comprehensive study on the effect onlanies will actually be undertaken
in Section 3.2.3 for a general network topology with mubltipkers. For this reason, we will simply
outline the procedure here, without details.

We argue that each time the trajectory of the system hits adany, it has to leave the boundary
in finite time. Consider the boundary 6f whered = 0. From (3.5),% is positive, and by (3.3)
the trajectory leaves this boundary as soom as C. Likewise, when: = 0 we haved < 0, and
hence, the flow rate becomes positive in finite time.

We proceed with the other two boundaries in a similar fashiorthe caser = z,,.,, > C,

d is positive due to (3.3). Sind@ll/(x)/dx) is strictly decreasing in its argument andsatisfies
the condition in (3.11), there existsd < d,... such thati(z,,..,d’) < 0. Finally, on the
boundary wherel = d,,.., if + < C then the trajectory immediately leaves it. Otherwise, from
condition (3.11)z < 0, and hence, the trajectory cannot stay on the boundary muifi It
was already established tHat< 0 inside the sef). Furthermore, chattering of the trajectory is
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not possible sinc& < 0 along the boundaries as we will show in Section 3.2.3. We lcole;
therefore, that the unique inner equilibrium point of theteyn given by (3.3) and (3.5) is globally
asymptotically stable on the setby LaSalle’s invariance theorem.

3.2.2 Stability for a single link with multiple users

The analysis for a single link with multiple users is a faislyaightforward generalization of the
single-link single-user case discussed above. The géretalystem is given by

.Tl(t)— —Oéld(t), Zzl,,M,
dl’i
ZM . (3.12)
d(t) = ==L
( ) C ?
whereU; (zy),...,Uy(z)) are strictly concave user utility functions, and the bouwdzoint

behavior is described by (3.3) and (3.5). Let us define theesponding constraint s@tas
Q={(x,d) e RM*": 0 < 2; < Ty naw, Vi € Mand0 < d < dppaz }, (3.13)

whered,,,., andz; ., are upper bounds ahandz; respectively.

We investigate the existence of a unique inner equilibrimmiunder the assumption ., >
C, Vi € M. To simplify the notation, lep;(z;) := dU;(x;)/dx;, wherep; is strictly decreasing in
x; due to strict concavity of;. Further define”(«, d) := 3>V, p; ! (a;d) wherep; ! is the inverse
of the functionp;. We note thap; *(a,d) is strictly decreasing in both; andd, and therefore
P(a,d) is also decreasing in the pdit, d). Ignoring the boundary effects, the equilibrium point
of (3.12) is given by

xr = p; Haud), Vi € M, (3.14)

whered* is solved from .
P(a,d*) = p; (aid") = C. (3.15)

=1

We now show thatx*, d*) is indeed an inner equilibrium solution to (3.12) on the(3ébr some
range ofa values. Let the vectat belong to the compact sty € RM : 0 < jnin < a; <
Qi maz, Vi € M}. Definee > 0 to be arbitrarily small. It follows from the definition d?(a, d)
that P (.., €) > C for arbitrarily large values of; ,,.., Vi € M. Furthermore, gived,,,, one
can find a vectow,,,;,, such that

P(oumin, dmaz) < C, (3.16)

Using the intermediate value theorem, we conclude thaetbrists a uniquée* € (din, dmaz)
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such thatP(«, d*) = C'. In addition, (3.14) yields a unique' corresponding td*. We finally note
that there cannot be an equilibrium point on the boundarphe®et) since the system trajectory
cannot stay on the boundary indefinitely as we will show intisac3.2.3.

Proposition 3.1 Let0 < o min < @ < @ maz, Vi € M, Where the elements of the vectoy,,

are arbitrarily large. If «,,,;, and d,,., satisfy the condition (3.16), then there exists a unique
equilibrium solutionz*, d*), to the system (3.12) on the $&twhich is further an inner point of

Q.

Remark 3.1 In the special case of logarithmic utility functions;(z;) = w;log(x; + 1), condi-
tion (3.16) can be explicitly given as

1 M w
0< — < dmaa:-

In addition, asd,,,, — oo the system admits a unique inner equilibrium solution foy &nite
value ofa.

We now define the system around the unique inner equilibriamt@s in (3.7):
(3.17)

where the functiong;(z;) are defined similarly as in the case of (3.8). Define next a uyap
function similar to the one of (3.9):

V) =Y 5(@)2 +o@d)ye, (3.18)

which is positive definite.

The derivative ofi along the system trajectories is given By= vail(Q/ai)gi(ii)ii <0,
and is equal to zero only if; = 0Vi = d = 0. Let S := {(x,d) € RM* : V(x,d) = 0}. It
follows from (3.8) thatS = {(x, d) € RM*! : x = 0}. Hence, for any trajectory of the system that
belongs toS, we havex = 0. It follows then directly from (3.17) and the fact that0) = 0 Vi that
x=0=1; = 0Vi = d = 0. Therefore, the only solution that can stay identicalliis the zero
solution, which corresponds to the unique equilibrium @f ¢higinal system (3.12). Furthermore,
it is globally asymptotically stable by LaSalle’s invar@theorem [82]. This completes the proof

of stability without the boundary effects. Since globalbgity under the boundary effects for a
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more general case will be provided in Theorem 3.1. We postflamtreatment of boundaries until
then.

3.2.3 Stability for a general network topology with multiple users

We now establish the stability of the system under a genetalork topology with multiple links,
and with a general routing matrix as defined in (2.11). The generalized system is described by

dU; (x;
z(t) = (‘T ) zDz(t) y L= ]-7 7M 9
jldﬂ% (3.19)
dit)y=—=-1,1=1 L
l( ) Cl ) 9 ) 9

with the boundary behavior given by (3.3) and (3.5). Defireefdasible sef2 (as before) as

Q= {(X, d) e RM+L 0 <z < Timaz
and0 < d < dl,max ) Vi 7l}7

whered, .., andz; ,q,, are upper bounds af) andz;, respectively. Define

dmam = [dl,ma:m s 7dL,ma:B]-

We first investigate existence and uniqueness of an innealilEgum on the set) under the as-
sumption ofz; ... > Cj,VI. Toward this end, we assume thatis a full row rank matrix with
M > L, which is in fact no loss of generality as nonbottleneckdiok the network have no effect
on the equilibrium point, and can safely be left out.

The study of existence follows lines similar to the ones md¢hse of a single link. Supposing
that (3.19) admits an inner equilibrium and by setting) andd,(t) equal to zero for all andi
one obtains

Ax=c (3.20)

f(a,x) = ATd | (3.21)

whered := [dy, ..., d;]" is the delay vector at the links,is the capacity vector introduced earlier,
and the nonlinear vector functidns defined as

1duy L dUy)

apdry T apy dray

fla,x) = (3.22)

DefineX := {x € RM : Ax = c} as the set of flowsx, which satisfy (3.20).
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Multiplying (3.21) from left by A yields
Af(a,x*) = AATd.

SinceA is of full row rank, the square matrix A” is full rank and, hence, invertible. Thus, for a
given flow vectorx and pricing vectory,

d(a,x) = (AAT)'Af(a, x), (3.23)

is unique. From the definition df d(«, x) is a linear combination af;(z;)/«;, and hence, strictly
decreasing inv. Since the sekX is compact, the continuous functieia, x) admits a maximum
value on the seX for a givena. Therefore, for each > 0 one can choose the elementsgf,,
sufficiently large such that

0 < maxd(paz, X) < €.
xeX

In addition, givenX andd,,..., one can find,,;, such that

0 < max d(min, X) < dnag, (3.24)

xeX

Hence, we conclude that there is at least one inner equilibgolution,(x*, d*), on the set?,
which satisfies (3.20) and (3.21).

We next establish the uniqueness of the equilibrium. Supploat there are two different
equilibrium points(xj, d}) and(x3, d}). Then, from (3.20) it follows that

Axi—x) =0 & (xj —x3)"AT =0.
Similarly, from (3.21) we have
f(a, x7) — f(a,x3) = AT(d] — dj) .
Multiplying this with (x; — x3)7 from left we obtain
(x; — x3)7 [f(er,x]) — F(ar, x3)] = 0.

We rewrite this as
E ( TZ * ) |: ('rll) ('TQZ) 0

2 i dl’l dl’l

i=1

SinceU;’s are strictly concave, each term (say tHeone) in the summation is negative when-
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everxy, # x5, with equality holding only ifz;, = x3,. Hence, we conclude that has to be
unique, that is

* * *
X' =X =X, .

From this, and (3.19), it immediately follows th&x, i = 1,..., M are unique. This does not
however immediately imply that;,/ = 1,..., L are also unique, which in fact may not be the
case ifA is not full row rank. The uniqueness df's, however, follow from (3.23), where we
obtain a uniquel* for a given equilibrium flow vectox*:

d* = (AAT) 'Af(a,x").

As a result(x*, d*), obtained from (3.20) and (3.21) constitutes a unique ieqeilibrium point
on the sef).

Proposition 3.2 Let 0 < @ min < o < Qimas, Vi € M Where the elements of the vectay,,,
are arbitrarily large, andA be of full row rank. GivenX, if o,,;, andd,,., satisfy

0 < max d(Oémm, X) < dmara
xeX

whered(«, x) is defined in (3.23), then the system (3.19) has a uniqueileduih point, (x*, d*),
which is in the interior of the seb.
Defining the delays at linkg, and user flow rates; around the equilibrium ag := d;, — dy

andz; := x; — x}, respectively, for all andi, we obtain the following system inside the seand
around the equilibrium:

Bt = i) — uDi(t) i =1, M,
: 1
di(t) = — ., l=1,...,L, (3.25)
Cr .
©:l€ER;

whereD; = EleRi dj, andg;(.) is defined as in (3.8).
We define a positive definite Lyapunov function as a genexdhizrsion of (3.18):

L

VEd) =Y 5(@)2 Y Cid?. (3.26)

i=1 " =1

The time derivative oi/(z, d) along the system trajectories is given by

. ~ M
V(xd) =) —gi(#:) 7 <0,
i=1 "

63



where the inequality follows becausgz;) z; < 0Vi. Thus,V(Sc, 61) is negative semidefinite. Let
S = {(x,d) € RM*L . V(x,d) = 0}. It follows as before thas = {(x,d) € RM*F : x = 0}.
Hence, for any trajectory of the system that belongs idahic¢o the setS, we havex = 0. It
follows directly from (3.25) and the fact that(0) = 0 Vi that

x=0=>x=0=D,=0Vi=d =0V,

where the last implication is due to the fact that= A” d* and the matrixA is of full row rank.
Therefore, the only solution that can stay identicallysiis the zero solution, which corresponds
to the unique inner equilibrium of the original system.

Let us redefine the feasible set in terms of the tilde'd qtiastix andd, as follows:

Q = {(f(’ a) - RJ\/I+L : —l';k S i’z S Timaz — x;

(2

and — df < d; < djpae — df , Vi ,1}.

We note that the s&? can also be defined through a set of (linear) inequalitjés, 61) <0, j¢€
H = {1,...,H}. GivenX, letd,,,, and a,,;, be chosen such that (3.24) holds. Then, by
Proposition 3.2 the unique equilibrium poiri6, 0), is an inner solution o, whereh;(0,0) <
0Vj € H.

We now investigate the effect of the boundaries givef2iand described by (3.3) and (3.5).
The system (3.25) can also be written compactly as

Z:z((;i):F(a):: (z), (3.27)

with the definition ofF being obvious from (3.25). We have shown earlier tiat 0 when the
system trajectory is strictly inside the setOn the other hand, if the trajectory hits the boundary,
then it stays on the boundary as long as the system graHi@ntin (3.27) points toward the
boundary. This is known adiding modebehavior, which we define in this context as follows:

Definition 3.1 Let the gradient vector and the corresponding unit vectahefboundary surface
{z : h(z) = 0} be given byn(z) := Vh(z) andn,(z) := n(z)/||n(z)||, respectively. Suppose
that the trajectory of the systein= F(z) is inside the surface(z) < 0 Vz. Then, the system
exhibits sliding mode behavior on the boundary surféze h(z) = 0}, if and only if,

n(z) - F(z) >0,
wheren - F denotes the dot product of the vectarandF. Furthermore, the gradient of the system
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trajectory during sliding mode is given by
F,.=F—(F -n,)n,.

We next establish the relationship between the Lyapunostioml/(z) in (3.26) and the slid-
ing mode behavior of the trajectory along the boundaries.

Proposition 3.3 Assume that the system (3.27) has a unique inner equilibpaoimt, z*, in the
compact and convex feasible $etand

V(@) lirajectory = V.,V (2) - F(z) <0,

for all z such thath;(z) < 0V;j € H, where the Lyapunov functidri(z) is given by (3.26). The
system trajectory exhibits sliding mode behavior alongjthdoundary{z : h;(z) = 0} j € H,
if and only if,

V(2)|stiding < V(2)rajectory < 0, (3.28)

whereV (z)|siging == V2V (2) - Fy(2), Vz € {z : h;(z) = 0}.

Proof. It follows from the definition off', that
V\stidging = V2V (2) - [F — (F -n,)n,], (3.29)

where we drop the arguments&nd; to simplify the notation. From (3.26Y/,V (z) is given by

27 27
V.V (z) = [ﬂ,.__,ﬂ,zcldl,.._,chdL .
€3] oy
On the other hand, by the definition@f the vectom, of lengthM —+ L, has all zero entries except
the K" one, which is

sign(xy), f1<k<M
ngp =
sign(dy), fM+1<k<M+L,

where sign(-) is the sign function. Note than, = n by definition. Thus, on the boundary
{z : h(z) = 0} the termV,V (z) - n, yields eitherjz;| or ‘cik , and we obtain

V.V(z) -n, >0.
We now show the necessity: if the trajectory exhibits skdinode behavior along the bound-
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ary, then we have(z) - F(z) > 0andV,V(z)-n, > 0. Hence, the result in (3.28) follows
immediately from (3.29). Next, in order to show the suffidgmve note that (3.28) yields

Vv.V(z)- (F-n,)n, > 0.

SinceV,V(z) - n, > 0 is already established on the boundary, we immediatelyimhtaF > 0,
which corresponds to sliding mode behavior of the trajgctor O

Now, as a corollary to this proposition, we have the follogvresult.

Corollary 3.1 Consider the system (3.27) on the feasibleswiith the unique inner equilibrium
point z*. Furthermore, let the time derivative of the Lyapunov fiorct” of (3.26) be nonin-
creasing along the system trajectory without boundarycefféhen, the system trajectory exhibits
sliding mode behavior, if and only if, the rate of decreas&’iat the boundary point is less than
or equal to the one without the boundary effect.

From Proposition 3.3, we havé < 0 for all (x,d) € (. It was already shown that the unique
inner equilibrium solution(x*, d*), is the only invariant solution ity N Q. Thus, the asymptotic
stability of the system follows from LaSalle’s invarianbebrem. This is captured in the following
theorem.

Theorem 3.1 Let0 < apin < @ < Qs Wherea,,,,. 1S arbitrarily large, and A be of full row
rank. GivenX, suppose that,,;, andd,,., are chosen such that

0 < max d(OAmm, X) < dmara

xeX
holds, and hence, the system
i(t) = iDi(t) , i=1,...,M,
0 =~4 (1) i
xy
dt)==-1,1=1 L
l( ) Cl ) ) ) )

admits the unique inner equilibrium poiik*,d*). Then, this system with its boundary point
behavior described by (3.3) and (3.5) is globally asymptdly stable on the set

Q.= {(.T,d) S RMFL <x; < Timax

_ (3.30)
and0 < d; < dlmwx, \4) ,l}

We note that the unique equilibrium point of the system iy@ml approximation to the Nash
equilibrium since the effect of th&" user on the delayp;(x, t), he or she experiences has been
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ignored. This approximation becomes more accurate as tmbdeuof users in the network in-
creases.

Remark 3.2 The unique equilibrium solutiofiz*, d*) of the system (3.19) solves the following
resource allocation problem

which is a relaxed and scaled version of the original optatign problemmax, Zﬁl Ui(x;)

of [11] under link capacity and positivity of flow rate conidits. This is due to the fact that the
partial derivatives of the costs at the links, and not on tathwf the i user, with respect to; yield
zero. Likewise, the utility function of each user dependg on that user’s flow rate. In addition,
we haveAx = C at the equilibrium point(x*,d*), i.e., full capacity usage. Furthermore, for
U; = w;log(x;), wherew; is a user-specific preference parameter, the unique systeititgium
(x*, d*) approximates a proportionally fair allocation [9, 12].

3.3 Stability under Information Delay

We have shown in Section 3.2 that the system described bydBd(3.5) is globally asymptoti-
cally stable under a general network topology. We now ingagt the global stability of the system
under arbitrary propagation delays, which we are also gtungfer to asnformation delay and
denote by. First, we analyze the simple case of a single link with alsinger to gain insight into
the problem. Next, we generalize the analysis to a genetaionke with a single bottleneck node
and multiple users. We do not consider the case of multipbesusn a general network topology
with multiple links, since the problem in that case is quiteactable under arbitrary information
delays.

3.3.1 Stability for a single link with a single user under inbrmation delay

For the case of a single user on a single link, we modify equaf8.6) describing the system
around the equilibrium by introducing a maximum propagaioformation) delay- between the
user and the link, which we assume to be a constant :

: dU (z(t))

i) = W) gy

it = x(td_xr) . (3.31)
C
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We again assume that> - (<)
max X

equilibrium of (3.31), which is in the interior of the feakatset.
Defining the queueing delay and flow rate around the uniqueriaquilibrium point as in the
no delay case, we obtain the following equivalent system:

, andz,g, > C, so thatr* = €, d* = 149 s the unique

a dx

(3.32)

Notice that (3.32) is a set of delay differential equatioi®ich systems have been studied
extensively in the literature; see, e.g. [83,90]. Here wik mvake particular use of the methods
presented in Chapter 4.2 of [90]. From (3.32), we immedydtalve

P(t) = g(2(t)) — ad(t + 1) + ald(t + r) — d(t — )],

and
0

it —r) = g(@(t —r)) — ad(t) + % / it + s)ds .

—2r

We define a Lyapunov function

V(Z,d) = l(i(t — )2 4+ C(d(1)? + é /_2 /tj 7 (u — r)du ds, (3.33)

(%

which is positive definite. Taking the time-derivativelofalong the system trajectories, we obtain

V(E,d) =

Using the simple algebraic inequality
27(t — )it +s—1) < Tt —7r) + T (t +s5—7),
one can bound’” above by
V(. d) < 2l — )il — )+ it ).

Thus,V(j, J) can be made negative semidefinite by imposing a conditiorhenmaximum
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delayr. In this case, letS := {(&,d) € Q : V(& d) = 0}. It follows immediately thatS =
{(#,d) € Q: & = 0}. Hence, for any trajectory of the system that belongs,tawe havet = 0. It
also follows directly from (3.32), sincg(0) = 0, that

0=i=0=d=0.

z

Therefore, the only solution that can stay identicallysims the zero solution, which corresponds
to the unique equilibrium of the original system (3.6).

We thus conclude that the system (3.32) is asymptoticalyistby LaSalle’s invariance theo-
rem if the maximum delay satisfies the condition

r < gk, (3.34)
20

wherek is defined as ()

z

k= inf

_Cgigmmaz_c

In order to gain further insight into this condition, we comp the parameter for the specific
case when the utility function is taken as the logarithmie;ahat is,U(z) = ulog(x + 1). In this
case we obtain

(;’5) _uu —Ux
=031 01 @rn(C+)
and hence
. Uu u
k= min =

0<2<emar (£ + 1)(C +1) (Tmae +1)(C +1)

Hence, a safe bound ons
uC

~ 20(Tmae T D(C + 1)

Of course a better bound can be obtained if we know that thectaay remains in a small neigh-

borhood of the equilibriunt’. This would very much be dependent on the application at.hand
The analysis of the effect of boundaries on system stalisli@ymost identical to the one of the

case without delay, and we again make use of PropositiorT8i8.now brings us to the following

theorem, where again LaSalle’s invariance theorem is iegtok

r

Theorem 3.2 Leta > y L d(il(C)' andz,,.. > C. Then, the system
max X
o aU(z(t))
x(t) = —dr ad(t —r)

d(t) = éx(t —r)—1,
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with the unique inner equilibrium poire* = C,d* = 1%(%)) and boundary point behavior

described by the delayed versions of (3.3) and (3.5) is dipbaymptotically stable on the s@t
if the maximum delay;, in the system satisfies the condition

<k‘C
TS 9a

wherek := inf lg(z)/z|, andz* = C.

—2*<T<Tmaz—T*

3.3.2 Stability for a single (bottleneck) link with multipl e users under
information delay

We now generalize the preceding analysis of a single link egingle user to multiple users by
introducing user-specific maximum propagation delays [r4, ..., )] between the link and the
users. We invoke the assumptions of Section 3.2 so that Hterayhas a unique inner equilibrium
point (x*, d*) as characterized in Section 3.2. Modifying the system égus{(3.17) around this
equilibrium point by introducing the associated maximumgagation delays, we obtain

Fi(t) = g:(T:(1) — aud(t —m3) , i=1,..., M

. M
d(t) = é > Em(t—r). (3.35)
=1

Following an approach similar to the one in the single useeaaith delay, one gets for thé&
user

Fit — 1) = gs(Fa(t — 1)) — aud(t) + % S &t + s ry)ds.

—2r; j=1

We again define a positive definite Lyapunov function:

VD= S (- )+ C(n)?

‘ 3.36)
M (
+6 sz\il ffgm L:s i'lz(u - ’f’z)du ds.
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Taking the derivative ot along the system trajectories, we obtain

V(& d) = T, 2@ - )i - )

1 (]
+?[f32m Sy Yo 28 (t — 1) E(t + s — rj)ds
%77zﬁlfmuﬂpqq—ﬁ@+s—mu&

We bound the derivative’ from above by

V(x,d) < Z 9i(Zi(t — i) Ti(t —13)

This can be made negative semidefinite by imposing a comditiothe maximum delay in
the systemy,,., := max; r;. LetS := {(x,d) € Q : V(x,d) = 0}. It follows as before that
S = {(x,d) € Q : x = 0}. Hence, for any trajectory of the system that belongs idelii to the
setS, we havex = 0. It also follows directly from (3.35), and the fact that0) = 0 Vi, that

x=0=>x=0=d=0,

where we have made use of the fact that the mahriis of full row rank. Therefore, the only
solution that can stay identically ifi is the zero solution, which corresponds to the unique equi-
librium of the original system. As a result, the system (3i8@symptotically stable by LaSalle’s
invariance theorem if the maximum delay in the systen, satisfies the condition

Trmaz %0, M (3.37)
whereq,,,,, andk,,;, are defined as
Onaz -= miax Q;
Kopin 1= min inf g@Z) ) (3:38)
i —2f << maz—T; i

Notice that the bound on the maximum delay required for thbikty of the system is affected
by, among other things, the maximum pricing parameter aad:#épacity per uset'/M. Since
the link capacityC' will be provisioned in the network design stage accordinghi expected
maximum number of users the proposed algorithm is in pracoalable for the given capacity
per user.
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The analysis of the boundary effects is identical to eadies, and therefore will be omitted.
The following theorem now extends the results of Theoreni@tBe multiuser case.
Theorem 3.3 Let the conditions in Theorem 3.1 hold such that the system

_ dUi(xi(t))
dﬂ?i

) 1 M
d(t) = 5 > at—r) -1,
=1

.I'Z(t) —Oéid(X,t—T),izl,...,M,

with the boundary point behavior described by (3.3) and)(@dimits a unique inner equilibrium
point (x*,d*). This system is globally asymptotically stable on the gpamding sef? defined
by (3.30), if the maximum delay,,..., in the system satisfies the condition

,r‘max
200mae M’

wherea,,,., andk,,;, are defined in (3.38).

3.4 An Adaptive Pricing Scheme

In Sections 3.2 and 3.3, we have shown that the pricing paeamecan be chosen such that the
equilibrium point is feasibled* < d,,,4., If X* < X,,.. . In other words, we have assumed either
that the equilibrium queue sizes (delays) are less than &xénum queue size (delay) or that there
are infinite buffers at all nodes. In fact, the buffer sizesoaal network are limited, and choosing
the parameter appropriately in a dynamic networking environment withyiag numbers of users
and changing preferences is not a trivial taska s chosen to be “too high”, then the proposed
congestion control scheme becomes less robust. On thelahdr a “too smalla may lead to
large queueing delays as well as packet losses. Furtherm@enot possible to choose in a
centralized manner due to communication constraints.

Given the capacity vectay, it is possible to derivd,,,,. directly from maximum queue sizes at
the network nodes. Consequently, the vedtqr, denotes a strict physical bound on the maximum
gueueing delays. The nonlinear vector functfors strictly decreasing i by (3.22). Hence,
from (3.23) the unique equilibriumd* is strictly decreasing imv. Then, a natural strategy for
making the equilibrium queue size at nodel;, feasible is to increase; for all users whose
flows pass through link At the same time, those users will experience packet lcasesde/ if
d; > d;, mas (i.€., equilibrium queue size (delay) is larger than the imanxn one). By making use
of the packet losses experienced by the users as a signat¢age prices itis possible to minimize
packet losses. On the other handshould not be “too high” for the congestion control scheme to
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be robust. Thus, we slowly decrease@ntil a networkwide lower bound is reached unless there is
a packet loss. As a result, we obtain a distributed, dynaamd,adaptive pricing scheme, which
improves robustness of the congestion control scheme i@tigars in network parameters, such as
the number of users, user preferences, link capacities\¥galso note that if a virtual queueing
scheme [17] is implemented at the buffers and marked paaketssed as the signal, then one can
prevent packet losses altogether, and set an upper-bouthé amaximum delay in the system.

3.4.1 Hybrid modeling of the adaptive pricing scheme

We model the proposed adaptive pricing scheme switched (hybrid) systenand analyze its
stability. In this context, a switched hybrid system can béregd as a continuous-time system
with isolated discrete switching events [2]. Let us firstsider for illustrative purposes the case
of a single user on a single link with capacity If the equilibrium queueing delay is larger than
the maximum delayf* > d,,.., then the system trajectory will hit the bounddy= {(z,d) €

R? : 0 < 2 < Tyae, andd = d,,.,} at a point wherer > C. We again implicitly assume that
Zmas > C. Since the vector field points towalj d > 0, the trajectory cannot leave the boundary,
resulting in asliding modebehavior on the seft(z,d) € R? : C < x < ZTyae, aNdd = dyae }-
Then, the resulting vector field is a projection of the oradisystem dynamics onto the boundary
B. A simplified sketch of the sliding mode behavior is showniigufe 3.1.

X e T
‘ I
P \#%
c . —=>  (x*,d¥)
| ,’ ®
1
1
1
1
\ (x0,d0)
|
d_max
d
— vector field

- > system trajectory

Figure 3.1: Sliding mode behavior of a single user on a siligkewith capacityC.
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For a general network topology, let the boundBpybe defined as
B, = {(x,d) € R : 0 < 2, < %n40, aNAd} = dj oz, Vi, [}

In the case the system trajectory hifg, the set of users whose flows pass through the links
whered; = d; ..., Will experience packet losses. Let us define this set as

Migss(t) 1= {i € M : 3l € R;,wheredy(t) = dymas, | € L}. (3.39)

Then, in the case of a packet loss, each useM,,,, dynamically increases; (t) multiplicatively,
with a proportionality constamt > 0. Otherwise,q;(t) is decreased with a rate/«;(t) until
the networkwide lower bound,,,;,, is reached. Thus, the adaptive pricing scheme is defined by,
Vi e M,
Aa;(t) , if (x,d) € B, andi € M,,.(t)

1 .
Oéz(t) = —m, if QG > Olmin, (X, d) ¢ Bg, and ¢ Mloss(t) (340)

0, if & = aumin, (x,d) & B,, andi ¢ M,ss(t)

with system dynamics given in (3.19), angl;,, being the networkwide lower bound an Global
asymptotic stability of the system (3.19) was shown in Teeo3.1 for an inner equilibrium
point. We now argue that the system is globally asymptdyicgthble under the adaptive pric-
ing scheme (3.40). Consider the case when the system tgjduts the boundarj, and exhibits
sliding mode behavior. Then,(t) increases exponentially by (3.40) until the trajectoryésathe
boundary,d < 0. Hence, we have a sequence of equililfsia(a), d*(a)) for each value ofy.
This has to happen in finite time, say since by (3.19) there exists ar such thatx; < C) for
all links [. Furthermore, at time,, the unique equilibrium of the syste(r*(a’), d*(«’)) becomes
feasible by (3.23), as otherwise the trajectory cannotddbhe boundary. For any feasible equi-
librium point, we can define a sufficiently small level ggtfor the Lyapunov functiorl/ given
by (3.26), which does not intersect willy. Each hit of the system trajectory 18 further shifts
the equilibrium point by (3.23) and increases the size ofsites;. Then, by global asymptotic
stability of the system (see Theorem 3.1) the trajectorytbi@ster this invariant level set in finite
time t; > t,, and converge asymptotically to the unique equilibriumnpoiThus, we have the
following theorem summarizing this result:

Theorem 3.4 Let A be full row rank, and let the boundar§, be given byB, := {(x,d) €
RMHL 0 < 2; < % maw, aNAdd; = dj maz, Vi, [} due to the limited buffer sizes at the nodes of the
network. Let the set of users experiencing packet losses/be gy (3.39). Define the adaptive
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pricing scheme as

Aai(t) | if (x,d) € B, andi € Myy,s(t)

1 .
Ozl(t) = _og-—(t)’ if QG > Qin, (X, d) ¢ Bg, and ¢ §é Mloss(t)

O, if A = Qnin, (X, d) ¢ Bg, and: ¢ Mloss(t)

forall i € M. If (x*(a),d*(v)) € B, then there exists a finite timg such that the sequence
of unique equilibria(x*(«),d*(«)) of the system (3.19), indexed by converges to a feasible
inner solution(x; d: .)€ £, whereQ) is as defined in (3.30). Furthermore, the sequence of

inner’ “inner

equilibria (x*(«), d*(«)) cannot leave the feasible etexcept for a finite time.

We note that the Theorem 3.4 can be straightforwardly extend capture the single bottle-
neck system with propagation delays described in (3.35).

Remark 3.3 The convergence of the system to a feasible equilibriunt poeih adaptive pricing
scheme occurs in two different time scales. In the fast toake sthe vecton(t) converges through
the dynamics given by (3.40) to a specific value which is aaabwith an inner equilibrium point
of 2. With the value ofr very slowly changing as described, the system (3.19) thgmptetically
converges in the slower time scale to this unique inner dxuiim point.

Remark 3.4 Since the implementation of the adaptation algorithm anel glistem will be in
discrete-time, relocation of the equilibrium and increasehe pricing parametery will occur
in discrete jumps separated by RTT instead of a continuaits sh

Remark 3.5 Under the adaptive pricing scheme introduced, individissns are charged accord-
ing to the congestion levels on their current path. If som#heflinks on the path of the user are
very congested, then this leads to packet losses and higices{3.40). This is similar to existing
pricing mechanisms such as peak hours versus night and neeke current telecommunication
(voice) networks. We also note that due to the bursty natupacket losses on the links, approx-
imately all of the users using that link experience the paldss event that leads to a fair price
adjustment. This conjecture is supported by the simulatsults observed in Section 3.6 (see
Figure 3.10). In addition, the dynamic nature of (3.40) eleslithe prices adapt to variations in
congestion levels, resulting in a more efficient and fairdbaiath allocation.

3.5 An Implementation of the Congestion Control Scheme

The user responses in Section 3.1 are based on a continnoai$otimulation. In reality, how-
ever, users update their flow rates only at discrete timemtsts corresponding to multiples of
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RTT. Hence, for implementation purposes, we discretizedhetion function of the’* user, and
normalize it with respect to the RTT of the user. In additive, need a specific utility function
in order to quantify the user response in (3.5). Logarithatility functions are widely used in
the literature not only because they have nice propertesslirict concavity but also because they
adequately capture several important concepts from ecaspisuch as the law of diminishing
returns. We choose the following utility function féf user:

whereu; is a user-specific utility parameter. The optimal user raspas, therefore, a discretized
version of (3.5), and is given by

xz‘(t + 1) = l’z(t) + K; [# — Z dl(t)]] , (3.41)

lER;

wherex; is a (user-specific) step-size constant. The adaptivengristheme (described in Sec-
tion 3.4) for thei'" user is given by (again in the discrete-time domain)

A ay(t), if a packet loss occurs
B base_RTT

a;(t)
a;(t), if a; = auu, and no packet loss

a(t+1) = , if oy > i, @nd NO packet loss (3.42)

where\ is chosen a$.20, andbase_RT'T is the minimum RTT experienced by the user.

Remark 3.6 In the actual implementation, the proposed decentralizezing mechanism, includ-
ing the update ofy; and calculation ofi;, for thei* user has to be performed by a closed (soft-
ware) module at the user node, which cannot be manipulatedebyiser. Then, prices in terms of
network credits can be related to real world prices. Alteialy, it is possible to implement the
whole cost structure on a voluntary basis by the users asarcdise of TCP.

The congestion control scheme characterized by the ugsonies (3.41) is implemented in a
Game (theory) Based Congestion Control (GBCC) protocalgutie Network Simulator 2 (NS-
2) [77]. The NS-2 is chosen because it provides both a reaéstzironment for testing the pro-
posed congestion control scheme and a level of abstraaiogaly implementation. GBCC is a
simple window-based protocol for best-effort data trafficis devised as an end-to-end sliding
window protocol [91], where the sender side adjusts its wimdize according to the reaction
function (3.41). For simplicity, receiver window size isagen as one. We also implement a ver-
sion with a simple slow start mechanism where the windowisizecreased by one per RTT until
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a packet loss is observed. The GBCC scheme is then extendedptive GBCC (AGBCC) using
the adaptive pricing (3.42). We next provide an overviewlmn&BCC and AGBCC schemes by
summarizing the sender and receiver side functionalities.

3.5.1 GBCC protocol

Because one of the goals of GBCC protocol is compatibilitthveixisting protocols, most of the
functionality is on the sender side. Specifically, the sesdie has the following functions:

e The sender puts sequence number and time stamp into thet paclcer. It estimates RTT
and base RTT, where the latter is calculated as the minimutineoRTTs up to that point,
by using the received acknowledgment (ack) packets. Tlhmasbn method for RTT is the
same as the one in [92].

e Ifadouble ackisreceived (i.e., the same packet is ackrugyele twice by the receiver), then
it retransmits the packages beginning from the last ackedgéd packet number. We note
that thisgo back nscheme [91] is implemented for its simplicity. In fact, leetnechanisms
with receiver window size being larger thamlo exist.

e The sender updates the window size according to (3.41) tisengurrent value of queueing
delay, which is taken as the difference between the curréit &d the base RTT. The
window size, IV, is strictly positive.

¢ If no ack packet is received within, s&RTT, then sender retransmits previous packets
beginning from the last acknowledged one, and reduces tieowi size.

The receiver side, on the other hand, has the function ofaeladging received packets. If no
packet is received for a specific time, sRiR7'T', the last received packet is acknowledged again.

3.5.2 AGBCC protocol

In the AGBCC protocol, sender and receiver have the sameifuradity as in GBCC. However, in
addition to standard functions, each sender also adjgstsvit pricing parameter at each packet
loss in accordance with the adaptive pricing scheme (3.Z4Bg change oty is proportional to
base RTT if there are no packet losses and «,,,;,, in order to equalize the rate of change among
users with different delays.
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3.6 Simulations

We simulate the proposed congestion control schemes, GBG@@GBCC, on NS-2. The under-
lying protocol used for routing is the standard IP. Links ap@ues are chosen to be duplex and
drop-tail, respectively. For simplicity, we fix the packetes to1000 bytes. In most of the cases,
gueueing delays on the links are much smaller than the patipaxgdelays that we choose. Hence,
RTTs are approximately equal to twice the propagation delay

First, we simulate GBCC without a slow start mechanism insihgle single-user single-link
case. The parameters in (3.41) are chosen as30 andu = 10000. The buffer size i$0 kB
and propagation delay on the link is varied frénms to25 ms, and tol00 ms. We observe in
Figure 3.2 that as RTT gets too large, the system becomesl@st accordance with the analysis
in Section 3.3 Notice that it takes up Tos for the flow to reach its capacity in this simulation.
Therefore, we use the slow start version of GBCC for the regteostudy.

We next explore the interaction between GBCC and TCP on desbwjtleneck link with10
ms propagation delay. GBCC is TCP-friendly [25] since itsgderm rate does not exceed the
one of the TCP flow as observed in Figure 3.3. The fluctuatidherfirst2 s is due to the slow
start mechanism which requires a packet loss for terminatfio the final simulation on a single
bottleneck link, there are 20 identical users with paransete= 50, © = 400 000, and propagation
delays are randomly chosen betweems and50 ms according to a uniform distribution. We
observe flows o8 specific users with respective propagation delay3 wifs, 15 ms, ands0 ms in
Figure 3.4. The system again converges to the equilibriwmvelrer similar to TCP, GBCC favors
flows with smaller RTT as it is a window-based scheme.

We then carry out a simulation with three users on a simpkethode network topology with
two 5 Mb/s links of 20 ms propagation delay as shown in Figure 3.5. While flows ofaude
and 2 pass through links 1 and 2 respectively, the flow of uggEs3es through both links. Cost
parameters are chosen@as= 30 andu = 400 000. User 3 is “charged” more than others through
summation of queueing delays as she or he uses resourcesiolinks. Thus, having the same
utility parameter as others, she or he obtains a smalleidraof the bandwidth. Figure 3.6 depicts
the flow rates of users 2 and 3, as observed in node 2.

We next simulate 10 users with various routes and expengn@rious information delays on
a seven node arbitrary topology network (Figure 3.7) withirsks except the one between nodes
5 and 6 having capacity &f Mb/s each. The link between nodes 5 and 6, on the other hasd, ha
a capacity ofl0 Mb/s. The links have equal propagation delay$ ofis each, except the links to
nodes 7, 8, and 9, which have delayssohs, 10 ms, and25 ms, respectively. The users at nodes
7, 8, and 9 all have connections to node 6 and each experi@nddgferent propagation delay.
Figure 3.8 shows only the flows of these three users as mebaunede 6. We note that although
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x 10° Single Link Single User with various Delays
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Figure 3.2: A single user on a single link wifti"7" = 10, 50, and200 ms. This version of GBCC
has no slow start mechanism.

% 10° GBCC versus TCP at a Bottleneck Node
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Figure 3.3: GBCC flow versus TCP flow on a bottleneck link withms propagation delay.

79



5 Multiple Users with random Delays at a Bottleneck Node
10 x 10
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: - = =User 1 (2ms)
o, —+— User 2 (15ms)
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—— User 3 (50ms)

Flow Rate (bps)

A
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Time (seconds)

Figure 3.4: Three out of 20 flows with various propagatiomggl ms,15 ms, and;0 ms) sharing
a5 Mb/s bottleneck link.
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Figure 3.5: ANamscreenshot of the simple network. Links are symmetric, aave la capacity of
5 Mb/s with 20 ms propagation delay.
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% 10° Flow Rates at Node 2, Medium Delay Case
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Figure 3.6: Flows of users 2, 3, and total flow at node 2 arergbddor 15 s.
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Figure 3.7: ANamscreenshot of the general (arbitrary) topology network.
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the number of links in this simulation is equal to the numblengers, the number of bottleneck
links that affect the equilibrium flows is actually smallétence, the routing matriA is of full
row rank.

The adaptive pricing scheme studied in Section 3.4 is sitedbaith a single AGBCC user on
a single-link with a capacity of Mb/s and5 ms propagation delay. The parameters in (3.41) are
chosen asr = 30, . = 100 000, and a maximum buffer size of 5 packets in order to enforck&giac
losses. Figure 3.9 shows the actual number of packets inudgegas well as the number of lost
packets at the link. Due to the packet losses in the begirofitige simulation pricing parameter
is increased, and hence the operating point of the systehifisdsuch that no additional losses
occur for the rest of the simulation. Note that thanks to thegpéive pricing scheme, one can set an
upper bound on the maximum delay in the system by choosingfgpemaximum queue lengths.
We finally simulate 20 AGBCC users, which are divided into tgvoups on a single bottleneck
link of 5 Mb/s capacity. The first group of users starts transmittmgiediately, whereas the
second group starts transmissiont at 12 s. The flow rates of three selected users two of which
belonging to the first group are shown in Figure 3.10. We als®ove in Figure 3.11 the number
of packets in the queue and the number of lost packets at tilererk link. Again, the results
show that the adaptive pricing scheme functions in accaeanth Theorem 3.4.

3 Selected Flows in General Network Topology
15 ‘ ‘

-==-Userl
—+—User 2
——User 3

=
o
T

Flow Rate (bps)

0 5 10 15
Time (seconds)

Figure 3.8: Three flows from nodes 7, 8, and 9 to node 6 are stubhere these users are symmetric
and have the following cost parametefis= 30 andu = 200 000.
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Queue Size and Lost Packets
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Figure 3.9: The packet losses of a single AGBCC user on aesiiigt and the queue size.

x 10° Flow Rates of AGBCC Users on a Single Node
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Figure 3.10: The flow rates of three selected AGBCC usersfdz@ on a single bottleneck link.
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Queue Size and Lost Packets
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Figure 3.11: Queue size and the number of packets lost abttlerteck link shared by 20 AGBCC
users.

3.7 An Analysis of the Congestion Control Scheme in Discrete
Time

In a realistic implementation of the update algorithm oft®er3.1, the users would update
their flow rates only at discrete time instances correspanttb multiples of RTT. Hence, we
discretize the reaction function of ti& user, and normalize it with respect to the RTT of the user.
In addition, we consider a somewhat simplified version offiveeral network model introduced in
Section 3.1 by ignoring boundary effects. The optimal ussponse is, therefore, a discrete-time
version of (3.5), and is given by,

U .
zi(t+ 1) = x;(t) +/€ilm —aiZdl(t)} , t=0,1,..., ieM, (3.43)
lER;
wherek; is a (user-specific) step-size constant which will be talebe1 for the rest of the
paper, which is no loss of generality since it can be absoirftedhe other parametets anda;;
furthermore, we take;(0) = 0, ¢ € M, without any loss of generality. The queue model is

discretized in a similar manner, with the queueing delayrnkt 1 being (as a discretized version
of (3.3)):

dl(t+1):dl(t)+% S w(t) -1, t=01,.... (3.44)

! :lER;

with d,(0) = 0, 1€ L.

3We have abused the notation here &mre does not correspond to then the CT description. Since the CT
description will not be used in the rest of the Chapter, thmusdd not create any ambiguity or confusion.
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3.7.1 Stability of the symmetric single bottleneck case

Let us consider the case of a single bottleneck node, Withsers having connections passing
through that node. Hence, we have essentially a single limkterest, for which we denote the
associated delay hy(that is without the subscript™), and likewise the associated capacity@y
Then, the equilibrium state of the system described by §3aAd (3.44) follows readily as

Wi ,
ri=———-1, ieM

! Oéid*
1 i u (3.45)
n C + M i1 a; ’

which is unique.
Let#;(t) := a;(t) — ¥, i € M andd(t) := d(t) — d*. The system (3.43)-(3.44) with a single

7

bottleneck link and with:; = 1 can now be rewritten around the equilibrium state as

U; ~

2

w+n:aw+é2ﬁﬁy

i=1

(3.46)

Let x denote thelM/-dimensional column vector whose entries are iHg; likewise let the)M -
dimensional column vector whose entries areitfie be denoted bx*. Linearizing (3.46) around
(x*,d*) = (0,0), we obtain

Fi(t+1) = {1 - ﬁ}@(t} —ad(t), i €M
) LM (3.47)
dt+1)=d(t) + e T4(t)
i=1
Let
a:=[ag,a,...,ay| and B := [0, B2, .., Bul
where
Bii=ui/(xr+1)%, ieM. (3.48)

The system equations (3.47) can then be expressed in matmx f
XU+ _ g g0 (X0 (3.49)
d(t+1) d(t)
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where
1—05 0 T
0 1-— —
L(o,5.C)= | | S (3.50)

1 1
G G 1

Hence the system (3.46) is locally asymptotically stabdad only ifL. = L(«, 3, C) is Schur that

is all its eigenvalues\(«, 3, C'), are in the open unit circle. The goal now is to find the regiotine
parameter space (with the parameters being, andC'), such that(«, 5, C)| < 1. We consider
first the special case of symmetric users having the samegand utility preference parameters,
that isu; = v anda; = o foralli € M, which also implies that; = 5 foralli € M. When
the number of users is twd{ = 2), one can explicitly determine the eigenvalues of the mdiri
They are given by

)\1 - 1 - ﬁ
2 (3.51)
VPR Y L
’ 2 4 C
which are in the open unit circle if and only if
2c0
— 2.
c < B <

The lemma below and the proposition that follows generalthés result tal/ users.

Lemma 3.1 If the user preference parameters and prices are symmaetrasa all M users, that
isu; = v anda; = « (which further implies that; = (3), then the characteristic equation of the
matrix L is given by

Mo

det| A= L] = (A= (1= )" N = 2= DA+ 1 - B+ - (3.52)

Thus,L hasM — 1 real eigenvalues at — (3 and two possibly complex eigenvalues at

1—3/2+/B%/4— Ma/C.

Proof. The lemma is proven by induction. It is already shown in (3that the statement holds
whenM = 2. Next, we assume that the statement holds for a gMersay M = m, and prove
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that it also holds forn + 1. Now note that
detA Lz — Linsa| = (A= (L= B)[(A = (1= 8))" (A = 2= BA+1 - B+ )]
Q
e —a=-p)"

= Q== [R=@=PA+1-F+m+ 1))

Thus, the given expression for the characteristic equédtadas for A/ = m + 1, and hence for all
M > 2. O

We now determine the region in the parameter space whex&chur matrix. It readily follows
from the lemma that the conditiah< 3 < 2 is both necessary and sufficient fof — 1 real roots
(1 — ) to be in the open unit circle. On the other hand, the remgitwo possibly complex roots
of (3.52) have their absolute values strictly less than ¢k
holds:

e< 1, if and only if the following

. Mo Mo Mo
pe (mln{7’2 7}7”%)

Combining this with the earlier conditioh < 5 < 2, we arrive at the following necessary and
sufficient condition for local stability of the equilibriustate of system (3.46) in the symmetric

user case:
. [ Ma Ma
ﬁe(mln{7,2 T},Q)

This, in turn, is equivalent to the condition

%<6<2. (3.53)

We summarize this result in the following proposition.

Proposition 3.4 If the user preference parameters and prices are symmetrizsa all M users
(thatis,u; = v anda; = «, which further implies that; = [3), the single bottleneck system given
by (3.46) is locally stable around its equilibrium state4®) if and only if the parameters, (3,

andC' lie in the region

Ma
— 2.
c <pB<

Remark 3.7 If the capacity of the link is linearly proportional to M (thés, C = M, for some
positive constant), then the necessary and sufficient condition becomes

g<ﬁ<2.
o
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The condition in Proposition 3.4 can also be expressed mgef the user preference param-
eteru, together with the pricing parameterand capacity’. First note the relationship

M 2
b= <C+M) “

which readily follows from (3.45) and (3.48) by taking, «; andj3; independent of the user index
7. In view of this relationship betweet and«, we immediately have the following corollary to
Proposition 3.4.

Corollary 3.2 For the symmetric parameter case, the single bottlenedesygiven by (3.46) is
locally stable around its equilibrium state (3.45) if andlypif the parametersy, u, andC lie in

the region
M C C\?

Finally, we generalize Proposition 3.4 by removing the syetrgnin the pricing parameter,
while retaining the symmetry if.

Proposition 3.5 Let the parametef be symmetric across all users,3; = 3, while the pricing
vectora = [ay, ..., ay| to be general. Then, the characteristic equation of the mdtris given

by
M
det|\L— L| = (A — (1 — g))M~1 [A2 ~Q2-OA+1-+ %] . (3.54)
i=1

The matrixL. hasM — 1 real eigenvalues at — § and two possibly complex eigenvalues at

2 Mo
BB N
2 4 &C

Furthermore, the single bottleneck link system given t46)3s locally stable around its equilib-
rium state (3.45) if and only if the parametdrs; , i € M}, 5, andC lie in the region

1 M
EZai<ﬁ<2.
=1

Proof. The proof follows from the those of Lemma 3.1 and Proposi8ah by simply replacing
M

Mo with Zai. O

i=1
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3.8 Randomized Algorithms and Stability Analysis for the
Nonsymmetric Case

We have seen in the previous section that local stabilityrabdstness can be studied analyt-
ically (because the eigenvalueslottan be computed explicitly) when the user utility prefeeenc
parametersy;’s, are the same for all users (or equivalently when g} are the same). If this
is not the case, however, then the eigenvaluds cannot be expressed in closed form, making it
very challenging (if not impossible) to deduce any reastmstability and robustness results using
analytical techniques. Then, one has to resort to numégricaked or simulation-based methods,
and as mentioned earliemndomized algorithmstand out as the most promising. However, be-
fore trying out randomized algorithms on the problem at havelfirst provide, in this section, a
general introduction to the topic for the uninitiated readghis section also serves to introduce
the conceptual framework and the terminology, which willtézed in the next section.

3.8.1 Monte Carlo methods

In Monte Carlo methods, the first step is to take the paranvetgorsa andj to be random with
given probability density functiong, and f3, having support setS, andBs, respectively. We can
take, for examplel3, andB; to be the hyperrectangular sets

B, = {a:a;€[a;,af], i=1,2,...,M},

(2 7

Bs = {B:6,€67,8,i=1,2,...,M},

and the density functiong, and f; to be uniform on these sets. Thatis, for 1,2,..., M,
1 . p— +
—— If o; € [a;,a]]
Joo =9 Q& — (3.55)
0 otherwise
and )
——— it Bie (67,5
fo, =1 O =0 | | . (3.56)
0 otherwise

Then, we generatd’ independent identically distributed (i.i.d.) vector sdespfrom the seB,,
(Bj) according to the density functiofy: at,a?, ..., o™ (fs: 8%, 5%, ..., BY), respectively. Sub-
sequently, using (3.50) we compulg«’, 3%) fori = 1,2,..., N, where we have suppressed the
dependence of.
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The next step is to construct the indicator function

P 1 if L(a, %) is Schur
I(a', ) = @, 7)
0 otherwise
The estimategbrobability of stabilityis readily given by
1 & o
v =% ;I(o/,ﬁl), (3.57)
which is equivalent to
~ Ngood
PN = N ;

where N,,,q is the number of vector samples such thét’, 5°) is a Schur matrix. The estimate
pn is usually referred to asmpirical probability

Clearly, for a finite sample size, it is important to know howamg samplesV are needed to
obtain a “reliable” probabilistic estimaggy. To this end, classical results, such as the Chernoff
bound can be used. The Chernoff bound [93] states that fot anfp), 1) andé € (0, 1) if

N > % In <§) , (3.58)

then, with probability greater thah— §, we havelpy — piwe| < €, Wwherep,,.,. denotes the real
probability of stability. It is important to remark, howeayehat the number of required vector
samples is independent of the problem dimension, e.g. cfitieeof the matriXL(«a, ) and of the
number of userg/. Hence, this problem independent explicit bound can be coeda priori.
We refer to [94] and [95] for further details.

As pointed out in Section 1, an important issue in Monte Car&thods is the development of
efficient algorithms for sample generation in various setoalding to different distributions. In
particular, the problem is how to efficiently generatevector samplesc(, 3°) according to the
given densitie,, and f, and support set§, andB;.

For univariate density functions, this specific problemdsiiealent to the one of generating
uniform random numbers in the intervi@l 1]. Good random number generators are required to
provide uniform and independent samples and they shoultsbeeproducible and fast. It is well-
known that computer methods for random generation prodube pseudo-randonsequences,
which may show cyclicities and correlations. The problenuwivariate random number gener-
ation constitutes a whole field of study in its own. As a steytpoint for the reader interested
in further details, we refer to [96], as well as to the moresrégaper [93]. We note that, even
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though this is a well-established topic, current reseagerformed with the objective to produce
extremely fast and reliable algorithms for various appiass including, in particular, cryptogra-
phy.

The case of multivariate distributions is definitely moréidult. For general distributions
and support sets, rejection methods can be used (see &)y., T&ere are two kinds of rejection
methods: The first one is based on the concept of rejectian &ddominating density.” The
second class of methods may be used for uniform densitied padorms rejection from an over
bounding set. These two methods are obviously related articakissue in both is their efficiency
since the rejection rate may be exponential. Alternatjvatiaptive Monte Carlo methods based
on Markov chains or Metropolis-like algorithms may be aldl but the critical issue is the rate of
convergence, which may be slow.

3.8.2 Quasi-Monte Carlo methods

In the case of Quasi-Monte Carlo methods, the empirical gty can still be computed us-
ing the indicator function and (3.57) but the sample gemanat obtained in a completely dif-
ferent way. That is, no probability density functiotis and f3 are specified or used and the
samples are generated according to a purely determinigtahamism. Therefore, the sequences
al,a? ... oY andBt, 52, ..., 3V are now quasi-random and are chosen in order to minimize the
so-called discrepancy, which is a measure of how “unifornsample set is distributed within a
given set.

Formally, the discrepanci (S, B) of a sample se$ € 5 of cardinality N

S =gt 5% .5

is defined as [5]

D(S,B) = sup |50 Bl

BeB

— \ol(B) (3.59)

whereB is any subset 0B, Vol(B) is the volume ofB and| - | denotes the cardinality of a set.

The idea is to “cover” the sé as uniformly as possible for a given sample size. One can ask,
on the other hand, why a simple uniform grid providing lowatlégpancy is not preferred. Even
though the apparent randomness of quasi-random sequeagdserattractive for various reasons,
the main benefit is to avoid the curse of dimensionality whscimherent to gridding techniques.
Thatis, as the dimension of the parameter space increasasjinber of samples required to cover
the set5 with a uniform grid grows exponentially. On the other harite advantage is that the
number of samples in the Quasi-Monte Carlo method is inddgr&nof the problem dimension,
exactly as in the Monte Carlo method. Various classical Iserépancy sequences are available
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in the literature, including Halton, Sobol, Niederreiterdaothers. Some plots showing specific
generations are shown in Figure 3.12. Finally, we wouldtikeention that discrepancy is not the
only criterion used. For example, the so-caltespersionwhich is a normalized lower bound on
the discrepancy, is also studied. We do not further dwelhisissue, but we refer to [5] and [97]
for additional details.
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Figure 3.12: First 500 samples of various 2-dim quasi-ramdequences: (a) Halton, (b) Sobol,
(c) Niederreiter, and (d) uniformly distributed pseudodam sequence.

3.8.3 Numerical evaluation

In Section 3.7.1 we have investigated the range of valuethtBoparameteréx, 3, C') for which
the system is locally stable in the special symmetric patamease. This analytical approach,
however, cannot be further generalized, as it becomesnegtyedifficult to find a closed form
expression for the eigenvalues of the matkix
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The uncertainty in the general case consists of nonlinearypled parameters even in the
single bottleneck link case as shown in (3.50). Thereftieuse of randomized algorithms instead
of classical worst-case analysis is a natural choice foeshgating the robustness of the system
at hand. For the remainder of the paper, the tstability will be used in the probabilistic sense,
referring to probability of stability, or its deterministcounterpart, see e.g. [94], if Quasi-Monte
Carlo is used.

In order to gain further insightinto the propertiedgthe eigenvalues of a singté-dimensional
randomly generated samgdlematrix are calculated and shown in Figure 3.13. We notelthiat
ill-conditioned with a condition number in the orderidf°.

Eigenvalues of a 20—dim random matrix
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Figure 3.13: Eigenvalues of a single 20-dimensional rarigayanerated sampl& matrix on
complex plane.

We next investigate stability properties of the linearizagle bottleneck link system (3.47)
through simulations, and then generalize the simulationster multiple bottleneck systems. Our
main goal is to investigate the effect of pricing and useapweaters on local stability of the system.

Single bottleneck link with multiple users

We have seen earlier in Section 3.6 that it is possible toydtuxhl stability and robustness in two
different parameter spaces, namelyu, C') and(a, 3, C'), where the former admits an interpreta-
tion in terms of the original model, whereas the latter i$ gusansformation which was introduced
for convenience. In any analytical study, such as the oneati@ 3, it does not make any dif-
ference whether one works with the former or the latter,esthere is a one-to-one transformation
between the two parameter spaces. In the case of randonhgredirans, however, it does make a
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difference, since the distribution one uses for one spaes dot necessarily correspond to the one
used for the other. For this reason we carry out the analyisisrandomized algorithms in both
parameter spaces.

For the case of a single bottleneck link network, we first gtiodal stability and robustness in
theu — a parameter space:

P = [al,...,aM,ul,...,uM,C].

The matrix in question is (3.50), which is expressed in teains;’s, which however can be ex-
pressed in terms af;’s through (3.48).
Subsequently, we carry out the study in the- 3 parameter space, where thgector is now

p:[(]{17...,(){]\/[,517---7/61\470]'

In both cases, we use not only MC methods as the probabitstiz| for the system, but also QMC
sequences like, Halton, Sobol, and Niederreiter in ordeprissumably—obtain a better coverage
of the2M + 1-dimensional parameter space.

The v — o parameter space We first simulate the effect of bottleneck link capadityon the
local stability of the system for various valueswanda. In this simulation we use MC, QMC,
and grid methods together, which enables us to compare tf@pance of these methods. Note
that the grid method is the most reliable one as it covers #narpeter space deterministically.
However, it is prohibitive due to its computational comptgixn higher dimensional systems. Due
to this limitation, we simulate a system withusers only.

For all methods, the parameter ranges: o; < 0.2 and0 < u; < 20000, i = 1,...,4,
are chosen with 100% tolerance around their nominal valdées. the probabilistic model for
parameters, we use a uniform distribution. We choose addweeinfidencel = 0.001 and accuracy
¢ = 0.008. Using the Chernoff bound given in (3.58) we determine theimum sample size:
N > 59383.To simplify the grid construction we choo$é = 65 536, which guarantees for the
Monte Carlo simulation with probability greater thar999 that |pxy — piue| < 0.008. Then, on
the unit interval0, 1], the grid is constructed through points spacefdda25 0.375 0.625 0.875] in
each dimension. Results of this simulation are shown inréi@ul4. \We observe that the system
is locally stable only for a certain range of capacityConsidering the analysis for the symmetric
case given in Corollary 3.2, this result aligns with the tietical predictions.

We have observed after a series of simulations is that alhefilmplementations of QMC
algorithms that we use have limitations as dimension ofylstesn increases. The implementations
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of QMC algorithms that we use, for dimensions higher thénoutput sequences with a very
specific pattern, which produces unreliable results. Hefoeea large number of users, we limit
our analysis to MC methods only.

Finally, we investigate the robustness of the system wispeet to various user and pricing
parameters given a fixed capacity at the bottleneck link. eaoh case, the user and pricing pa-
rameters are uniformly distributed with up to 100% tolemacound their nominal values . The
capacity of the system is chosen@s= 2000000, and number of userd/ = 20. We choose
the number of samples & = 100 000, which easily guarantees a level of confidence 0.001
and accuracy = 0.007. We observe in Figure 3.15 that local stability decrease®masinal val-
ues ofu anda increase. As before, this observation is in line with thelyreal results given in
Corollary 3.2.

Stability versus Capacity
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Figure 3.14: Stability versus capacity (logarithmic sydte M/ = 4 users using Monte Carlo,
Quasi-Monte Carlo, and grid methods. Parameters have 16@%amnce around nominal values.

o — 3 parameter space We now carry out the preceding analysis in the 5 parameter space.
As noted earlier, ther — 3 space is a nonlinear transformation of the « space, and hence any
sample distribution in the former corresponds to some atheple distribution in the latter.

We first look at the effect of capacity. We simulate a systeti\again4 users. For all the
methods, the parameter ranges are taken to ke3; < 1 and0 < «; < 1000, ¢ = 1,...,4.
As the probabilistic model for parameters, we use a unifoistridution. The grid is constructed
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Prob. of Stability

Stability versus Range of Parameters, N=100000 samples
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Figure 3.15: Stability versus parameter ranges\or= 20 users. Parameters have 100% tolerance
around nominal values.

through points spaced &1 0.3 0.5 0.7 0.9] X R, in each dimension, whe®,,,. is 1 forc and
1000 for . The number of samples is thén = 390 625, which guarantees a level of confidence
0 = 0.001 and accuracy = 0.004 for the Monte Carlo simulation. Results of this simulatioa a
shown in Figure 3.16 and a close-up version in Figure 3.17.od¢erve that the stability of the
system improves as capacityincreases as indicated by the condition (3.53) and analygsults

in Propositions 3.4 and 3.5.

In the next simulation we investigate robustness of theesystith respect to a range of pa-
rameters« — () using uniform random distribution within the rang@s1] for g and|[0, 1000]
for . The capacity of the system is chosen(as= 25,000, and number of userd/ = 20.
The number of samples I§ = 100, 000 ensuring a level of confidenee= 0.001 and accuracy
¢ = 0.007. We observe in Figure 3.18 that local stability degradehagadnges of;’s anda;’s
increase confirming analytical results in Propositionsahd 3.5.

General network topology

We now turn our attention to local stability and robustnelsa general topology network with
multiple bottleneck links, and routing matrik as described in (2.11). The system equations are
givenin (3.43) and (3.44).

Let &;(t) = z;(t) —x for thei'” user andl(t) = d,(t) — d; for thel"" link, given the existence
of a unique equilibrium pointx*, d*), by Proposition 3.1. The system (3.43)-(3.44), witk- 1,
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Stability versus Capacity

1 = =
0.9 4
—~A— Halton
o8l —+— Sobol il
—%— Uniform rand
0.7 —#— Grid 4
—©— Nied-Xing
0.6 T
B
g 0.5 b
7}
0.4 b
0.3 b
0.2 4
0.1 b
0 I I I I I
0 0.5 1 15 2 25 3
Capacity x 10°

Figure 3.16: Stability versus capacity féf = 4 users using Monte Carlo, Quasi-Monte Carlo,
and grid methods. Parameter rangesiate3; < 1 and0 < «; < 1000, i =1,...,4.
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Stability versus Range of Parameters
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Figure 3.18: Stability versus parameter rangesMbr= 20 users using a uniform random distri-
bution within the range.

can be rewritten around the equilibrium state as

Uy

(t—i-l)—xl()—'—m

—a; Yy (dit)+d), t=0,1,...; ieM

lER;
~ ~ 1 (3.60)
dt+1)=dt)+—= > ), t=0,1,..; l€L.

¢ J:ER;

Linearizing the system (3.60) around the equilibrium pésit d*) = (0, 0), we obtain

~ U . S
:L',(t—l—l)—[l—m] OZZZdl = , ,..., ZEM

lER; 361)
I i ! 1 lel @
di(t+1)=di(t) + =
l( _'_ ) l( )_'_Cl leZR xj() 07 9 ) € )

which can be described in matrix form as

x(t+1)) _ o (X0
d(t+1) dit) )’

For the system (3.60) to be locally stable around the equilib, the eigenvalues of the
matrix G have to be in the open unit circle, pt| < 1. We next study this condition only in the
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«a — (3 parameter space. The reason why we do not consider-the space is because the entries
of the matrix in that case depend also on the equilibriunestahich however cannot be expressed
in closed form in terms of the system parameters, since teassblution of a set of nonlinear
equations.

a — (3 parameter space We analyze the local stability and robustness of the lizedrisys-
tem (3.61) ino — 3 space, defined by the vector

p=loa,...,on, 01,y BasCay ey CL-

In addition, connections between users as described bythmg matrixA can also be taken as
a variable, extending the parameter space to that desdnptte extended vector

p= [Oél,---,OKM,ﬁl,---,/BM,Cl,---,CL,{ALZ',ZEE,iEM}]-

In this extended space, we study the stability of the netwaoider all possible routing configura-
tions for a given number of users and nodes.

lllustrative example

We first study at the effect of capacity on stability of theelmized system (3.8.3) using an illus-
trative example with three users and two links. The numbersefs and links is chosen small in
order to be able to visualize the results. The routing masrixxed in this example, and is given

by
AE<1 1 0>.
10 1

The corresponding network configuration is shown in Figui®3The matrixG for this example
can now be written out explicitly as

1-— 61 0 0 —1 —Qq
0 1— ﬁg 0 — Q9 0
0 0 1— ﬁg 0 —Q3
1 1
o o 0 1 0
1 1
Yo 0 & 0 1

As in previous simulations, the parameter ranges are chaser 3; < 1 and0 < a; < 1000,
and a uniform distribution within the given range is usedhasgrobabilistic model for the parame-
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ters. Capacities of the links are varied exponentially fidrhto 10°. Results of the simulation are
shown in Figure 3.20. We observe that probability of stibilicreases with increasing capacity
of the links, which is consistent with earlier results on $ivegle bottleneck link case.

~~~~
.
________

--------

Figure 3.19: Network diagram for the illustrative exampieSection 3.8.3.

Stability versus Capacity
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Figure 3.20: Probability of stability for various capaestiof network links in the illustrative ex-
ample of Section 3.8.3.
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Simulations under general network topologies

We next simulate the system under an arbitrary network tapotiescribed by the routing matrix
A given below with5 links and12 users:

111000010000
110111101000
A=1001111000100
100010100010
01 01001O0O0°O0O0T1

It is in fact possible to repeat this simulation for arbitlsatarge networks. The network structure
adopted for this particular simulation is shown in Figur213. We investigate the local stability
of the system for different parameter ranges varying ftoito 1 for 5 and from100 to 1000 for

«. A uniform distribution is used as probabilistic model wviitleach given range of parameters.
Capacities of the linké€'; , . . . , C5 are arbitrarily fixed to value85 50 30 15 20] 10%. As a result of
computational constraints, the number of samples is chimsba N = 10 000, which guarantees
a level of confidencé = 0.001 and accuracy = 0.02. As we observe from Figure 3.22, results
are comparable to the ones obtained for the single bottkdivdccase.

Figure 3.21: The network topology &flinks with capacitieg35 50 30 1520] 10® shared by12
users.

Finally, we investigate robustness of the linearized sydte different routes. The number of
users and links are the same as in the previous simulationet#yr, the routing matrix, and hence,
the topology and routes in the network, are generated ratydoraddition to the parameters which
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Stability vs Range of Parameters
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Figure 3.22: Network stability for various ranges of paréeneunder the arbitrary network topol-
ogy given by Figure 3.21.

are generated using a uniform distribution within the ratpe 5; < 1 and0 < a; < 1000, i =
1,...,4. The number of different topologies randomly generateihisand number of samples
per topology is chosen &$)00, ensuring a level of confiden@e= 0.001 and accuracy = 0.03.
We observe that the system is stable with a probability.'d. If we increase the capacities of the
links tenfold to[35 50 30 15 20] 10%, however, the probability of stability increasesité9. These
observations are consistent with earlier simulation aradydical results obtained.

As noted earlier, any simulation in the— « space is not feasible under general network
topologies with multiple bottleneck links, as the explicélculation of the unique equilibrium
state requires the solution of a set of nonlinear equations.

3.8.4 Packet level simulations

We investigate and demonstrate the results observed in naahsimulations through realistic
packet level simulations using the NS-2 network simulaf@i [

We first simulate the case of a single bottleneck link of ciépac = 10° shared by20 iden-
tical users with parameters = 0.5 andu = 20000, which are consistent with earlier parame-
ter choices. We observe in Figure 3.23(a) that the systeraldesunderl ms delay consistent
with earlier simulation results. While the system is uniaimder10 ms delay as shown in Fig-
ure 3.23(b) the variations in flow rates are small enough factcal purposes. Next, we simulate
the linear network (Figure 3.19) with 3 users analyzed iniltbstrative example 3.8.3. The pa-
rameters are chosen as= 500 andu = 10 000 similar to the ones in the example. Both of the
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Figure 3.23: NS-2 simulations depicting flow rates of s@dctsers sharing a bottleneck link under
low (a) and medium (b) delays. Flow rates of three users olirtear network of Figure 3.19 under
low (c) and medium (d) delays.

link capacities ar€’; = C, = 10°. The flow rates of users are depicted in Figure 3.23(c) for(low
ms) link delays and Figure 3.23(d) for mediui® fns) link delays, respectively. Again the results
are consistent with the ones in the illustrative example33athough some limited fluctuations
are observed under medium delay. Thus, these packet lev2l$ii8ulations demonstrate and are
consistent with the previous analytical and numericalltesaased on fluid approximations.

3.9 Conclusions

We have presented a congestion control scheme for Intstylet-networks by modifying the
framework of Chapter 2, and including a realistic model cdwgidynamics. Existence of a unique
equilibrium point, which approximates NE, has been showabiSity properties of the proposed
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scheme are rigorously investigated by taking boundargeffi@to account. Furthermore, stability
of the algorithm in a network with nonnegligible propagatidelays has been established under
some sufficient conditions in the case of a bottleneck nodle multiple users. In addition, we
have presented an adaptive pricing scheme for adjustingribieg parameter dynamically, and
have made use of hybrid (switched) system concepts for @lysis. Based on the congestion con-
trol scheme developed, we have designed a window-basedoeasmtl congestion control scheme
for Internet-style networks, and have simulated it in NSvBrdnternet protocol for various net-
work topologies. We have also analyzed a discrete-timaoreis the proposed scheme, and its
robustness properties using randomized algorithms.
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CHAPTER 4

A HYBRID SYSTEM MODEL FOR POWER CONTROL IN
MULTICELL WIRELESS DATA NETWORKS

In this chapter, we extend the single cell power control sehef [52] to multiple cells and to
a broader class of cost functions. Specifically, we modehtiéticell wireless data network as
a switched hybrid system where handoffs of mobiles betwkenrdividual cells (base stations)
correspond to discrete switching events between diffesghsystems. Under a set of sufficient
conditions, we show in Section 4.1 the existence and gldiadiilgy of a unique NE for each
subsystem. In Section 4.2, we establish the global exp@ieunvergence of the dynamics of
the multicell power control game to a minimum convex set o$iNaquilibria for any switching
(handoff) scheme satisfying a mild condition on averagelitvae. Furthermore, we investi-
gate robustness of these results to various communicatinstraints such as feedback delays
and quantization. In addition, we analyze a quantizatidrest to reduce the communication
overhead between mobiles and the base stations. Finalljlustate the proposed power con-
trol scheme through MATLAB simulations in Section 4.3, whis followed by the concluding
remarks of Section 4.4.

4.1 The Model, Cost Function, and NE

We consider a multicell CDMA wireless network model similatthe ones described in [49, 52].
The system consists of aset= {1, ..., L} of cells, with/; usersincell, ! € £. The number of
users in each cell is limited through an admission contioéste. We letM, := {1,..., M}, L €
L and M = U.M,;. We associate a single base station (BS) with each cell isybgem, and
defined < h;; < 1 as the channel gain between t¥e mobile and thej"* BS. In each cell,
we consider a background noise of a cell specific variaricd=urthermore, we assume that each
mobile is connected to a single BS at any given time. Figuteshows a simple depiction of the
wireless network model considered.

The " mobile transmits with an uplink power level pf < p; 4z, Wherep; ... is an upper-
bound imposed by physical limitations of the mobile. Thirg 8IR obtained by mobileat the
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Figure 4.1: A simple multicell wireless network.

base station is given by
Lhijpi

B Eke/\/l, kpi o Dr + UJQ‘.
Here,L := W/R > 1 is the spreading gain of the CDMA system, wh#reis the chip rate and

is the data rate of the user. Thus, by taking the intra-cédces into account we consider a more
complex and realistic interference model than the one ih [58

Yij - (4.1)

Define the power level of mobilereceived at thg** BS asw;; := h;;p;, and let

X = [l’ll,...,Z’Mll,...,{lflL,...,l'MLL].

Also letx_; := >, v i hujpr be the sum of the received power levels of all mobiles, except
thei'* one, at thej’* BS. In order to simplify the notation we will drop the indextbe BS (e.g.
r; := x;;) in cases when it is obvious from the context that mobiteconnected to th¢’" BS.

Thei'" user’s cost function is defined as the difference betweentiligy function of the user
and its pricing functionJ; = P, — U;, similar to the one in [52]. The utility functiori/;(y;), is
a function of the SIRy;, of thei'” user, and quantifies approximately the demanditingness
to pay of the user for bandwidth. The pricing functiof;(p;), on the other hand, is imposed
by the system to limit the interference created by the mobihel hence to improve the system
performance [49]. At the same time, it can also be interpraea cost on the battery usage of the
user. As a result, the cost function of tie user connected to a specific BS is given by

Ji(xia X_i, hz) = Pz(xz) — UZ(’)/Z(X)) s (42)

where we have used, instead ofp;, as the argument d?;, by a possible redefinition of the latter.
We now make the following assumptions on the cost functions:

Assumption 4.1 P;(z;) is twice continuously differentiable, nondecreasing amittty convex in
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Ty, |e,
OP;(x;)/0x; > 0, 0*Py(x;)/0x2 > 0, Va,.

Assumption 4.2 U;(v;(x)) is jointly continuous in all its arguments and twice contigly differ-
entiable, nondecreasing and strictly concaverjni.e.,oU;(x)/0z; > 0, 0*U;(x)/0x? < 0, Vz;.

Assumption 4.3 U;(~;) satisfies the inequality

Q20
d?

du; d*U;
Vi< —— <L+ |5
d; i

where|.| denotes the absolute value function.

Assumption 4.4 Thei'" user’s cost function has the following properties:aAt= 0, J;(x : z; =
0) > Ji(X) ,VX T; 7é 0, and atl’i7max = Zimaz» JZ(X X = xi,max) > Ji(X) ,VX Ty < Timaz
respectively.

Thanks to Assumptions 4.1 and 4.2 the cost functiprs strictly convex, and belongs to a
fairly large subclass of convex functions. Hence, therstexa unique solution to th&" user’s
minimization problem, which is that of minimization df, given the system parameters and the
power levels of all other users. The Nash equilibrium (NEJiefined as a set of power levels
¢* (and corresponding set of costs$) with the property that no user can benefit by modifying
its power level while the other players keep theirs fixed. tlif@nmore, Assumption 4.4 ensures
that any equilibrium solution is aimner one; i.e., boundary solutions = 0 (] = Z;ma:) Vi
cannot be equilibrium points. Mathematically speakirgijs in NE, whenz; of anyi' user is
the solution to the following optimization problem giveretkequilibrium power levels of other
mobiles x*

g i Ji(wi, X%, hy). (4.3)
Theorem 4.1 Under Assumptions 4.1-4.4, the multicell power control gaimits a unique inner
Nash equilibrium solution.

Proof. The proof of this theorem is similar to the one of Theorem 2.2 briefly outlined here
for completeness. LeX = {x € RM : 0 < x < x,...} be a set of feasible received power
levels at the base stations in the system. Clea¥flys closed and bounded, and hence compact.
Furthermore, it is also convex, and has a nonempty intéBipa standard theorem of game theory
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(Theorem 4.4, p.176, in [1]) the power control game admitsagaiNequilibrium. In addition, by
Assumption 4.4 this solution has to be inner. It follows fréissumption 4.3 that

02 J; - 02 J;

> 0.

Finally, using an argument similar to the one in the proof b&d@rem 2.2 one can show that the
inner NE solution is unique. Thus, there exists a uniquerittein the multicell power control
game. O

4.2 Hybrid Modeling and Stability

We consider a dynamic model of the power control game whech ewobile uses a gradient
algorithm to solve its own optimization problem (4.3). Thedate scheme of th#" mobile is
given by
. dp; dJ;
pi=—r = —XNi5

dt 8p,-
where); > 0 is a user-dependent stepsize. This can also be describedns bf the received
power levelr; at the BSI to which mobilei is connected:

dU; L2 AP,
T = — -t - )\ihi—l = ¢z‘ X), (4-4)
T Sy v op i, = )

whereh; denotes the channel gain of mobjléo its own BS. Thus, we obtain a distributed power
control algorithm that brings minimum overhead to the nekor the only information the mobile
needs in order to update its power level, other than its owst mezent power level and the system
parameters, is the level of total received power at the BS.

4.2.1 Stability in the static case

We first establish the stability of the update scheme (4.dgusome sufficiency conditions in the
static casewhere each mobile is connected to a specific base statidongzeto a cell) for all
times. By taking the second derivativexgf(connected to cell) with respect to time we obtain

x:(_ dp) S by 3 b i) (4.5)

JEM, jF#i k&M,
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whereq,; andb; are defined as

42U L2\R2
a; ‘= )
dv; (Zj;ﬁi(hﬂ/hj)xj +07)?
and

bi =

=i T 5 .

L di (Zj;éi(hﬂ/hj)xj +07)?

Notice that,; is positive, and under Assumption 443js negative.
Let us introduce the candidate quadratic Lyapunov function

V=) ¢i(x). (4.6)
ieM
First note that because of the uniqueness of thexNip; (x) = 0 Vi if and only if x = x*. Hence,
V' is positive for allx except forx = x*. Furthermore, agx|| — oo,
dU;
dvi
h;
D i gy + 7)
J

(LAiR3)

is bounded by Assumption 4.2 atgh;dP;/dp;| — oo by Assumption 4.1. Hencé/ is radially
unbounded) — oo < ||x|| — oo, where||.|| denotes the norm operator.
Taking the derivative oV with respect ta we have

. hi;
V< Z —2a;¢7 + Z il ZQh_J_|¢i¢j|a
ieM ieM j#i J
whereh;; denotes the channel gain of mobjléo the BS to which mobilé is connected. We note
that ’;j? < 1foralli,j € M, and };j? < 1 if there is a large geographic distance between the
J J
mobilesi andj.

It follows from a simple algebraic manipulation that

D 1Bl D257 0i6] < 2(Megy — Dmax ] Y 6F,

ieM G J ieM

wherel, ;¢ is defined as the largest cluster of users who have a noniteglkefect on each other’s
SIR levels through in-cell and intracell interference. rnitnnediately follows thatmax; M; <
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M.s¢y < M. In practice, a possible definition af. ;; would be

Meff = HllaXMl—F Z Mk,

keNeighbor(l)

whereNeighbor(l) is defined as the set of first-tier neighbors of the tedue to negligible effect
of mobiles in other cells, which are farther away.
Using this to bound” yields

V < (—min2a; + 2(M;; — 1) max |b]) Z @2
ieM

Next, we refine Assumption 4.3 as follows:

Assumption 4.5 U;(~;) satisfies the inequality

d*U;

d2U,
d?

i

P <
! d;

< (1+%)

)

Remark 4.1 A large class of logarithmic utility function$]; = w;log(k~; + 1), wherek > 1 and
u; > 0 are scalar parameters, satisfy Assumptions 4.2 and 4.5.

Under Assumption 4.5, we have< |b;| < a;/L. Hence, a sufficient condition fdr < 0,
uniformly in thex;’s, is
L >m(Mgp— 1), (4.7)
wherem is defined as
m = g e 48)
Thus,V is indeed a Lyapunov function, and being also radially umglma inz;’s, it readily
follows that¢,(x(t)) = 4;(t) — 0, V4. This in turn implies that:;(¢)'s converge to the unique
Nash equilibrium. Hence, the unique NE point (Theorem 4s1globally asymptotically stable
with respect to the update scheme (4.4) under the sufficterditon (4.7). This result is stated in

the following theorem:

Theorem 4.2 Letx™V¥ := [x},x3,...,x}] be the unique NE of a static multicell CDMA wireless
network, wherex; := [z7;, z5;, . . ., ¥},], and each mobilé € M, incell € L stays connected
to the respective BS for all times. Then, the system dynareaggobally asymptotically stable if

L > m(Meff — 1),
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where M. is defined as the largest cluster of users who have a noniggligffect on each
other’s SIR levels anth is given by (4.8).

4.2.2 The dynamic case and hybrid modeling

In the static case there are no handoffs (switches) in thveankt Consider now thdynamic casge
where mobiles connect to base stations dynamically usiterierlike SIR or channel gain as they
move along the cells. Then, it is possible to consider esatic casewith a fixed distribution of
users among cells as a separate subsystieaelonging to a family (set) of systems denotedchy
This leads to a hybrid system where each handoff corresponsisitching from one system to
another. In the study of this hybrid system we make use of tmeept ofdwell-timer, which
guantifies the minimum amount of time between two switcheswéVer, in a wireless network
handoffs are random in nature, and they may occur in shostdaumherefore, we also make use
of the concept oaiverage dwell-timewhich is much less restrictive than the dwell-time [98]t Le
us denote the number of discontinuities of a switching dignan an interval¢, T') by N, (¢, T).
Using the definition in [2]¢ has average dwell-time, > if there exists a positive integé¥, such
that

Na(taT) S NO +

VT >t > 0.

Based on our previous analysis for the static case, we defipuadratic Lyapunov function
V(@ as in (4.6) for the subsysteqme . Modifying condition (4.7) as

L>m(Myp—1)+e (4.9)
wheree > ( is a positive constant yields

V@ <« _ey@

The unique NEx)'?, of the¢"" subsystem is then globally exponentially stable by Theotein
To simplify the rest of the analysis, we will make the follagiassumption without any loss
of generality:

Assumption 4.6 In the multicell wireless network, no two handoffs can oaithe same time.

Since, under Assumption 4.6, the times of occurrence ofipte@lhandoffs may still be arbi-
trarily close to each other, this technical assumption isrestrictive in practice. As a result of
Assumption 4.6, switching can happen only between “neighfadosystems, due to the handoff of
a single mobile between two neighboring cells in the netwbiénce, there exists a finitéx) > 1

111



such that »
V(e
o7 S AlR), Vx e (XD NXO) — fc: [lx = x| <k, i = g1}
wheregq, r € () are any two “neighbor” subsystems and- 0 is a small positive constant. Let us

also define the set of NE for all subsystems as
N = {Xf]VE,Vq €Q}.

At a given time instance the system has only one NE which idement of the setV’. However,
this unique NE also switches from one equilibrium to the nexhe set\ with each handoff in
the system.

Based on Theorem 2.6 we next give the following result on th#ioell wireless network:

Theorem 4.3 Assume that the following condition holds for all the cefighie wireless network,
for somee > 0:
L>m(Megr—1)+€,Vle L,
where
maxie m @

m = max — )
x€X IIN;epm ;4

Let AV be the union of the smallest level sets/6f (x) that contain a superset of the set of Nash
equilibria, V, defined agx : ||x — x]'"|| < x}, which are “neighbor” tog, V¢ € Q. Then,
under the set of Assumptions 4.1-4.6, the dynamics of thiécelupower control game globally
exponentially converge t& for every switching signat with average dwell-time

log p(k)

a .

€

Furthermore N is invariant under the same set of conditions if the dwetieti- satisfies

T >

log u(k)
e

Proof. The conditions (2.37) and (2.38) in Theorem 2.6 follow dieérom (4.9) and from the
properties o’ under the Assumptions 4.1-4.6. We note that, due to the Asgom4.6, is a
smaller set in this special case than the most general oreerebh of the proof follows the same
lines as the ones in Theorem 2.6. O

Remark 4.2 By Assumption 4.6, the equilibrium point of the system junops NE of a subsystem
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to the NE of a “neighbor” subsystem which is close in “distahdo it, where the distance is
defined by a chosen norm. Hence, in a wireless network whetghdition of mobiles changes
slowly over time, the operating point of the system may staysubset of\' over a time interval
much longer than the update interval. In this case, the jcatt'size” of the setA/ is much
smaller than the one in Theorem 4.3.

Proposition 4.1 Consider a wireless network with/ mobiles and. nonempty cells. If/ — oo

theny — 1, and hencer — 0.

Proof. Without loss of generality, assume that & mobile switches from a ceth € £ to cell
n € L. Then, by definition of, and showing explicitly its dependence bhH

I D

LL(M) . 1EMpm €My,
Emn+ Y, Gt D> G+ o
1EMp,, i#£k 1EMy,

- _ 2
wherez,, ,, = Zleu#mm ZZEML ¢7. As M — oo,

S > Y 3+ Y 67 andd} — ¢F, Vi € My, M,

ieMrn iEMn

Hence, ™) converges asymptotically th. Therefore, by Theorem 4.3 average dwell-timg,
diminishes to zero. O

4.2.3 Stability under feedback delays

Even if we assume that mobiles have perfect information eir tthannel gain, cost, and system
parameters, they still need the total received power levMeétprovided by the base station in order
to implement the dynamic update algorithm (4.4). The BSrdatees the total received power
level through measurements, and sends it to the mobile. Wiegs processing (both at BS and
mobile), and signaling of this information takes time, whresults in non-negligible delays in the
network, which can go up t0.5 s in GSM systems (see [50], p. 28). Here we model such delays
as a single fixed feedback delay. Since propagation delaysegligible for cellular wireless
networks, all mobiles in a cell experience almost the sameuaitnof feedback delay. In other
words, delays are symmetric within a cell. Hence, the powelate function of thé'* mobile in
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terms ofz; becomes

au; L\;h? dP;

wherer > 0 denotes the feedback delay in the netwbrk.
We now investigate stability of a single céby introducing the radially unbounded, quadratic
Lyapunov function

= Zgbf(x(t)) mz}(xmax|b| J(M; —1) Z/ 97 (x

; XEXY
1eEM; 1eEM;

Assuming Assumptions 4.1, 4.2, 4.4, and 4.5 to hold, we ¢isdlgnrepeat the Lyapunov
analysis of Section 4.2.1. Taking the derivativeg(fx(t)) with respect ta, we have

V(1) < S sepr, —20s62(x(t)) + (mivtee, max i)
- [zm S v 206 (x(t — 1))

#0= 1) (00 - x|
It again follows from a simple algebraic manipulation that

S 2ex )bt — ) < (M= 1) 3 @2(x(t)) + 2 (x(t — 7).

€My jeMy , jFi ieM;

Using this to bound/; further above yields

Vi(x(t)) < (— m1n2al +2(M, — 1))mz}(xmax|b | Z o3 (t
iEM;

Hence, a sufficient condition fdf;(x(¢)) < 0, uniformly in thez;’s, is
L > ml(Ml — 1), (411)

wherem;, is defined as
maXxex, MaX;ecam,; ;

m; = N N .
mlnxeXl mlnieMl CLZ'

Thus, the unique NE point (Theorem 4.1) of ¢ed globally asymptotically stable with respect

1Here, to avoid cumbersome notational complexity we ignbeeimterference from neighboring cells; for exten-
sions to multicell environments, see Remark 4.3.
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to the update scheme (4.10) under the sufficient conditidrilj4or any feedback delay Note
that the condition in (4.11) is more restrictive than the omg}.7). Moreover, although the value
of r does not affect stability, large delays may result in sloagvergence rates, and they may
decrease the robustness of the system.

Remark 4.3 The analysis above can be extended in a natural way to thie stiadl dynamic mul-
tiple cell cases to obtain counterparts of Theorems 4.2 aBdat the delayed information case;
we have not carried out this extension here in order to keefbtsic message clear.

4.2.4 Communication constraints

Total received power level”,_ ,, hqp; + o? at the BS of the cell constitutes the main information
flow in the distributed power update scheme (4.4). BS hasnd s&obiles this quantity (state
information) as frequently as possible in order for the wpdigorithm to converge. This, however,
may bring a significant overhead to the system, if not impletee efficiently. We investigate here
a simple practical scheme which lessens the communicatiernead, and hence, increases the
efficiency through quantization (see Figure 4.2).

h 1p_1
Base Station
w| B Mobile1
h2p2
e » B Mobile2
‘:__-
h_Mp_M
4| g Mobilem
Q(I_ip_) > hipi
: ) |
' Quantizer (Q)

Figure 4.2: A simple quantization scheme for reducing ogadin the system.

Although total received power level can be measured to & g@aracy at the BS, it is not
necessary to send this information to the mobile in its mostigate form as this would waste
valuable bandwidth. Instead, this value can be quantizélibwi destroying system stability. We
consider, for its simplicity and ease of implementationnéarm quantization scheme. Assume
that there exists a fixed practical upper bounddap. ,, hup; + o7, defined asF for any celll.
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Then, aK level quantization of aggregate received power level is

0<0k(> hapi+0o7) <F,Vl€L
ieM
wheref is a K level uniform quantizer. As long 8s,_,, hap; + of € [0, F] holds for all cells,
the maximum quantization errar_; is defined ax_; := F/2K.
A derivation similar to the one in Section 4.2.1 results ia thilowing modified version of the
sufficient condition in (4.11) for stability of the systemtime presence of the quantization error
X_i,

L > m(Meff — 1),

wherem is defined as

d*U; L2\ 12
max
. dv? | (32 i(hji/ hy)wj + 07 ) + x5
- min d°Us Lz)‘ih? .
i | dv? (> zihgi/hy)x; + 0?)? — xX_;

Hence, given a sufficiently largg, there exists an upper-bound &n; which preserves stabil-
ity. Using this value ofx_; we obtain the minimum number of bits to represent the feddbac
information,

bitmin = [logy F/(2x_3)],

where [.] denotes ceiling function (rounding up to the next integekssume that the mobile
update frequency ig,pdae Hertz. Then, the system overhead in the downlink for a mobile is
given by

bitrate = fupaate[10gy F'/(2x_;)] b/s (bits-per-second)

The rate of change in the total received power level in a @lllwe bounded above Wy,

5(ZieM hap; + 012)
ot

S FUGT'

Therefore, sending the mobiles the incremental changdeeitotal received power level instead
of sending the whole information each time results in badthwsavings. In this case, in order to
maintain the given maximum quantization erxor;, the minimum number of bits to use is

Fvar

bitmin = [log, m1
—iJupdate

Y
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and the bit rate is given by

- va"
bitrate = fupdate|1082 5—————| b/s.
wirate f pdat ’VogQ 2X_ifupdat8—| /S

We note that this incremental delivery of feedback infoipraresults in significant savings of
overhead bandwidth.

4.3 Simulations

We simulated the power control scheme developed in MATLAIRe €ost function for th&” user
(mobile) was chosen as

1
~aua? — u;log(i + 1), (4.12)

Ji(xz’,X—i, hi) = 9

wherea; > 0 andu; > 0 are user specific pricing and utility parameters respdgtivdéotice that
the quadratic pricing and logarithmic utility functions(#h.12) satisfy Assumptions 4.1, 4.2, 4.4,
and 4.5 with an appropriate choice of parameter values. eftwer, results of Theorem 4.3 apply
to the following power update algorithm of tlé mobile, which is connected to BIS

U

1
pi + E(Zj;éi hjp; + o7)

Di = A\ — ANioihyp;,

if Assumption 4.6 and condition on average dwell-time arisBad. In the simulations, a dis-
cretized version of this update scheme was implemented:

n n Us n

"+ Lihi(zj# hap” + o)

The scenario we adopted is the following. We have a simpldicelllwireless network con-
sisting of six rectangular shaped cells with 40 users. Bt®gs are located near the center of
each cell. The system parameters are choseh as128 ando? = 1 Vi. Cost parameters are
the same for all users,; = 100, o; = 1, \; = 1 Vi, and they are fixed for the duration of the
simulation. Mobiles are initially located randomly in thgsgem, and their movement is modeled
as a random walk with a speed @D001 units per update, where we set the update frequency to
100 Hz. Hence, if we assume a system with unit sizé@f0 m, then mobiles move with a speed
of 10 m/s.

The channel gain of thé” mobile is determined by a simple large-scale path loss feamu
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h; = (0.1/d;)* whered, denotes the distance to the BS, and the path loss expondmissrag
corresponding to open air path loss. The channel gais chosen as one if; < 0.1. However,
fast and random movement of mobiles result in higher vamatin the channel gains, and hence,
compensate for this simplification. We use the channel gath@handoff criterion. Each mobile
connects to the base station with highest channel gain,hwhiturn corresponds to the nearest
one. In Figure 4.3, locations of base stations and the pétidbraobiles in the network are shown.
A sample path of a single mobile is shown in Figure 4.4.

Locations of Base Stations and Mobiles
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Figure 4.3: Locations of base stations and the paths of esbil

Figures 4.5 and 4.6 depict the power levels and SIR valuesatiles for the duration of
the simulation. Notice that the power levels converge toeitpailibrium points, which shift due
to handoffs in the system. Jumps in SIR values can be obsemEure 4.6 when a mobile
moves from a less congested cell with a smaller number of le®bd a more congested one or
vice versa. Variations in congestion levels in the cells Bnchannel gains are also the reasons
why not all mobiles have the same SIR levels despite haviegsdme cost parameters. The
simulation was repeated with the same setup but wifld ateps (.5 s) communication delay
between the base station and mobiles. In accordance witleshiéis in Section 4.2.3, convergence
characteristics of the system are not significantly affdbtethe presence of feedback delay except
for the convergence rate, as it can be seen in Figure 4.7rd~#y8 shows the aggregate received
power levels at the base stations. The “relative” smoothoéshese values indicate significant
savings in system overhead when the feedback quantizatimng analyzed in Section 4.2.4 is
implemented.
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Sample Movement of a Mobile
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Figure 4.4: A sample path of a mobile.

Power Levels of Mobiles
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Figure 4.5: Power levels of 10 selected mobiles with resfuetime.
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Figure 4.6: SIR values of 10 selected mobiles (in dB) witlpees to time.

Figure 4.7: Power levels of 10 selected mobiles with resjeetiine under a communication delay

of 50 steps.
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Aggregate Received Power at Base Stations
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Figure 4.8: Aggregate received power levels at the basessat

4.4 Conclusions

In this chapter, we have formulated a noncooperative powetral game in a multicell CDMA
wireless network, which is modeled as a switched hybridesysivhere handoffs of mobiles be-
tween different cells correspond to discrete switchinghevbetween different subsystems. Under
a set of sufficient conditions, we have shown the existendegéwbal exponential stability of a
unique NE for each subsystem under a gradient algorithm. &Ve hlso established the global
convergence of the dynamics of the multicell power contarhg to a convex superset of Nash
equilibria for any switching (handoff) scheme satisfyingéd condition on average dwell-time.
We have investigated the robustness of these results to namation constraints, such as feed-
back delays and quantization, and have presented a scheetkite the communication overhead
between mobiles and the base stations. We have also itledtiee proposed power control scheme
through MATLAB simulations.

The mathematical model developed captures a fairly braasb@f convex cost functions, and
addresses the multicell resource allocation problem in @DMreless networks. The gradient
update algorithm used is market-based, distributed inreatobust with respect to feedback de-
lays, and requires little overhead in terms of system ressurThese theoretical results are also
supported through realistic simulations.
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CHAPTER S

A POWER CONTROL GAME BASED ON OUTAGE
PROBABILITIES

In this chapter, we consider a power control game similahéodane in [56] and Chapter 4, which
incorporates a pricing mechanism limiting the overall iféeence and preserving battery energy
of mobiles. We capture the preferences of mobiles usingligyutinction, which is defined as
the logarithm of the probability that the frame success oatihe data user is greater than a pre-
defined individual threshold level. This utility functiom also be described in terms of frame
outage probabilities [99]. In the context of a two-time gcahannel gain model, we consider a
noncooperative power control game which uses an outadebildy-based (instead of a signal-
to-interference ratio (SIR) based) utility function andaincorporates a pricing mechanism. The
Section 5.1 describes the model adopted and the cost fanctio Section 5.2, we show that
the noncooperative power control game admits a unique Ngititgium (NE) under uniformly
strictly convex pricing functions and some technical agstions on the SIR threshold levels. We
present in Section 5.3 system dynamics and stability aisadys continuous-time update scheme.
In Section 5.4, convergence properties of both deterniingstd stochastic discrete-time update
algorithms are investigated. Section 5.5 contains result8IATLAB simulation studies demon-
strating the convergence and robustness properties & sfobemes. The Chapter concludes with
a recap of the results and elucidation of directions forreiresearch in Section 5.6.

5.1 The Model and the Cost Function

We consider the multicell CDMA wireless network model désed in Chapter 4 with a more
realistic interference model. Specifically, we defingf;;p; as the instantaneous received power
level from useri at thel’* BS. The quantitie; (0 < hy < 1) and f; (fy > 0) represent the
slow-varyingchannel gain (excluding any fading) and fast time-scalddgly fading between the
i'" mobile and thé'" BS, respectively [85]. We assume that the factors affedtindo not change
significantly over the time scale of this analysis, and threngef;; (static over individual data
frames but varying from one frame to another) are unit medependent exponentially distributed
random variables (Rayleigh fading). As in Chapter 4,1d{.,, denote the set of users in the
neighborhood of cell who have a nonnegligible effect on each other’s SIR levetsudph in-cell
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and intracell interference. It immediately follows thet, C M.,y C M. Without loss of any
generality, we define the satt; .;; here as

Ml,eff = Ml U (UkENeighbor(l)Mk) 3

whereNeighbor(l) is defined as the set of first-tier neighbors of ¢ellhus, in accordance with
the interference model considered, the SIR obtained by lmolit the base statiohis given by
(static over one data frame)

Vi = Lh fup
EjEM[Teff, Jj#i hjlf]lp] + 012

The outage probability of useér denotedD;;, is defined as the proportion of time that some
SIR threshold,y;, is not met for sufficient reception at tli¢ BS receiver [55]. By a careful
choice of7;;, a quality of service level can be established for each usar [99] for details on
how a minimum frame success rate can be converted to an a@ieoBIR threshold for a specific
modulation and coding scheme). The outage probabilify= Pr(v; < 7;), of thei'® mobile at
thel'" BS is defined as

Oy = Pr | hifupi < Ya Z hjifiip; + o} ) (5.1)
JEMcpyp, jF1

wherePr(v; < 7;) denotes the probability of the event corresponding; tg ;.

For analysis purposes, the mean power level of mohiéeeived at thé* BS can be defined
without any loss of generality, as; := h;;p;, since the mean value of the Rayleigh fading channel
can be incorporated into the vallg. Let the received power level vector of célbe x; :=
[(zj1)],7 € Mucss. Then, the systemwide vectar := [xy,...,x;] has the cardinalith/z :=
> e Miesr, whereM s is the number of elements of the set; .;;. In order to simplify the
notation, we will drop the index identifying the BS (exg.:= x;) in cases where itis obvious from
the context that mobiléis connected to th&#" BS. As a further simplification, we let the threshold
SIR for thei*" mobile be defined ag; := 7; = 7,1, VI, k € L. We note that the outage probability
in (5.1) can be expressed in analytical form which we repcedoere without derivation. Its
derivation can be found in [100], and in [101] for a simplifieersion of the expression. The
outage probability of the” mobile connected to th&" BS is thus given by

1

T ) Vit
i JEMicss, iFi I+ —
Tl

27
0

Ou(x,%;) =1 —exp < (5.2)
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Henceforth we drop the indexX™from x; andO;;, and adopt the convention that# ¢ stands for
Jj € Micss, 7 # 1, wherel is the BS to which mobilé is connected.

Thei'" user’s cost function is defined as the difference betweentiligy function of the user
and its pricing function,J; = P, — U;, similar to the one in Chapter 4. The utility function,
Us(Pri(v; > %), is a logarithmic function of the probability that the SIRtb& ' user is larger
than the predefined threshojdand quantifies approximately the demanaduilingness to payf
the user for a certain level of service. Notice that;(~; > 7;) is equal tol — O;, whereO; is the
outage probability in (5.2). Hence, the utility functiorr iaser: is defined by

Ui(x) = u;log(Pri(vi(x) > %) = u;log(1 — Oi(x, %)), (5.3)

whereu; is a user-specific utility parameter.

The pricing functionP;(p;), on the other hand, is imposed by the system to limit the fiater
ence created by the mobile, and hence to improve the systéarpance [49]. At the same time,
it can also be interpreted as a cost on the battery usage o$éneAs a result, the cost function of
thes*" user connected to a specific BS is given by

Ji(x) = Py(x;) — uilog(Pri(vi(x) > %)) , (5.4)

where we have used, instead ofp;, as the argument d?;, by a possible redefinition of the latter.

5.2 Existence and Uniqueness of Nash Equilibrium

It follows from (5.3) immediately that the utility functioti;(x) is continuously differentiable in
its arguments. In order to calculate the derivatives of tilgyufunction with respect tar, we first
evaluate) Pr;(v;(x) > 7;)/0z; using (5.1) and (5.2):

. . A 25,

Vi1

Thus, the first and second order derivatives of motslatility function, U;(x), with respect ta;
are given by

ox; x
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and

2ZBZ‘

PU(x) _ —2u07 w Z 1+ 5
orz x3 ‘ 22 \2
i i j#i (xmL — )

Yi%j1

<0,

respectively. Furthermore, fgr+ 4,

9*U;(x) o Ui -0
Ox; 0xj (2 4 Yiwjr)? .

Let us definer,,;, and z,,,, as lower and upper bounds afy Vi, [, i.e., x,n < Ty <
Tmaz Vi, 1. 1f the mean received power level of a mobile at the BS is leant,,;,, then its effect
is negligible and it is modeled as part of the backgroundenoihe upper-bound,,.. is further
bounded above by,,... with a possible equality in the case of no channel attennatible also
define,in (Umin) ANAYmae (Umae) IN SUCh @ Way that,im < % < Fmae (Umin < Ui < Umaz ) Vi.
We now make the following three assumptions on the pricetiand>;, for all mobiles:.

Assumption 5.1 The pricing function?;(x;) is twice continuously differentiable, nondecreasing
and uniformly strictly convex in;, i.e.,

dPi(z;)/dx; > 0, d*Pi(x;)/dx? > v > 0, Y,
for somev > 0.

Assumption 5.2 Given the set of paramete{sV/, crr, Yimins Ymazs Tmins Tmaz}» v IN AL above
satisfies the following inequality:

— x?mn — Umin x?mn
U(me + 1) + (Ml,eff — 1)’}/mm— >1
3
umax umaq: xmagp

Assumption 5.3 The pricing functionP; and the parameter of the utility function are further
picked in such a way that th& user’s cost functionJ;, has the following properties at = z,,,;»,
(T = Tmag) * OJi(X 1 T3 = Typin) /0 < 0 VX (0J;(X 1 Ty = Tppae) /Ox; > 0 ¥X), respectively.

The NE in a cell is defined as a set of power levgigand corresponding set of costy), with
the property that no user in the cell can benefit by modifyingower level while the other players
keep theirs fixed. Mathematically speaking,is in NE whenz of anyi" user is the solution to
the following optimization problem given the equilibriuroyper levels of other mobiles (in the set
Mieps) X2

min  J;(z;, x5,). (5.6)

—1
Tmin S-'L'z Sxmaz

Note that given the channel gains, the NE paihts equivalent tg*.

125



Thanks to Assumption 5.1, the cost functigns strictly convex and belongs to a fairly large
subclass of convex functions. Hence, there exists a unigjuéian to thei’* user’'s minimization
problem, which is that of minimization of;, given the system parameters and the power levels of
all other users. We will next make use of the technical Asdionb.2 in the proof of existence
of a unique NE. Notice that,,;, is bounded below by definition. Hence, Assumption 5.2 is
easily satisfied for a large number of uséisor high SIR thresholds,,;, even ifv is small.
Assumption 5.3, on the other hand, ensures that any equitibsolution is aninner one, i.e.,
boundary solutions} = i, (¢} = Tma.) Vi cannot be equilibrium points.

Theorem 5.1 Under Assumptions 5.1-5.3, the multicell power control gasefined admits a
unique inner Nash equilibrium solution.

Proof. The proof of this theorem is similar to the one of Theorem 2.1s briefly outlined here
for completeness. LeX := {x € RM* : 2,,;, < x4 < Tmae Vi, [} be a set of feasible received
power levels at the base stations under the interferencelrnodsidered. ClearlyX is closed and
bounded, and hence compact. Furthermore, it is also coanekhas a nhonempty interior. By a
standard theorem of game theory (Theorem 4.4, p.176, inth#]power control game admits a
Nash equilibrium. In addition, by Assumption 5.3 this sauathas to be inner.

Let A, ; := afjaﬁﬂ andB; := %27‘?, where mobile is connected to the BS DefineM x M
matrix G(x) with diagonal entries3; and nonzero entried, ;, if j € M, .¢;. It follows from
Assumptin 5.2 thaB3; > |A4;;| Vi,j. Hence, the symmetric matri®(x) + G(x)” is positive
definite. Then, using an argument similar to the one in thefppd Theorem 3.1 in [36] one can
show that the inner NE solution is unique. Thus, there exsigique inner NE in the multicell

power control game. 0

5.3 System Dynamics and Stability Analysis

We consider a dynamic model of the power control game sinildhe one of [56] where each
mobile uses a gradient algorithm to solve its own optim@atroblem (5.6). Accordingly, the
power update algorithm of th&" mobile is

. dp; a.J;
D = = - )
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for all i € M. This can also be described in terms of the received powel, ley at thel’* BS

.o (OUx)  dPi(x)\ _
xi—hi< or.  dz, ).— oi(x), Vi. (5.7)

By taking the second derivative of with respect to time, we obtain

. d2Pi 4o . . y
T; = h? (—ai — dxg )) T; + h? Z bi ;i = ¢i(%),

j#i
wherea,; andb, ; are defined as
21’2‘
0*U,(x) 207 + 7; ! iy
L 7 - 7 1)
J#i X + — i
Vil 51
and
_ PU(x) _ Vi

bi,j :

O Oy Yl Vizj)?
Notice that bothy; andb; ; are positive.

We establish the stability of the power update scheme (S\@gusome sufficient conditions.
The set of feasible received power levels is invariant byuAgstion 5.3, which immediately fol-
lows from a boundary analysis. When = z,,, for some: € M, we havei; > 0 under
Assumption 5.3. Hence, the system trajectory moves toweside of X'. Likewise, in the case of
T; = Tmee fOr somei € M, &; < 0, and hence, the trajectory remains inside theXset et us
introduce a candidate Lyapunov functibn: R”* — R as

Vix) = 3 i)
iemM t

which is in fact restricted to the domaiXi. Note that because of the uniqueness of the N,
¢;(x) = 0 Vi if and only ifx = x*. Hence,V is positive for allx except forx = x*.
Taking the derivative of” with respect ta on the trajectories generated by (5.7), we obtain

ieM ieM j#i
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It follows from a simple algebraic manipulation that

> maxb; > 26id5] < 2(Megs— 1) maxb; > el

ieM G ieM

WhereMeff = max; Ml,eff-
Using this to bound” further yields

V(%) < (=(2v + min 2a;) + 2(M;; — 1) maxb; ;) Z o
7 2Y]

ieM
Next, we modify Assumption 5.2 as follows:
Assumption 5.4 Assume that the following inequality holds:
V(Fmin + 1)?”‘” + (Miegs — 1)Fpin—2n ?” > Mpp—1 V.

Remark 5.1 Assumption 5.4 holds whep,;,, and/orv are sufficiently large.

Under Assumption 5.4, we havé(x) < 0, uniformly in thez,’s on the trajectory of (5.7).
Thus,V isindeed a Lyapunov function, and it readily follows thatx(t)) = &;(t) — 0, Vi. This
in turn implies thatz;(¢)'s converge to the unique NE. Hence, the unique NE point (féradb.1)
is globally asymptotically stable on the invariant sétwith respect to the update scheme (5.7)
under Assumptions 5.1, 5.3 and 5.4 by Lyapunov’s stabitigotem (see Theorem 3.1 in [82]).

5.4 Iterative Power Control Algorithms

We investigate in this section stability properties of dyiomous and asynchronous iterative power
control schemes as they are of practical importance. Wealiralyze gradient based synchronous
and asynchronous update algorithms of the power controlkegansection 5.2. Consequently,
we study convergence of stochastic iterations to the urijtigolution by taking communication
constraints and estimation errors into account.

5.4.1 Synchronous and asynchronous update schemes
Consider a discrete-time counterpart of the update schert7) in a system withl/ mobiles

where each mobile uses a gradient algorithm to solve itsropaition problem (5.6):

pi(n+1) =pi(n) — )\ig—]{: Vie M,
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wheren = 1,2, ..., denotes the update instances ands the user-specific step size defined by
Ai := A/ h;. Here,\ denotes the system wide step size constant. For notationaenience this
can also be defined as a mapping from the received power lavtie BS to the updated power
levels,x(n + 1) = T'(x(n)), i.e.,

0J;

zi(n+1) = Ti(x(n)) := win) = Az

Vie M. (5.8)

In the case of synchronous update algorithm, each mobilatapdts power level at the same
time instance. We study here sufficient conditions for cogwece of the system to the unique
NE, x*, under the synchronous update. This analysis follows knmadar to those in the proof of
Proposition 1.10 of [102, p. 193]. Letc X = {x € RM? : x,;, < 2y < Tpnae Vi, [} and define
a functiong;(7) : [0,1] — R for thei’" mobile by

9i(1) =12 + (1 — 7)x} + Agi(mx + (1 — 7)x¥),

whereg; is defined in (5.7). We then have

Y dgi(T) Ydg(7) dg;(T)
760 = 1) = o) = as0)] = | [ 48 dT' < 1 = )
. . , . . dg;(7)
wherex*, the NE, is the fixed point of the mappidg We bound above by
T

dgi(7) # 09; # 0¢; * 09; .
’ I < xi—xi—)\.z 8xj-(xj—xj) < 1_>\8—xi \xi—xiHZ)\ale‘xﬂ—xﬂ.
JEMicys J#
Imposing the conditiond¢;/0x; < 1, we have
‘dgi(T) <(1-2x 09; _ 0¢; Ix — x|,
dr ox; pwr: Oz,
where||x|| := max; |x;| is the maximum norm. Define
_ 0¢i(x) _ I¢i 0¢;
K; = max o andp; :=1—- X\ (axi ; ;1 |

which leads td7;(x) — z7| < p; ||[x — x*|| for eachi. Let p := max; p; and K := max; K;. We
obtain then|7'(x) — x*|| < p||lx — x*||, if A\K' < 1. An upper bound oik" in terms of system and

129



cost parameters is

T d2PZ max 2 ME - 1 7max max 2 27ma1’
K := max (x2 )—0— ( 2] VYmaz® U?:y .

= 3
¢ €y (fymz'n + l)xmzn Tinin

(5.9)

Imposing the conditiop < 1, it readily follows that for arbitrarx € X, 7" (x) — x* asn — oo,
since||7"(x) — x*|| < p" ||x — x*||. Furthermore, the condition < 1 is satisfied if

Z Vixh + 2% Vi

22w+ 3?2 (2 + Yewp)

5 > 0 V.
J#i

Let 2,4, = ax,,, for somea > 0. Then, a sufficient condition fgr < 1 is

Oé<1—|— \/1+7mina

which follows from a straightforward algebraic derivatiofihus, unden K < 1 anda < 1 +
V' 1+ Amin, the synchronous power update scheme given in (5.8) coeséoghe NE solutiorng™*.
This result is summarized in the following theorem:

Theorem 5.2 Let 7,0, = QXpin fOr somea > 0 and X = {x € RM* : 2., < 25 <
Tmae Vi, [}. The synchronous power update algorithm
aJ; .
pi(n+1) =pi(n) —\z— Yie M
Op;
converges to the unique NE point of the power control gate= [27/hy, ..., x5, /hu], ON the
setX if

dZ'PZ max 2 Me - 1 _m(l.'L' max 2 2_mCLZE
A| max (562 )+(ff ) Vmaz 037

<1,

and

Oé<1—|—\/1+’7min.

Remark 5.2 Givenz,,, Tmaz, o, @and system parametefd, ;, ando?, the conditions of Theo-
rem 5.2 can be satisfied by choosih@nd max; d* P;(z,,4. ) /dz? sufficiently small while keeping
Ymin SUfficiently large. We refer to Section 5.5 for specific nuoca¢examples that illustrate this.

A natural generalization of the synchronous update is thipadsonous update scheme where
only a random subset of mobiles update their power levelgatem time instance. This is in fact
more realistic since it is difficult for the mobiles to synchize their exact power update instances
in a practical implementation. In this particular case, begr, the convergence analysis above
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also applies to the asynchronous update algorithm. Defirrgaence of nonempty, convex, and
compact sets

X (k) :=[x] — 0(k),x] + (k)] x [25 — 6(k), x5+ d(k)] x ...[xy — 0(k),x}y, + (k)]
whered (k) := ||x(k) — x*||. Since by Theorem 5.3(k + 1) < §(k), we have
L. CXk+D) CX(k)C... X

We next give the definitions of two well known conditions wiiogether are sufficient for asyn-
chronous convergence of a nonlinear iterative mapging+ 1) = 7'(x) [102, p. 431].

Definition 5.1 (Synchronous Convergence Condition}or a sequence of nonempty se€i(k)}
with ... € X(k+ 1) € X(k) C ...X, we haveT'(x) € X(k + 1), Vk, andx € X(k).
Furthermore, if{y*} is a sequence such thglt € X (k) for everyk, then every limit point of y*}
is a fixed point off".

Definition 5.2 (Box Condition) Given a closed and bounded gétin R, for everyk, there exist
setsX;(k) C Y such that

X (k) == X1(k) x Xa(k) x -+ x Xp(k).

In our caseY” is defined as the intervat,,;,,, T ), aNdX; := [zf — §(k), 2} + o(k)]. Hence, the
box condition is satisfied by the definition &f(k). Sinced(k) is monotonically decreasing inby
Theorem 5.2 the synchronous convergence condition alsis h®herefore, the next convergence
result for the asynchronous counterpart of the power ugdgteithm in (5.8) immediately follows
from asynchronous convergence theorem [102, p. 431].

Theorem 5.3 Let 7,0, = QZpin fOr somea > 0 and X = {x € RM* : 2., < 25 <
Tmae V1, [}. The asynchronous power update algorithm

) {p,.(n) — N, i€ Uk)
pi(n), it i € M\U(K),

wherel/(k) C M denotes the random subset of mobiles updating their poweidet timek,
converges to the unique NE point of the power control gathe—= [z} /hq, ..., 25, /hu], ON the
setX if \K < 1anda < 1+ /T + nin, WhereK is defined in (5.9).
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5.4.2 A stochastic update scheme

In a real-life implementation of the power control schenmmmunication constraints, approxima-
tions, estimation, and quantization errors, may not beigidg and, hence, may have to be taken
into account in the convergence analysis. Hence, a mobds dot have access to the exact values
of the system parameters such as its own channel gain oreédbdek terms provided by the BS.
These uncertainties can be captured by a stochastic updatgétan, as introduced below. For
eachi € M, letx_;,(n) n = 1,2,... be a sequence of independent identically distributed.i.
random variables defined on the common supporflsete, 1 + <], where0 < ¢ < 1. We further
assume that the sequendes ;; } are independent acros& M. Using these random sequences,
we model the aggregate uncertainty in the térf/op; of (5.8) due to quantization, estimation,
and multiplicatively approximation errors. Thus, the $tastic counterpart of the synchronous
update algorithm is given by

P+ 1) = () — A 3 Vi€ M, (5.10)

which can also be described in terms of received power |latdlse base station as

0J;

zi(n+1)=z4n) — )\X_ii(n)a—xi

=: T;(x(n); x_;;(n)) Vi e M. (5.11)
We next follow steps similar to those in the previous subsedbr the convergence analysis.
We have, for an arbitrary € X:

where E(x) denotes the expected (mean) valuerof Assumel(1 + ¢)K; < 1, whereK;, as
defined earlier, provides an upper boundign/dz;. Then, from the independencexof;, andz;
for all 7, we obtain (by dropping the dependencen

N 0 ) 99 )
B(nexa) - o) < B( |- Se lo-al4 3 g -

8.7} l
JEMyepy,j#i J

)

E (T %) = 27)]) < (1 = AE(xi))KDE (|25 — @i]) + AE(ei) Ky Y B (| —
j#i

where K! is a lower bound ord¢;/dx;, and K; is an upper bound ofl¢;/dz; for all j # i.
Let us redefine the maximum norm @g| = max; E(|z;|). Then, B (|Ti(x;x_;;) — x})]) <
pillx — x*|| Vi, wherep; := 1 — AE(x_3,)(K] — (M.;; — 1)K;). Definingp := max; p;, we
obtain

1706 x5) = X7 < pllx =7,
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if \(1+¢)K < 1, wherex_; := [X_j;,X_iy, ..., X_i,]- NOw, imposing the conditiop < 1, it
readily follows that for arbitrary: € X andx_;,(n) € [1 —e,1+¢| Vi, n, we havel"(x; x_;) —

x* asn — oo, since||T(x; x_;) — x*|| < p" |[|x — x*||. We note that the conditioR > (M. —
1)K; Vi is equivalent to the ong < 1. Hence, a derivation similar to the one in the deterministic
case yields a sufficient condition fpr< 1 to hold, namely

1 1
< = 7min R
g Vmin 5

wherea is defined as before with,,,, andz,,;, being upper and lower bounds on the random
variablesz; for all .

We next show that the stochastic update scheme (5.11) gewaimost surely (a.s.) [103] to
the unique NE solutiox*, under the given conditions, by an analysis similar to the ion52].
From the Markov inequality and using the definition of the maxm norm, we obtain

2 Prija(ml > =3, == S an B Z ") < 2

p)

wheree > 0 and||x(0)|| are constantsPr(A) denotes the probability of the eveAt and the
last inequality follows from the contraction property oéthormed random sequence. Hence, the
increasing sequence of partial sulmg_, Pr(|z;(n)| > ¢) is bounded above, and converges for
everye > 0. Finally, from the Borel-Cantelli lemma [104, 105], it folls that

Pr(limsup{w : |z;(w)| > €}) = 0 Vi,

wherew is the probabilistic variable. Thus, the stochastic updateeme (5.11) converges a.s. to
the unique NE point of the power control game under the camdip < 1 and\(1 +¢)K < 1.

Theorem 5.4 Let x;(n) (x_;,(n)) be random (random i.i.d.) sequences for alwherex_;; is
also independent acrossand has the support sét — ¢, 1 + ¢], 0 < € < 1. The random vectax
takes values in the sé&f = {x € RM? : ,.;, < 25 < Zynae Vi, [}. Furthermore, letx > 0 be
defined asv := x4 /Tmin. The stochastic power update algorithm

0J;

pi(n+1) = pi(n) — Ax_y;(n)=— Vi € M,

Op;
converges almost surely to the unique NE point of the powetralagame p*, if « < %«/ﬁmm + i
and\(1+ ¢)K < 1 whereK is defined in (5.9).
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5.5 Simulations

The power control game based on outage probabilities islatediin MATLAB for a wireless
network consisting o6 arbitrarily placed base stations a2@ mobiles. The channel gain of the
i*" mobile is determined by the Rayleigh fast-fading and logamal shadowing path loss model,
given byg; = (0.1/d;)*°- Y- f;, whered; denotes the distance to the B&(Y, ) is a zero-mean
Gaussian random variable with a standard deviation ef 0.1, and f; is a random variable with
Rayleigh distribution, modeling the fast-fading chann@le generate the random variakfeat
each time step and, every20 time steps according to their respective distributionse distance-
based loss exponent is choserds which corresponds to a low density urban environment [85].
Each mobile connects to a single BS, which happens to be ioltisest geographical location.
Hence, the cells in the network are irregularly shaped pmigg The system parameters are chosen
asL = 128 ando? = 0.1 V.

Locations of Base Stations and Mobiles
2 T T T T

4 Base Station
—— Mobile

Y Coordinate
o o o = I g =
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Figure 5.1: Locations of base stations and the paths of e®bil

The mobiles are initially distributed randomly over thewetk, and their movement is mod-
eled after a two-dimensional random walk with a spee@.0f01 units per update. In order to
relate the values of the simulation to real physical quistitve assume an update frequency of
kHz and geographical unit size o0 m. Thus, mobiles move with a speedlofm/s or36 km/h.
We note, however, that these are arbitrarily fixed valuas]licstration purposes only. Figure 5.1
depicts the locations of the BSs and the paths of all mobiles.

The class of user pricing functions which satisfy the ead@nvexity assumptions is fairly
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large. The relationship between the pricing function ardgérformance of the system at the NE
point is in fact a very complex one, and therefore the quesiidinding the “optimum” pricing
function, though interesting, does not seem to be withichre&€onsequently, we adopt a specific
one without any optimality consideration; namely we choasguadratic function parametrized
by v; for thei?* user as a representative pricing function in our numericaliss. Thus, the cost
function for thei'” user (mobile) is

1
Ji(x) = 5%‘93? — u; log(Pri(vi(x) > %)),

where pricing and utility parameters are= 10, v; = 1, andy; = 10 (20 dB), which are chosen
to be the same for all users for comparison purposes.

We first simulate a discrete update scheme with “perfectrmiation where we ignore the
communication constraints between the BS and the mobiesrder to estimate the slow varying
z; (= hip;) value of thei’* mobile, the BS implements a maximum likelihood estimatot &l
using the las20 independent identically exponentially distributed saespbf the received power
level ¢V p:, 6P pi, ..., g”pi]. Here, we consider a sufficiently high sampling frequenchso
we can assumg; to be constant within an interval @f) samples. A straightforward derivation of

this unbiased MLE vyields

m 20 (k) 2
hi P T an E ( ; z) .
b 4-20 9 P

k=1
The output of this estimator is then filtered with a simplenité impulse response (IIR) low pass
filter (LPF) to cancel out the effect of high frequency estiira errors and other disturbances.
Figure 5.2 depicts the instantenous and filtered estimatiamnel gains from mobileto its BS.
Thus, given the feedback information from the BS, the mehiledate their power levels according
to

pi(n+1) = p;(n) + Au; sl + A Z ! — Av;hipi(n) (5.12)
Z Z Zh?lpzz(”) hapi(n) iz 1+ hapi(n) e '
hpj(n)7vi

where) = 0.1 andn denotes the time, and mobilés connected to th&" BS.

The power levels and SIR values of a randomly selected sobsebbiles for the duration of
the simulation are shown in Figures 5.3 and 5.4, respeytiVéle average SIR values in Figure 5.4
are obtained by using the filtered channel gains of mobilet®ad of instantenous ones. They are
provided in order to visualize the trends in SIR values. Theimum and maximum received
power levels of the mobiles at their respective BSsaggg, = 2.5 andz,,,., = 90. Hence, we
obtaina = 4. /Tmin = 36. Figure 5.5 depicts the evolution of the received powerltegése-
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Instantenous and Filtered Channel Gains from Mobile 1 to BS

0.16 T T T T T T T T
— Instantenous Channel Gain
—— Filtered Channel Gain
0.14
0.12
0.1r

Channel Gain
o
o
e5]
T

o

o

<)
T

0.04

0.02-

0 10 20 30 40 50 60 70 80 90 100
Time Steps

Figure 5.2: Instantenous and filtered channel gain from haabie to its respective BS.
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Figure 5.3: Power levels of selected mobiles with respettrie.
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Averaged SIR Values of Selected Mobiles
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Figure 5.4: SIR and averaged SIR values of selected moliled] with respect to time.
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Figure 5.5: The received power levels of selected mobildset respective BSs.
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lected mobiles at their respective BSs. While these paemneatisfy Assumption 5.2, they violate
Assumption 5.4 as well as conditions of Theorem 5.2. Sineedtirived analytical conditions in
previous sections were only sufficient, and not necesgasynot surprising that the power levels
still converge to the equilibrium points which slowly shilite to the movements of the mobiles.

In the next simulation, we change the SIR threshold value albites toy; = 1000 (60 dB)
and letA = 0.01. Furthermore, we have,,;, = 3 andx,,,, = 48, and henceq = 16. It is easy
to see that these parameters satisfy Assumptions 5.2 andriel4he conditions of Theorem 5.2.
The results in Figures 5.6 and 5.7 show convergence as expddbwever, we observe that the
convergence speed in this case is slower due to the smaesize. We conclude that although the
sufficient conditions derived analytically provide a gdide for the convergence of the algorithm,
they are by no means necessary and may be too stringent incaaes

We next consider a more realistic information feedback sehevhere we take into account the
distortion in feedback information due to quantization attter effects. Multiplying the parameter
A = 0.1 in the update algorithm (5.12) with_;, which is a random variable uniformly distributed
on[0.7, 1.3], we rerun the previous simulation with this imperfect feedbalgorithm. Figures 5.8
and 5.9 depict, respectively, the power levels and SIR gahieselected mobiles. In accordance
with Theorems 5.2 and 5.4, the convergence characteristitise system are not significantly
affected.

We finally study the effect of the pricing parametesn the overall performance of the system.
We calculate the sum of the utility values of static arbityalocated mobiles foru = 5. Fig-
ure 5.10 displays the sum of the utility values of mobilesraged over the fast fading process at
the NE solution. After repeating this analysis several sifioe various distributions of mobiles, we
conclude that there is a complex and nonlinear relationséigveen the NE point and the pricing
parametep, which can be interpreted as the cost on the battery usage ofser.

5.6 Conclusions

In this chapter, we have considered a power control gamdssitoithe one in Chapter 4, with a
utility function defined as the logarithm of the probabilitat the SIR level of the mobile is greater
than a predefined individual threshold level. Hence, we festablished a relationship between
the preferences of the mobiles and outage probabilitiesh&Ve proven that the noncooperative
power control game admits a unique Nash equilibrium foramifly strictly convex pricing func-
tions and under some technical assumptions on the SIR ticeldvels. Furthermore, we have
established the global convergence of continuous-timeedlsas discrete-time synchronous and
asynchronous iterative power update algorithms to theusnNE of the game under some con-
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Figure 5.6: Power levels of selected mobiles with respettrie.
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Figure 5.7: SIR and averaged SIR values of selected molrled(] with respect to time.
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Figure 5.8: Power levels of selected mobiles with respetitie under imperfect feedback infor-
mation.
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Figure 5.9: SIR and averaged SIR values of selected moliietB) with respect to time under
imperfect feedback information.
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Sum of Utilities in terms of SIRS of Mobiles versus Prices
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Figure 5.10: Sum of the utility values of mobiles for diffate values.

ditions. Likewise, a stochastic version of the discreteetisynchronous update scheme, which
accounts for the uncertainty due to quantization and estmarrors, has been shown to con-
verge to the unique NE point almost surely. Finally, throegtensive simulation studies we have
demonstrated the convergence and robustness properpes/ef update schemes developed.
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CHAPTER 6

A POWER CONTROL-JOINT BASE STATION
ASSIGNMENT GAME AND POWER CONTROL AS A
TEAM OPTIMIZATION PROBLEM

In this chapter we study an extension to the power controleggafifChapters 4 and 5 and a for-
mulation of the power control as a team optimization probldmthe first half of the chapter,
we investigate the hybrid noncooperative game motivatetth®yractical problem of joint power
control and base station (BS) assignment in code divisiotipleiaccess (CDMA) wireless data
networks. Specifically, we model the integrated power adrand BS assignment problem in
such a way that each mobile’s action space not only includedransmission power level but
also the choice of the BS. The outcomes of the user actionefieeted in a specific cost struc-
ture, and each user is associated with a cost function thatresnetrized by user-specific prices.
We investigate the existence and uniqueness of pure Naslbegm (NE) solutions of the hy-
brid game, which constitute the operating points for theaulythg wireless network, numerically
using grid methods and randomized algorithms. In Secti8mw. discuss the NE solution. Sub-
section 6.3.1 describes randomized algorithms for nuraksicalysis. We present our simulation
results in Section 6.4 where we investigate the existend@nigueness properties of NE solutions
in Subsection 6.4.1, and analyze a power update and BS assigischeme in Subsection 6.4.2.

In the second half of the chapter, we study power control iftinall CDMA wireless networks
as a team optimization problem where each mobile attaingeattinimum its individual fixed
target signal to interference level and beyond that opesiits transmission power level according
to its individual preferences. We derive conditions undbeich the power control problem admits
a uniqgue feasible solution. Using a Lagrangian relaxatppr@ach similar to [12] we obtain two
decentralized dynamic power control algorithms: primal dnal power update, and establish their
global stability utilizing both classical Lyapunov theaapd the passivity framework [57]. The
remainder of this chapter is organized as follows. We definSdction 6.5 the system problem
and its decomposition to user and network problems. In 8&e@&i6, we investigate a relaxation
of the system problem as well as primal and dual algorithmsddition, system dynamics and a
passivity approach for stability and robustness are stli@ection 6.7 discusses some of the basic
principles of call admission control from the perspectifthe model adopted in this paper. Lastly,
we illustrate the power control schemes introduced thrdd@iLAB simulations in Section 6.8.
The chapter concludes with a recap of the results in Sectin 6
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6.1 A Joint Power Control-Base Station Assignment Game

For the joint power control and base station assignment gmaenulticell CDMA wireless net-
work model we consider is similar to the ones described inp@ra 4 and 5. The system consists
of asetB := {1,..., N} of base stations and a s&t := {1,..., M} of users. The number of
users on the network is limited through an admission corsitheme. Theé® mobile transmits
with a nonnegative uplink power level of < p,,a., Wherep,,... is an upper bound imposed by
physical limitations of the mobiles. Here, we investigdtie tase where mobiles are given the
freedom of choosing the BS connection in addition to deteimgitheir transmission power levels.
Hence, each mobile connects to a BS which it chooses fromethaf 8Ss on the networl3. We
defineh;;p; as the instantaneous received power level from uaéthel’” BS. We assume that a
mobile connects to one BS only at any given time. The quantjty0 < h; < 1) represents the
channel gain between thi& mobile and thé** BS [85]. Ignoring fast-time scale fading (such as
Rayleigh fading) and shadowing effects in order to simptlifg analysis, we modél; in such a
way that it depends only on the location of the mobiles wipeet to the base stations. Hence,

the channel gain; is given by
2
hi = (E) , (6.1)

di
whered;; denotes the (Euclidean) distance of the mobile to the BStlanlbss exponentis chosen
as2, which corresponds to a free space environment [85]. Intagiwe assume that the location
of a mobile, which is the main factor affecting the channehgh, does not change significantly
over the time scale of this analysis. This assumption isfiedtby the fact that the power control
algorithm operates with a high frequency.
The level of service a mobile receives is described in terfrSIR. In accordance with the
interference model considered, the SIR obtained by maolaitehe base statianis given by
Lhyp;

i > i hjips + of (6:2)

6.2 The Hybrid Power Control Game

We consider a power control game where each user (mobileysiscated with a specific cost
function. Since a user can choose both its power level, wisiéhcontinuous variable, and the
BS it connects, which is discrete in nature, we call this/brid power control gameThe action
spaceS; of thei*" user is then defined as

S;={(b,p):beB={0,1,...,N} ,and p € [0, prmaz] }, (6.3)
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and the actions are denoted by:= (b;,p;). The cost functionJ;, of user: is defined as the
difference between the utility function of the user and it€ipg function, J; = P, — U;. The
utility function, U;(¢, b;), is chosen as a logarithmic function of ti#é¢ user's SIR, which we
denote byy;(¢, b;). It quantifies approximately the demandvatlingness to payf the user for a
certain level of service. The pricing functioB;(p;), on the other hand, is imposed by the system
to limit the interference created by the mobile, and henépwove the system performance [49].
At the same time, it can also be interpreted as a cost on tiherpaisage of the user. Itis a linear
function ofp;, the power level of the user. Accordingly, the cost functibthe:*" user is defined
as

Ji(@,b;) = Xipi — log(i(9, b)), (6.4)

where ); is a user-specific pricing constant ande, b;) is the i’ mobile’s SIR level under the
given vector of power levels;, of all mobiles and its BS choicé;.

In the hybrid power control game defined, #feuser’s optimization problem is to minimize
its cost (6.4), given the sum of power levels of all other sserreceived at the base stations. Thus,
the reaction function of useris

p2<bl7 (b) = arg H(lbin )Ji<bi7 (b) (65)
Si={Di,Pi
Furthermore, if the mobile is connected to tHeBS, i.e.b; = [, | € B, then the optimal power
level is given by

1 1 A
_ Z haD. 2) if Z hans vt 42
pilbi=1,¢) =4 A Lha ( i MtPs 0T ) s BT < Lhy 7

0, else

(6.6)

We note that, given a specific BS, the user’s optimizatioml@m admits a unique solution (power
level), although it may be a boundary solution. The nonneigpabf the power vector); > 0 , Vi)

is an inherent physical constraint of the model. We refebf)} for details on the boundary analysis
and conditions for an inner solution.

The reaction function (6.5) is the optimal response of ther g the varying parameters in
the model. It depends not only on the user-specific parasékerd;, \;, andh; but also on the
network parameterf, and total power level received at the B&= b;) to which the mobile is
connectede.Vi1 h;ip;. Each BS provides the user total received power level usiaglownlink.
We refer to [52] as well as Chapter 4 for communication caists and effects.
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6.3 Study of the Nash Equilibrium

The NE in the context of the hybrid power control game is defiag a set of actions consisting
of the BS choicé*, power levelg*, and corresponding set of costs of users with the property
that no user in the system can benefit by modifying its actibileathe other players keep theirs
fixed. Mathematically speaking, the vector of user actishs= (3*, ¢*), is in NE whens; of
anyi'" user is the solution to the following optimization probleiem the equilibrium actions of
other mobiless* ,:

min J;(s;,87;). (6.7)

We have shown in [52] that once mobiles make the decision oodd&ections, the power control
game admits a unique NE under certain conditions. In theithyimwer control game defined,
however, it is not possible to establish the existence oguemness of NE solution analytically.
Therefore, we resort to numerical methods aaddomized algorithm§d4, 95] stand out as a
useful tool for numerical analysis [38].

6.3.1 Randomized algorithms and Monte Carlo methods

We utilize randomized algorithms in order to obtain an eatamon the probabilities of existence
and uniqueness of NE solutions in the hybrid power contratgaFollowing the approach in 3,
these probability estimates are obtained both thraagdom samplingr gridding techniques on
the parameter space. In this case, the parameter spacstsafishe locations of the mobiles, user-
specific parameters such asand system parameters such/aando?. For illustrative purposes,
let us call the specific parameter (vector) we are interaatedwhile we keep all other parameters
fixed.

In the case of the random sampling method, the parametesrv@es chosen to be random
with given probability density functiorf,,, having support setS,. We can take, for examplé&,,
to be the hyper-rectangular set

So={a:a; €la;,af],i=1,2,...,M}, (6.8)
and the density functioff, to be uniform on these sets. That is, foe 1,2,..., M,
1 . p— +
S S— if O[ZG[O{Z,O{Z]
Jo =4 ¥ —Q (6.9)
0 otherwise

Then, we generaté/,, independent identically distributed (i.i.d.) vector sdeggfrom the sef,
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according to the density functiofa: at, o?, ..., aNe.

Another method for generating the sample points of the paranis to utilize a gridding tech-
nique on the support s&,. In this case, the samples are generated such that they eméy ev
spaced on the support set. Since this technique providesby miistributed sample set, one might
think that random sampling is not necessary. However, grgdtechniques suffer from a signif-
icant drawback calledurse of dimensionalityThat is, as the dimension of the parameter space
increases, the number of samples required to cover the wth a uniform grid grows exponen-
tially. Therefore, we resort to random sampling methodsmitie dimension of the parameter
space gets large.

Once the sample points are generated using either randoplisgror gridding techniques,
we investigate the existence of NE solutions for each sapql@ or set of parameters. Towards
this end, we construct the indicator function

(o) 1 if the game admits a NE
Q) =
0 otherwise

The estimated probability of existence of a NE is readilyegiby
Pve = Y Z(ah), (6.10)

which is equivalent to

~ _ NNE
pNa Na Y

where Ny is the number of vector samples such that the hybrid gameta@NE. A separate
indicator function can be defined in a similar manner to co@gie probability of having multiple
NE solutions.

In order to obtain a “reliable” probabilistic estimate ifmportant to know how many samples
N, are needed. Let us denote the real probability of existeh@NE by p,. The Chernoff
bound [94] states that for aryc (0, 1) andd € (0, 1) if

1 2
Ny, > —In|{ =
— n(é)’

then, with probability greater thah— §, we have|py, — p.| < €. Note that, this is a problem
independent explicit bound which can be compuguiori. We refer to [94,95,106] for a detailed
discussion on this issue.
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6.4 Numerical Analysis

We first investigate the existence and uniqueness of Nashkegum solutions of the hybrid power
control game defined in Section 6.2 numerically on the wa®leetwork described in Section 2.2.1.
Then, we simulate a dynamic power update and BS assignmesringcfor mobiles.

6.4.1 Existence and uniqueness of NE

In order to be able to visualize (some of) the results we stifinta one-dimensional (1-D) network
model where both mobiles and BSs are located along a lindhoAgth we consider this model
only for illustrative purposes it can also be interpreteduoh a way that mobiles staying on a road
connect to BSs located at the road side. In the first simulati@ analyze two mobiles on a 1-D
network of two BSs. The system and user parameters are cheges 128, 0 = o3 = 0.1, and

A1 = Ay = 0.1. The mobiles are located using a gridding method such tlwdt s@mple point is
evenly spaced with a distance®125. The locations of the two BSs are chosen t@)ldeand1.5,
respectively. Figure 6.1(a) depicts the projected locatiof the mobiles and BSs where the game
admits a unique or multiple NE. We observe that the game adaninique NE in all cases except
from a single location where both BSs are “equidistant” rmtz of SIR levels.

We repeat the analysis above with three mobiles instead @btwthe same network. While
the game admits a NE in all of th&913 sample points, there a9 points with multiple NE
corresponding to a percentageddf9%. Multiple NE solutions occur again at specific (symmetric)
locations as shown in Figure 6.1(b).
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Figure 6.1: (a) Projected locations of two mobiles on a 2B3 detwork where the game admits
a NE. (b) Locations of 3 mobiles on a 2BS 1-D network where tmagadmits multiple NE.
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Figure 6.2: (a) Percentage of mobile locations with mu#tiNE solutions for different values of
L. (b) Percentage of mobile locations with multiple NE saas for different values of? ando?.

We now investigate the effect of system and user parametetfeed\NE solutions of the hybrid
power control game. We first vaidy by choosing its values from the sgi4, 128, 192, 256}. For
each value of., 4913 location points are generated on a grid with sample distah0e25. It is
observed that the game admits a NE in all instances. Themqtageof samples with multiple NE,
on the other hand, are shown in Figure 6.2(a). Next, wé setl 28 and vary the background noise
at the BSs such that?, 02 € {0.1, 0.5, 1, 2}. Figure 6.2(b) depicts the percentage of multiple
NE whereas there is again at least one NE solution in all caskesfinally investigate the effect
of pricing parameters;, \, while settingo? = ¢2 = 0.1 and\3 = 0.1. The results are shown
in Figure 6.3(a). Analyzing the individual cases of the gadmitting multiple NE, we conclude
that a high percentage of multiple solutions is partly a ltesfuone or more mobiles transmitting
with zero NE power due to high prices. In other words, althotlgese cases technically consti-
tute multiple NE solutions, they do not play a significanterol practice. We refer to [52] for a
discussion on the relationship between prices and (saftjssion control.

We observe that the simulations conducted using griddictgiigues yield somewhat distorted
results in terms of multiple NE solutions due to the inhetatttce structure which exhibits spe-
cific symmetry properties. Therefore, we repeat the amaisove with samples generated using
random sampling methods. The locations of the mobiles assezhrandomly with uniform dis-
tribution on the support set defined by the boundaries of gteaork. We repeat the first three
simulations with1000 randomly generated location points. In accordance withdikeussion
in Section 6.3.1,1000 sample points guarantee that our estimates on the pereeafage ex-
istence and uniqueness of NE solutions are accurate witkir6% with a probability of at least
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1—3§ = 0.998. In other words Probability (|py — p| < 0.06) > 0.998, wherepy andp denote the
estimated and real probabilities of the analyzed propesspectively. In all of these three simula-
tions we observe that the game admits a uniqgue NE Wity estimated probability. Hence, the
probability of having a unique NE solution i#% of the possible configurations is at le@s198.
This clearly indicates that multiple NE solutions are obéal only at very specific symmetric con-
figurations, which coincide with the lattice structure of gjridding techniques. Figure 6.3(b), on
the other hand, shows the effect of varying pricing pararsete A\, where); = 0.1. We note an
overall decrease in the number of instances of the problammwiltiple NE solutions due to the
random nature of samples.
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Figure 6.3: (a) Percentage of mobile locations with mu#tiNE solutions for different values of
A1 and\,. (b) Percentage of mobile locations with multiple NE salas for different values of
A1 and\s.

Next, we consider a more realistic two-dimensional (2-Dielgss network model. The pre-
vious simulations are repeated on the 2-D network againgusindom sampling. We observe
that almost all of the results are comparable with the ongb®ni-D network. Figure 6.4 depicts
the effect of pricing varying pricing parametexs, A\, with A3 = 0.1. Finally, we investigate the
existence and uniqueness of NE on a network of three BSs withrhobiles. The hybrid game
admits a unique NE solution in all instances consideredcespnding to a probability estimate of
100%. A subset ofl000 randomly generated location points of two of the mobiles laadtions
of the BSs are depicted in Figure 6.5(a).
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Figure 6.4: Percentage of mobile locations with multiple $dtutions for different values of;
and); on a 2-D wireless network.

6.4.2 System dynamics and convergence

We simulate a joint power update and BS assignment scheraef@r wireless network consisting
of four BSs and arbitrarily place2h mobiles. The system parameters are choseh-asl28 and
o? = 0.1 VI. Locations of BSs and mobiles are shown in Figure 6.5(b).

In order to minimize its cost function (6.7), thi& mobile chooses the BS that maximizes its
SIR level and updates its transmission power level usingliperithm (6.6) such that

wheren denotes the time, and BS choice of mohile b; = [. In addition, through a projection
operation it is ensured thﬁi") > 0 Vi, n. Figures 6.6(a) and (b) depict the evolution of the power
and SIR levels of the mobiles. We repeat the same simulati@revthe mobiles connect only to
the nearest BS and update their power levels. The sums offhke&ls achieved by the users in
both cases are compared in Figure 6.7. Clearly, the additioredom of BS choice, and hence,
the hybrid power control game provides an improvement ogkassical” noncooperative power
control.
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Locations of Mobiles and BSs on a 2-D Network
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Figure 6.5: (a) Randomly generated locations of two molles: 2-D wireless network witB
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BSs. (b) Locations of base stations and mobiles for dynammalations.
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Figure 6.6: (a) Power levels of mobiles with respect to tiri®. SIR values of mobiles (in dB)
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Figure 6.7: Sums of the SIR values of mobiles (in dB) with extpo time for power control with
nearest BS choice and hybrid power control scheme.

6.5 A Team Optimization Approach to Power Control for
Multicell CDMA Wireless Networks

In this section, we consider a multicell CDMA wireless netkonodel similar to the one
described in 6.1, where the wireless network consists ot a&se= {1,..., K} of cells, with
the set of users in cellbeing M, := {1,...,M;}, | € L, and the set of all users is defined as
M = |J, M, with cardinality M. Unlike in Section 6.1 and similar to the models in Chapters 4
and 5, however, we assume that users connect to the BS witbasiechannel attenuation within
the network, where the BS with least channel attenuatioresponds to the nearest BS of a mobile.

We formulate the power control problem as one of team opttion where each mobile
attains its individual fixed target SIR level;, while optimizing its transmission power level and
respecting quality of service (QoS) constraints of otharsis This formulation, which we refer
to as thecentralized problemaddresses two main issues while ensuring that mobilegaehi
QoS targets. First, it reduces the overall interferenceeighboring cells, which is of particular
importance for frequency reuse in a multicell network. 3ekadt reduces the battery usage of
mobiles according to their individual preferences. Define- [p;,ps,...,py| as the vector of
mobile power levels. In addition, we defige = [pi,...,py;]| @s the vector of mobile power
levels in celll € £ andx; = [zy;, za, . .., ) @S the vector of received power levels at tie
BS. We establish in this section that the centralized prablg(¢) = 7; Vi € M, admits a unique
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solution,¢*.

One of the main objectives of this paper is to study decdané&@lpower control schemes.
Therefore, we relax the centralized problem to a constdaieam optimization problem, which
will be referred to as theystem problenn the remainder of the paper. Lé%(p;) be theit”
mobile’s individual cost function which we assume to bec#lyiconvex and continuously dif-
ferentiable. This cost function can be defined, for examguethe difference between a convex
increasing cost on mobile’s transmission power (batteaga$and a strictly concave utility-like
function representing its willingness to increase trassion power with the aim of attaining better
QoS. Then, the system problem is

M
m(;nz Cz(pz) such thatYZ 2 ’71'7 0 S Di S Pmaz Vi € Mv (611)

i=1

wherey; is it mobile’s target SIR ang,,..,, is defined as a finite but sufficiently large upper bound
onp; Vi, so that the solution to (6.11) does not hit= p,,... for anyi. We note that this system
problem is more general than the one in [61], which studiesgiecial case @f;(p;) being strictly
increasing irp; for all .

It is convenient to rewrite the set of conditions> 4;,7 = 1,2,..., M, in terms of received
power levels at each BS and in matrix form. Define Migx M matrix

_ B
hll _hQIE . M1
_ L L _
—h1Ys b o —haae
A = L 2 L (6.12)
—huYsv,  —havum, o 3
L L Mit MyxM
and the matrix4 as the vertical concatenation of tbg, | = 1,2,..., K, matrices, A =

[AT - Af(]T, where[X]T denotes the transpose of the matkix Define also the vector
_ _ T
B = Mo} /L, ..., amor/L]" .

and the vectop := [y, (o, . . ., ﬁK]T. Thus, the system problem is formulated by

M
min C;i(p;), such that
i ; (p:)

6.13
gﬁEQ::{ngRM:AgbZﬁ,and ( )

0 < pi < Praz Vi € M}.
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Lemma 6.1 Let() be nonempty. Then, the system problem (6.13) is a striatlyesooptimization
problem with a convex, compact constraint set, and hencetadmnique global minimum.

Proof. The objective functio@ﬁ 1 Ci(pi) is clearly strictly convex in its arguments due to strict
convexity ofC; with respect tg; for all i € M. We now establish the convexity and compactness
of the constraint sef2. Let row;(X) denote the row of the matrixX. First, note that? is
bounded by definition due 1 < ¢ < p,.... IN addition, it is closed since it consists of intersec-
tion of half-spacesyow;(A)) ¢ > by Vi = 1,2,...,M;, VI € £, which include their respective
separating hyperplanes, and the closed)séty < p,.... Thus, the constraint set of the problem,
Q, is compact. Finally, following a similar argument it is gde see that it is also convex, being
the intersection of convex sets. O

We next derive a set of necessary and sufficient conditiodgmuwhich(2 is nonempty and
thus there exists a feasible solution to the system probieh3).

Lemma 6.2 Let

Y
me= Y I (6.14)
Py L+ Y

If n, < 1VI € L, then withp,,., picked sufficiently large2 is nonempty. In particular, eveny
satisfyingA;p; > b; also satisfiep;, > 0. If n; > 1 for some € L, then( is empty.

Proof. We first rewriteA;p; > b, asA,z; > b, wherez;, := hapa, and

I o 1+ 3 0 0 1 1
: 0
—x_n 0 0 142 TR
Next, dividing theith row of this matrix byl + % for eachi = 1, --- ., we note thatd;z; > b, is
equivalent to
Az > by (6.15)
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whereb; := b;/(1+ %) and

B ’71 ’71 L. ,}/1 T
i L4+ L+
Y2 V2 2
Aj=1—-| L+7 L+% L+ |, (6.16)
i ol i
L L+% L+ L+
=T

To show thaft2 is nonempty wher, < 1, we note that the nonnegative matfixdefined above has
eigenvaluego0, - - - , 0,7}, and thus, spectral radiys This means that, if; < 1, thend, = I -7,
is a nonsingulaM-Matrix as defined in [107, Chapter 6]. It follows from charactei@at(Nsg)
in [107, Chapter 6] of nonsingular M-matrices thit:, > b, > 0 impliesz, > 0. This proves that
everyp, satisfyingA;p, > b, also satisfieg; > 0, and thus{2 is nonempty.

To prove that if, > 1 then() is empty, we proceed with a contradiction argument. Suppose
to the contrary, thaf2 is nonempty; that is, there existg > 0 such thatd,z; > b,. Because
each entry of is strictly positive (3, >> 0 in the notation of [107]) this means that > 0 and
Ayz; > 0. From characterization4J) in [L07, Chapter 6], this leads to the conclusion thais a
nonsingular M-matrix, which contradictg > 1. O

We now combine the results of Lemmas 6.1 and 6.2 in the fofigwheorem.

Theorem 6.1 Let ~
> - <1vieL (6.17)
ey BT

Then, withp,,.... picked sufficiently large) is nonempty, and there exists a unique positive solution,

¢*, to the system problem (6.13), which has the propertyghat p,,q. Vi.

The condition in Theorem 6.1 provides an upper bound on theeeable target SIR levels as
well as for the number of mobiles in a given cell, and henceyides a soft capacity constraint for
the underlying CDMA system. Consequently, we will utilizendition (6.17) as a guideline for
the admission control scheme based on soft constraintciioges.7.

6.5.1 User and network problems

We have already established that there exists an optimali®ok)* to (6.13) under the condi-
tions (6.17), the cost functions are strictly convex, areldbnstraints are linear. Then, it readily
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follows [81, p. 310] that there exist Lagrange multipliect@s\, v, andx_;, such that* mini-
mizes the following Lagrangian function oV :

L(g, \ v, x) = > Cilpi) = N (Ad — B) + "6 + %" (6 — Prmar), (6.18)

ieM

and sincel. is differentiable,
V¢L(¢*, )\, v, X_i) =0. (619)

Furthermore, since,,., was taken to be sufficiently large, and any feasible solusqguositive
under (6.17), bothv andx_; are zero. Moreover, the Lagrange multipliers unique, since the
matrix A is full rank (and in fact invertible).

Let us introduce the vectag := A”\. Since AT Ap = ¢T AT\ = ¢Tq, the Lagrangian
in (6.18) can be rewritten as(¢, \, v,x_;) = >, [Ci(pi) — qipi] + AT 3. Then, (6.19) is equiv-

alent to
OL(¢*, \) _ dC;(p;)

p; dpi
A noteworthy fact is that the set of constraipt® > (5 ensure positivity of*, which follows
directly from Theorem 6.1.

—qi=0,i=1,2,...,M.

Remark 6.1 We note that if the functiofi;(p;) is chosen to be strictly increasing for allthen the
solution of the system problep simultaneously solves the centralized problefty*) = 7; Vi €
M, under (6.17), and is given by

2 *
o + hwp .
pi = : ZWM’ k Vie M,

ha(1+ L/%) [1 = S jens /(L + )

wherel denotes the BS to whi¢it mobile is connected.

Having thus established the existence of a centralizedisnlto the system problem (6.13),
our goal is now to find a decentralized power control algomitihat solves the system problem.
As the first step in this direction, we decompose the systeshlpm into aUser, problem for
thei'" user and aNetworkproblem by defining; := p;q; Vi, whereg; = row;(AT)\ and\ is the
Lagrangian multiplier vector in (6.18). Following the appch in [12] in the context of congestion
control, we define

User, : min,, Cy(r;/q;) — 15, 7, >0, and

: (6.20)
Network : ming >, , —rilog(p;), ¢ € Q.

Mobile i solves its own convekIser; problem to obtain = ¢, (C/)~*(¢;). The Lagrangian for

7

the network problem (which is another convex optimizatiooigem on(?) is given byE(gb, W) =
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> iear —Tilog(pi) + 1" (A — 8). Using the same reasoning as in the system problem
OL(¢*, 1) /Op; = 0, Vi, which in turn leads tg = AT . Using the full rank property of4, it
follows from the definition ofy thaty = A. From [12] and Theorem 2 in [11] it is known that there
always exist vectors, r, andq satisfyingp; = r;/q; Vi, such that; solves the Userand¢ solves
the Network problems. Thus, the vectors the unique solution of the original system problem.

6.6 A Relaxation of the System Problem and System
Dynamics

Although the user and the network problems (6.20) are todestat would be difficult to im-
plement a solution in any centralized manner [12]. Furtlteeemthere is the need to devise a
decentralized power control scheme which will operate undgous communication constraints
limiting the flow of control information between the mobilasd the BSs. In order to circumvent
these difficulties we consider a relaxation of the systenblera (6.13) by defining appropriate
penalty functions. Then, we study two distributed algan#h(primal and dual) and show that they
converge to the unique solution of the relaxed system pnoplehich is arbitrarily close to the
solution of the original problem.

Let us define the penalty or barrier functign, corresponding to the constraiwtv;(.A)¢ > f;
as

pi(x_i) = f(Bi —x_3;), (6.21)

where the scalar functiofi(¢) is nondecreasing and continuous in its argunfemind attains the
value( if 6 < 0. We note that an alternative penalty functigncan be defined in terms of SIR
levelsp;(¢) := f(3: — vi(¢)). The objective function based on penalty functigns’i € M is
defined as
row; (A)¢p
VO =3 G- [ pbeadxe (6.22)
1EM bi

It is straightforward to show that (¢) is strictly convex inp; for all i. We next define the relaxed
system problem

gl;gl V(). (6.23)

By an appropriate choice of penalty functions, the uniquetgm of (6.23) approximates the so-
lution of the system problem (6.13) arbitrarily close, whis strictly positive under the conditions
of Theorem 6.1. For example, let the functi(¥) in (6.21) be defined ag(d) := [0 + ] /<2,

where the functionz]™ mapsx to zero ifxr < 0. Then, as — 0, the relaxed system problem
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approximates the solution of the system problem arbitradibse [12]. For details on a similar
relaxation of the system problem in a different context wierreo [9].

6.6.1 The primal power update algorithm

We define the primal power update algorithm as

S @ S _8Ci(29z‘)
pi= i ,

"'_Qi)ai:l,Q,...,M and
(6.24)

q(¢) = ATp(Ag),

wherep; is defined in (6.21)x; > 0 is the user-specific step-size constant, apdo) is defined as
p(A®) = [p1(row1(A)d), pa(rows(A)), . .., pm(rown(A)é)]. The primal power update algo-
rithm enables us to implement a distributed power updateraeh Here, mobiles vary their power
levels as described byin (6.24) while the BS calculates the vecitgifrom the received power
levels and mobile preferences and feeds this informatiak bathe mobiles. Other distributed
schemes and further analysis on the communication contgrean be found in [56]. We present
here a stability result for the primal algorithm.

Theorem 6.2 The primal power update algorithm (6.24) admits a uniqueildgium ¢* that

solves the relaxed system problem (6.23). Furthermore gltabally asymptotically stable.

Proof. It is straightforward to see that the unique equilibriummaif the set of differential equa-
tions (6.24) corresponds to the unique minimum of the cofwegtion (6.22):

8V(¢) o 8@(]%’) , _
Op; B Op; - ql(@ =0

= p; = (C)) 7 (a("))-

Hence, the primal algorithm solves the relaxed system probNote by definition op, that

row; (A)¢
lim Z/ pi(x_;)dx_; — 00, Vi € M,
pi_)ooieM bi
and hence,

lim V(¢) — oo, Vi € M.

p;i— 00
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Therefore, the functiof’(¢) is strictly convex by Lemma 3.2 in [9] and constitutes a Lyapu
function for system (6.24), which yields, for all# ¢*,

Vo) = 2 =S T -3 (P ) <o

Thus, the primal power update algorithm (6.24) is globaflyraptotically stable. For an analysis
parallel to this, we refer to Theorem 3.4 in [9]. O

-l
Rl

Base Station I1 L

Figure 6.8: The primal update algorithm is representedrmseof a forward and a feedback blocks
within the passivity framework.

6.6.2 A passivity approach to system stability and robustnes

We next utilize a passivity approach to analyze stability eobustness of the primal power update
algorithm. Let us study the system (6.24) by decomposingat forward and feedback blocks as
depicted in Figure 6.8, wheng:= A ¢. In this representation, the forward block corresponds to
the mobiles and the feedback path corresponds to the basmstfgorithm in (6.24). We then
have the following result:

Theorem 6.3 Consider the feedback system (6.24) represented as ind=@&. The forward
system fron{g — ¢*) to p, and the return system frogto (¢ — ¢*) are both passive. Thus, the
system is globally asymptotically stable.
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Proof. For the forward system, we let

Vilp—p") =Y ((Ci(p) = C:(p}) — & (i — 1))

i

whereV; (0) = 0. The derivative of each componentigf with respect tg; is

Vi _ dCi(p) _ .
p; B dp; ¢
which, when set to zero, has the unique solutiom atp*. Because the second derivative is

)

0*V
W; =CY () >0,
we conclude that; is a positive definite function.
Next, we note that the derivative df is

. dC; (Pz) £\
= ZZ: ( dp; i)
dC; (ps . o
= Z (% - Qi) Pi+ (@ — q) P (6.25)
dC; (p; dC; (p; * .
= (A_Qi)[(<_&+%‘) + (¢ — ) b
i dpi dpi i

Because the first term is negative definite, as can be showntfre uniqueness of the equilibrium
p* and the discussion in Appendix C in [57], the forward systeomf(q — ¢*) to p is passive.
Now consider the return system, and let

Valy—v) =3 - [ e — T ) (6.26

whereV; (0) = 0, V5 (0) = — (f (y) = f (¥*)],=,- = 0, @andV?V, = —f"(y) > 0, soVz is a
non-negative definite function. This return system frpto (¢ — ¢*) is passive since
Vo= =(f W)= f)Ni=—(p—p)0 (6.27)

We can now us& = V; + V5 as a Lyapunov function and obtain

: dC; (pi) dC; (pi)
< — q; - .
() (0
The right-hand side is negative definite, as can be shown fhrenuniqueness of equilibriupt
and the discussion in Appendix C in [57]. We thus concludé thas globally asymptotically
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stable. O

The passivity framework enables robustness to be direadyyaed in the nonlinear system
context. First, consider the disturbanegsandd, as shown in Figure 6.8. Using the storage
functions from Theorems 1 and 2 in [108], tlig stability (i.e., if ¢, andd, are L, signals,

(J57 Ids]" dt) 1/1’ < oo, then all internal signals within the loop are algg, p € [1,oc]) and
robustness with respect to delay$ 4nd A” in Figure 6.8 replaced by delay operators) can be
achieved in a similar way as in [108]. Also without losing giaiy from (¢ — ¢*) to p in (6.25)
andy to (¢ — ¢*) in (6.27), generalized primal algorithms can be designeidpaojection functions
can be handled as in [57].

6.6.3 The dual power update algorithm

We now study the associated dual problem (6.18), given by

max 3 € ((C) (@) — ali) - (€ aslu)) + 475, (6.28)
T iEM

whereg; is defined ag; := row;(AT)u. The dual power update algorithm is:

,z ki(bi — row; (A)p(1)), ailp) = rowi(AT)p, (6.29)

= (C)Na(w), i=1,2,...,M .

The dual algorithm presented here is similar to the one ilCfapter 3] and is a special case of
the dual algorithm originally presented in [11, 12]. In &duh, it can be interpreted as a gradi-
ent descent algorithm to solve the dual problem (6.29). Tdw theorem is the counterpart of
Theorem 6.2 and states the corresponding results for tHeadyoxithm.

Theorem 6.4 The dual power update algorithm (6.29) admits a unique dayiuim that solves the
dual system problem. Furthermore, it is globally asymgsity stable.

Proof. Itis straightforward to see that the unique equilibriumhaf dual algorithm (6.29) coincides
with the one of (6.28). In addition, the mattikis full rank under the condition (6.17), and hence,
givenq there exists a unique such thaj, = (A”)~1q. The rest of the proof follows directly from
the one of Theorem 3.5 in [9]. For the analysis of stabilitgd ambustness of the algorithm within
the passivity framework, we refer to [108]. O
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The dual algorithm can also be implemented as a distributeepcontrol scheme. As in the
case of the primal algorithm, the BS to which the mobile connected provides the tegn and
the mobile determines its power level in accordance witt296.Hence, the algorithm (6.29) can

be rewritten as
BS : fi; = ki(b; — row;(A)p(1)),
gi(p) == rowi (AT, i =1,2,... M, (6.30)

Mobile : p; = (C]) " H(qi(n)), i = 1,2,..., M,

It is possible to interpret the implementation of the dugbaithm in (6.30) from an economic
perspective. As in [12], one can consider the tegnas pricesto be paid by the mobiles for
creating interference to other mobiles, and hence utdinietwork resources. On the other hand,
the dual network problem (6.28) can be interpreted as onewdnue maximization from the
perspective of the network operator.

Remark 6.2 In a multicell network, each BS provides feedback to (regslaonly the mobiles
within its own cell and implements the relevant portion & #hgorithm described in (6.30). Like-
wise, the mobiles determine their power levels by taking tmé feedback from their own BSs
into account. Nevertheless, our interference model takeacell interference from all of the cells
in the network into account in calculating the SIR levelshaf inobiles. We will further investi-
gate information flow between the BSs in Section 6.8 and préa® schemes to implement the
algorithms presented.

6.7 Principles for Call Admission Control

The capacity of CDMA systems is interference limited. In aNI® system, the performance
for each mobile increases (decreases) as the number ofaaatecreases (increases) [85]. In
addition, the requested SIR threshold levels of mobiled,tence their equilibrium power levels,
significantly affect the capacity of a system which utilizles power control schemes described in
this paper. Therefore, a call admission control (CAC) salehmould take into account both the
number of mobiles and their target SIR levels. We briefly asschere some of the main issues for
developing CAC schemes in systems implementing primal aradlgbwer update algorithms.

We consider a local CAC scheme where each BS (cell) makeslit@mission decisions
individually according to a local criterion. In our case, a&ural criterion is the set of sufficient
conditions (6.17) for the existence of a solution to the eaysproblem. Let; denote the spare
capacity in celll for the incoming (handoff) mobiles from neighboring celSince interrupting
an ongoing transmission is much less desirable than notttwgna call in the first place, opti-
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mization of this value is important. Define the minimum SIRekfor transmission as,,;,. Then,
from (6.17) and given, the maximum number of incoming (handoff) mobiles from néigiting
cells, which the BS can handle, iSViundorr = [ (1 + L/vmin)], Where|-| denotes the floor
function. On the other hand, a new call requesting an SIRskuld of7,,.., is admitted to cell if
the following feasibility condition is satisfied:

L
ﬁnew < — — .
L=0r =2 jem, W/ (L +75)

We note that call-blocking probability for new calls (sess) is inversely proportional tb—
01— jenm, Vil (L+7;) incelll. Similarly, call interruption probability is inversely gportional to
thevalues,, [ = 1,2, ..., K. All of these parameters play a significant role in designimgCAC
schemes which may be posed as an optimization problem. Tdeatbn of network resources to
mobiles starting a new session and determining pricingreels€for the allocation are additional
optimization issues.

(6.31)

6.8 Simulations

We simulate the primal and dual power update schemes in MAI.LPhe wireless network is
similar to the one in [56] and consists ®base stations anth mobiles. We consider for clarity
of presentation a simple channel fading model based on-Eogke path loss. Hence, the channel
gain of thei®” mobile is determined by, = (0.1/d;)*> whered; denotes the distance to the BS, and
the path loss exponent is choserRarresponding to open air path loss. The system parameters
are chosen aé& = 64 ando? = 0.1 for all cells. The mobiles are distributed randomly over
the network. Figure 6.9 depicts the locations of the BSs amdobiles. In order to calculate
the ¢ vector for both the primal and the dual algorithms, each BStbaommunicate with other
BSs the value of thed matrix andyu or p vectors. Clearly, this “full information” case brings an
additional communication overhead to the system. In o@eircumvent this problem we propose
a “low-overhead information” scheme wherés calculated at each BS using only tde matrix
and the vectop (or p) which contains only information on mobiles connected tat #BS. Using
this “approximate” information is justified due to the faeat the channel gain between the BS and
other mobiles is much smaller. Hence, the remaining termstwtequire information exchange
with neighboring BSs can be ignored in calculating ghealues for mobiles in the BS. We note
that better approximations can be achieved if a BS commtesacaith its immediate neighbors
and ignores more distant ones.

We first simulate theprimal power updatalgorithm (6.24) in the full information case. The
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Figure 6.9: Locations of base stations and mobiles.

penalty function (6.21) for mobiléis chosen to be; = 1000(b; — (A¢);)* if b; > (Ag); and
zero otherwise.The fixed step-size of the update algorighm+ 0.2. The cost function of thé”
mobile is the difference between its cost on battery usaggctwis quadratic and proportional to
the channel gain of the mobile, since distant mobiles (tdBiBEneed higher transmission powers)
and a logarithmic function of its transmission power lev&l{p;) = 5 - 1073h;p? — 10~*log(p;).
We arbitrarily define the target SIR levels of half of the mebias10 dB and of the other half as
7 dB. The power levels and SIR values of mobiles for the dunatibthe simulation are shown
in Figures 6.10(a) and 6.10(b), respectively. We obseraettie power levels converge to their
respective equilibrium points and the SIR values are diighigher than the target values. This
is due to the logarithmic terms in the cost functions of thébites representing the willingness
to achieve higher than target SIR levels by increasing tmestmission power as long as all users
reach their target SIR levels. Note that, if these addiliterans are not part of the cost functions
as itis the case in [61], then we observe that the final SIRegatd mobiles are very close to their
respective target levels.

Next, we simulate thdual power updatalgorithm (6.29) using both the full and low-overhead
information schemes. Here, the cost function onithenobile’s battery usage is given l6(p;) =
hip? — log(p;). Figures 6.11(a) and (b) depict the power and SIR values dfileofor the full
information case. We observe that the power levels hereergavfaster than the ones in the
primal algorithm. The difference in the equilibrium powewr¢ls of dual and primal algorithms
is due to the difference in the cost parameter. Finally, the dlgorithm is simulated using the
low-overhead information scheme. From Figures 6.12(a)aab#(b) we conclude that the results
are similar to those in the full information case.
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Figure 6.10: (a) Power levels of mobiles with respect to tirfii SIR values of mobiles (in dB)
with respect to time.
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Figure 6.11: (a) Power levels of mobiles with respect to t{fa# information). (b) SIR values of
mobiles (in dB) with respect to time (full information).
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Figure 6.12: (a) Power levels of mobiles with respect to t{apgproximate information). (b) SIR
values of mobiles (in dB) with respect to time (approximat®imation).

6.9 Conclusions

In the first half of this chapter, we have studied a hybrid maperative game motivated by the
practical problem of joint power control and BS assignmer@DMA wireless data networks, and
have extended the noncooperative game theoretic approashrped in previous chapters. We
have investigated the existence and uniqueness of pure N&oss numerically using random-
ized algorithms, where we have utilized both gridding teghas and random sampling. We have
also simulated a dynamic BS assignment and power updatensct&@mulation results show that
the power levels and SIR values of the users converge toréspective equilibrium points. Fur-
thermore, the hybrid power control game has a distinct adggnover “classical’” noncooperative
power control algorithms in terms aggregate SIR levelsinbthby all users (for most parameter
values and configurations). A possible extension of thelteguthis section would involve ana-
lytical and further numerical investigation of NE propegtias well as convergence characteristics
of the joint power update and BS assignment scheme.

In the second half of the chapter, we have defined power dantmulticell CDMA wire-
less networks as a team optimization problem, which admiteigue optimum solution under
certain conditions. Using a Lagrangian relaxation apdncamilar to [11, 12] we have obtained
two decentralized dynamic power control algorithms: ptiarad dual power update, and have
established their global stability utilizing both clasdityapunov theory and the passivity frame-
work [57]. Furthermore, we have discussed briefly some ob#msec principles of call admission
control from the perspective of this paper. Finally, the posontrol schemes proposed are imple-
mented and studied numerically through MATLAB simulations
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CHAPTER 7

A GAME THEORETIC APPROACH TO DECISION AND
ANALYSIS IN NETWORK INTRUSION DETECTION

In this chapter we investigate the basic decision and aisafyscesses involved in information
security and intrusion detection, as well as possible ushgame theory for developing a formal
decision and control framework. We develop a generic mantetiistributed IDSs by defining a
network of sensors, and propose two simple, flexible, ang-easnplement schemes utilizing
both cooperative and noncooperative game theoretic ctsi¢epr/8]. In Section 7.1, common
trade-offs in information security, attack detection t@cfues, and application of game theory to
intrusion detection are investigated. We introduce a gdmmeretic framework for distributed IDSs
and two schemes making use of game theoretic concepts im®&c2, which is followed by the
concluding remarks of Section 7.5.

7.1 Decision and Analysis Process in an Intrusion Detection
System

Intrusion detection includes monitoring, analysis, argponse processes of intrusion events oc-
curring in a networked system. Intrusions can be describedeacompromise of the confidential-
ity, integrity, and availability of the system [67]. Detant and analysis of intrusions is followed
by the response, which can vary from a simple alarm to alerattministrator to automatic recon-
figuration of the system to prevent further damage. The amglgetection, and response actions
in an IDS can be investigated as a decision and control garadiGame theory provides a suit-
able framework and the much needed formal decision anda@an&chanisms for modeling and
development of these processes. In addition, a related tdmterest is the organization and rep-
resentation of IDS data (e.g. attack signatures, deteaties, preferences of the network owner,
etc.), which plays a crucial role in the operation of an IDS.
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7.1.1 Trade-offs in network security

There are several common trade-offs in designing a secsygtem whether it is a simple me-
chanical door-lock protecting a house or a large-scaleibliged IDS. A basic trade-off is the one
between security risk and ease of access: The more a syspgotested by security mechanisms
the more difficult it becomes to access it, hence less coamgrand vice versa. A simple real-life
example is keeping a frequently used door locked agaimnstdats versus leaving it unlocked as a
security hole. Similarly, in the context of computer netlgrusers want to access data easily and
instantly while expecting the sensitive data to be prott@tem unauthorized access. Obviously,
achieving the latter requires sacrificing some of the comrexe of the former by deploying and
maintaining authentication and security mechanisms batwlee user and the sensitive data. A re-
lated trade-off is the overhead caused by the IDS or by o#mirrgy systems like firewalls to the
networked system. Deploying intrusion-detection mec$rasilike packet filters, log analyzers,
etc. have a cost in terms of system resources (bandwidthpnye@PU time). Figure 7.1 depicts
these trade-offs in graphic form.

A A
High Overhead Convenience 100 | Missed intrusions False alarms

R ate
(in %)

Low 0 _
: = Low High B
Low Security Risk High Detection Sensitivity 9

Figure 7.1: A visualization of basic trade-offs in netwodcarity.

A basic performance criterion for any intrusion detectigatem is the false alarm rate. There
exists a trade-off between the reduction in the false alat® by decreasing the system sensi-
tivity and the increase in the rate of undetected intrusi@e® Figure 7.1). Clearly, on either
extreme the IDS becomes totally ineffective. Therefore, DS should satisfy some upper and
lower bounds on false alarm rate and undetected intrusicewding to the specifications of the
deployed network. Finally, in distributed IDSs with soft@aagents there exists the question of
how autonomous the agents should be. The robustness of dateipplecentralized decision pro-
cess has to be weighed against the communication overheaedyethe agents and the processing
overhead of individual agent programs.

All these trade-offs, among others, have to be taken intowatan the design and deployment
of an IDS. Furthermore, the decision and analysis mechanidrthe IDS should be scalable and
flexible enough to allow configuration for the specific netkvat hand.
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7.1.2 Detection of security attacks

Several different approaches have been proposed for ohef@atrusions. A currently widely used
method is to check monitored events (packets in the netviogkfiles, etc.) against a known list
of security attack (exploit) signatures. This approachthasadvantage of enjoying a relatively
small false alarm rate and ease of implementation. The disddges are the need to maintain
and update the attack signature database, and the resttictietection of only the known attacks
documented in the database. Recent studies [68, 109] hapeg®ed attack trees and profiles
as a means to characterize network security attacks in atsted and reusable form. These
information structures are also useful in detecting moganized multistep attacks.

An alternative approach is trenomaly detectionwhere changes in the patterns of nominal
usage or behavior of the system are detected [71]. Althohighapproach increases the proba-
bility of detecting undocumented new attacks it is diffidaltimplement, and has often a higher
false alarm rate. Among various schemes proposed for ayate#dction are the ones mimicking
immune-systems, which have recently been a topic of int§tée, 111].

In either approaches, IDS relies on an established infooméatse to detect attacks or distin-
guish anomalies, which may be security breaches. Theredamzessful design, operation, and
maintenance of a database containing attack signatureaddtaominal operating characteristics
of the networked system is crucial for an efficient operatbthe IDS.

7.1.3 Application of game theory to intrusion detection

Each of the basic network trade-offs mentioned in the Sestib1.1 can be posed as resource-
allocation problems. It is difficult, however, to quantifgdasolve these problems using classical
optimization methods. Another issue is the interpretatibthe incoming data from various de-
tection mechanisms in the network. A significant shortcap@hthe current IDSs is the lack of a
unifying mathematical framework to put the pieces into espective. Game theory can provide
a basis for development of formal decision and control meigimas for intrusion detection as de-
picted in Figure 7.2. Specifically, game theoretic models loa used to address issues like the
following:

e Interpreting and efficiently using huge amounts of inpuadetm various detection mecha-
nisms containing a significant percentage of false alarms.

e Modeling and estimating the real intent and the target ofttacker in a large system by
using additional information like context, history, etc.

e Reconfiguring the security system given the severity ofcktaand making decisions on
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trade-offs like increasing security versus increasingesysoverhead or decreasing effi-

ciency.

e Deciding on where to allocate or reallocate limited resesitia real time to detect significant
threats to vital subsystems in a large networked system.

¢ Analyzing of and modeling the interaction between diffétgpes of detection schemes.

e Modeling, developing, and analyzing distributed decisam control schemes using au-

tonomous software agents.

GAME THEORY

2-Person vs. N—-person
Zero—sum vs. Nonzero—sut
Cooperative vs.
Noncooperative

Finite vs. Infinite

Min—-max strategy

Intrusion Detection
System

Other

Methods

ANALYSIS
DECISION
RESPONSE

|

SENSORS for
Intrusion/Anomaly

Detection
Pattern Signature Neural
Recognition Matching Networks

Figure 7.2: The role of game theory in intrusion detection.

Min-max optimization, dynamic noncooperative games, araperative games are applicable
to resource allocation and risk management problems meadiabove. Furthermor&l-player
(non)cooperative game theory can also be used to modelogeand organize software agents as
a scalable, distributed decision and control system fousmn detection.

7.2 A Game Theoretic Framework

We construct two game theoretic schemes to address some adfsies in Section 7.1. While
the foremost goal of the first scheme is simplicity and edseiplementation, the second scheme
models and analyzes attacker and IDS behavior within a ®vegm, non-zero-sum, noncoop-

erative game framework. We also note that both schemes aibléleand can be implemented

regardless of the underlying architecture.
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7.2.1 The model

We consider a distributed IDS with a network of sensérs= {s1, $2, - . . , Smaz }» Which we call
as avirtual sensor networkn order to distinguish it from physical sensor netwotké virtual
sensor is defined as an autonomous software agent that msothito system and collects data
for detection purposes [112]. These sensors report pessiblusions or anomalies occurring
in a subsystem of a large network using a specific technidggesiignature comparison, pattern
detection, statistical analysis, etc. The system moritdne the IDS can be represented as a
set of subsystemg, = {t1,ts, ..., tmaz }» Which may be targeted by an attacker. We note that
these subsystems could be actual computer programs orgbdhts network, as well as abstract
processes distributed over multiple hosts. Define {I;, I, ..., ... } as the set of documented
threats and detectable anomalies, which may indicate a@gp@gstrusion, as well as various types
of possible attacks. Let us associate in this context themeterm “attack” with two specific
attributes: target subsystene 7 and threat or anomaly typee Z. We hence define the set of
attacksA = {aq,as, ..., ay,,. x1,..} &S the cross-product of the sétand7, A := 7 x 7.

Next, let the linear mappin® 4 : S — A describe the relationship between the sensors and
attacks through the system matrix

1, ifsensoi is able to detect attadk

0, ifsensoy is not able to detect attack ’

where: € A andj € S. Finally, it is straightforward to associate real valueiwihe output of
sensors and construct a real-valued sensor output v@cter[d;, ds, . . ., d,,q.]. Thus, we obtain
a quantitative threat value for each attackdna = D - d, wherea := [a1,as, ..., a4, x1,...) IS
a real-valued attack vector. Notice that, due to the linatet of the sensor grid, the attack vector
can reflect only an imperfect and partial profile of a realckta

Finally, we define the system matrik describing the relationship between the sensor output
vector and subsystems as

4 1, if sensor j monitors subsystem i
ij = , . . &
0, if sensorjdoes not monitor subsystem i

wherei € 7 andj € S.

IWe will drop the adjectivevirtual in the rest of the study to simplify the terminology. For gt information on
“virtual” sensors we refer to [112].
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7.2.2 The security warning system for distributed IDS

A large number of false-alarms is a considerable problenrhénworld of IDS deployment [68],
which can be overwhelming for system administrators. Ib asreases the difficulty in managing
an IDS significantly. There is no immediate solution to tHedaalarm problem at the sensor level.
Hence, a new approach is needed for interpreting sensor Wgalevise an easy-to-implement
yet flexible scheme using intrusion warning levels. The sgcwarning system enables IDS to
operate in different modes at each security level, and techveiutomatically between the differ-
ent levels. In addition, it provides the administrator atuiitive overview of the current security
situation in the network.

We make use of the model introduced in Section 7.2.1. DefineZ U {0} = R* U {0}
as a one-to-one function assigning a positive real numbeath element of and f(0) = 0.
Hence, each documented intrusion signature and anomadgasiated with a so-called “security
risk value” quantified with a positive real numbg(7). The functionf can also be defined in such
a way that it assigns security risk values to function clasSeénstead of individual elements of
Z. The security warning system is based on the concepeaidrity level £. We definel security
levels,{li, ..., }, with0 < m; < my < ... < my being the corresponding threshold values.
Given the sensor output vectdr the security level, of the IDS is equal té if the sum of the
security risk values of detected intrusions falls in themaal [m;, m; ]

Lo 0 S0 f(d) < my
lp, if ZZ]\; f(d;) > myp.

Thresholds and security risk values can be assigned andufireel taccording to previous expe-
rience and specifications of the network. It is also posdiblese learning-based techniques to
obtain these values if there is a sufficient amount of pri¢a @& the specific system.

Cooperative game theory provides a suitable frameworkHerdesign and analysis of the
proposed security warning scheme. The sensor outpén be modeled as awperson game
with N := {1,2,..., N} being the set oplayers and each subs@® c N, whered; # 0 Vi € D
is called acoalition[78, p. 213]. Thus, each such subsef\6f(coalition) represents an observed
threat pattern. The aggregate value of the coalition is défas the sum of the security risk values
of the detected threat3, .., f(d;). The security level thresholds determine whether the IDS
security levelC changes or not.

In order to analyze the relative importance of each senstpubuwhich indicates an in-
trusion threat, with respect to others and the effect of tireshold values on security levels,
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we make use of a power index call&hapley valug78]. The Shapley value approach has
been utilized in multiagent coalitions in earlier studi@4d.3], albeit in different contexts. Let
f(C) =30 f(ds), di € I, C C N be the value of theoalition C' with cardinalityc. Then,
the Shapley value of th#" element of the sensor output vector is defined by

60) = Soen N =50y po— i)

(7.2)

= 9(0) == Seen L ().

In determining the effect of thé" sensor output on the’* warning level, however, the formula
simplifies to

(i) =3 (c= 1%7_ DI} (7.3)
CcN
whereC' denotes the “winning” coalitions with .~ f(d;) > my. In this case, the game is said
to besimple Notice that the computational complexity of Shapley vatuef o(2"). Therefore, it
becomes impractical to calculate the exact value for [&fgénstead, we make use of multilinear
extensions to approximate the Shapley valu®agets large [78, p. 296]. Since this approximation
is based on the law of large numbers, it becomes more acasate— oo.

The Shapley value of th&" sensor output indicates the relative security risk valuefgiven
threshold (of a warning level). It hence plays an importate in the analysis and fine tuning of
the warning system for the specific network to be deployedrbyigding a guideline for choosing
security risk valuesf(.), and thresholds of the levels. In the security warning system, each level
can be associated with a different operation mode wheretagen control mechanisms of IDS
behave accordingly. The sensitivity of the agents and ggaueasures in the network (e.qg., fire-
wall configurations, authentication mechanisms) are as®d with the increasing security level.
Therefore, the security-warning scheme addresses théepnaid optimizing some of the network
security trade-offs discussed in Section 7.1.1. A spediicd enechanism and a user interface can
also be incorporated into this scheme to inform administsatA simplified flow chart depicting
principles of the security warning algorithm is given in &ig 7.3.

An illustrative example: Consider a three level security warning system consistingreen
yellow, andred levels with thresholdsn.;.., = 35 andm,.q, = 100. The set of known intru-
sions (and anomalieg) is chosen to be small for illustrative purposes, and theesponding

risk values are{10, 20, 30,40,90}. Based on the sensor configuration, the sensor output vector
isd = [10, 10,10, 20, 20, 30, 30, 30, 40, 40,90, 90]. In order for the system to switch to yellow
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Figure 7.3: A simplified algorithm for the security warningsgem.
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(respectively, red) , sum of the values of observed intnsiwithin a predefined time interval has
to exceed the threshoB (respectively,100). Since cardinality ofl is small, the Shapley values
can be calculated exactly using the formulain (7.3). As pleskin Figure 7.4, the Shapley values
of intrusions with high security risk values are larger foe red threshold than the ones for the
yellow threshold. This indicates that intrusions with higilues play a more significant role than
others for switching to the red level.
We next increase the cardinality dfto 60, and thresholds for yellow and red levelsitband

1000, respectively. In this case, Shapley values are calcukgtedoximately as exact calculation
takes excessive amount of time. The results are similardaqus ones, and shown in Figure 7.5.

Shapley values of intrusions for yellow and red levels
T T T T T T T

Security risk values of intrusions
T T T T T

T T
yellow treshold=35
red treshold=100

security risk value

Figure 7.4: (a) Shapley values for yellow and red levels,@y)decurity risk values are shown for
the sensor output vectdrwith 12 elements.

Shapley values of intrusions for yellow and red levels Security risk values of intrusions
T

T
W yellow treshold=40
I red treshold=200

Shapley value
security risk value

o 10 20 30 0 50 60 ) 10 30
intrusion intrusion

() (b)

Figure 7.5: (a) Shapley values for yellow and red levels, @ydecurity risk values are shown for
the sensor output vectdrwith 60 elements.
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7.2.3 Game theoretic modeling of security attacks

Today'’s intrusion detection architecture is a passivermftion processing paradigm [68]. How-
ever, with the security attacks becoming more frequent apdiisticated, IDSs fail to distinguish
the real intent and target of attackers. In order to acclyradentify the target of an attack, IDS
should be able to process the attack information within deednDeploying a network of sensors
in the system, and through game-theoretic analysis of theoseutput data, one can model an
attacker’s behavior, intent, and target. Furthermore, tduhe flexibility of the model in Sec-
tion 7.2.1 it is possible to capture not only attacks targgespecific portions of the network but
also abstract targets such as processes distributed oWgplenphysical subsystems. In addition
to modeling an attacker’s behavior and intent, the gamerétiedframework may also be used
to analyze and model the IDS’s response process by takingaie security trade-offs in Sec-
tion 7.1.1 into account. The IDS response actions vary fretting a simple alarm to a costly
system reconfiguration, which may involve shutting down saelatively less important services
in the system.

We model the interaction between the attacker and the IDSta®-gperson, non-zero-sum,
single act, finite game with dynamic information. Given tleasor output vectad, we obtain for
each subsysteme 7 a threat levely,, using the system matrid. Hence, we define the threat
level vector as

y = Ad.

The elements of (the set of subsystems) are then grouped into nonoverlgpmiormation sets
according to their respective threat levelginTo simplify the analysis, we assume that the attacker
targets only a single subsystem. Hence, the actions alaiti@the attacker in each information
set is to attack a single subsystem in the set or do nothinighwhdicates a false alarm in related
sensors. We also limit the actions of the IDS to set an alarrarfe target in the information set or
do nothing. Since the IDS can distinguish between inforamegiets but not actions within them, it
is called adynamic information game-igure 7.6 depicts a sample security game, where, and
t3 denote the attacker’s actions of targeting subsystetons3; nt1 andnt2 indicate false alarms
(attacker doing nothing)i1, a2, anda3 represent the IDS’s alarms for respective subsystems; and
nal andna2 denote the IDS choosing not to set an alarm.

We investigate the security game in Figure 7.6 recursivilformation set 1 is the simplest
case, where the attacker either targets subsystent onar does nothings{t) equivalent to a false
alarm. The set of actions of the IDS are either to set the dlarsubsystem onex() or do nothing
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IDS

al nal al nal a2 a3 na2

Figure 7.6: A simple security game with three subsystemswaodnformation sets.

(nal). This portion of the game can be represented by the follg@ir 2 bimatrix game

tl ﬂh —ﬂs tl —Qp Ay,
Matt = ntl| 0 0 Mids = ntl Oy 0 (7.4)
al | nal al |nal

where the entries a¥/;;, (M,s) represent the cost values, and columns (rows) correspotinet t
strategy spaces of the IDS and the attacker, respectivelyvalue—qy, is the gain of the IDS for
detecting the target. On the other hand,anda,, are the IDS’s costs for false alarm and missing
the attack, respectively. The caost represents the detection penalty for the attacker whereas
—fs represents the gain from an undetected intrusion. Notiag &ithough missing an attack is
associated with a cost for the IDS, false alarms cost notiuitige attacker. The parameterand

(3 are always positive unless otherwise stated.

The min-maxor security strategyf a player [1] guarantees a maximum cost, or so called
security levekegardless of the strategy of the opponent. Due to the deteodst of and attack,
Or > 0, the attacker’s security strategy is not to attack at a)| (mhich guarantees an upper bound
on the cost of zero. The IDS’s security strategy, howeveredds on the relative values @f and
o, false alarm and missing (an attack) costsa if> «,, then the IDS chooses not to alarm at
all (na), and ifoy < a,, then the IDS always sets on the alarm (al). We note that theigec
strategies are extremely conservative in this setting garallittle insight into the dynamics of the
game.

We next investigate the existence of an NE in the matrix gafm®.( Clearly, there is no NE
in pure strategies. Therefore, we extend the analysis bgidering mixed strategies of players

177



defined as probability distributions on the space of theie@irategies [1, p.23]. Let and1l — p;
be the probabilities for strategield Y and (:t) of the attacker, respectively. Also lgtand1 — ¢
be the probabilities for strategiesl) and (a) of the IDS. The pailp*, ¢*) is said to constitute
a noncooperative NE solution to the bimatrix gafé,;, M) if the following inequalities are
satisfied:
Pi(Bngt — Bs(L—q7)) < p1(Bugs — Bs(1—¢i)), 0<p <1
Piom + qilar — (o + o + ap)p*] < (7.5)
piom + qilay — (o + o + a)p*], 0< ¢ <1,
where0 < p1, ¢; < 1. The only solution to the set of inequalities in (7.5) cogés the unique
NE of the game, and is given by

Bs
ﬁh + ﬁs‘

Note in (7.6) an interesting, and rather counterintuitieature of NE solution in mixed strategies.
While computing his mixed NE strategy, each player paystte only to the average cost func-
tion of his coplayer, rather than optimizing his own averegst function. Hence, the nature of the
optimization (i.e., minimization or maximization) becosnerelevant in this case [1, p. 86]. The
equilibrium costs of the attackéf’, and the IDSV;_ for this subgame are given by

pi=—Y andg =
! af+ah+am’ !

(7.6)

Vo = [P (1 = pD)I Mgy (1 —¢7)]", andVig, == [p} (1 — p})] Miaslgr (1 —q1)]"

In the context of intrusion detection, we interpret the NE)J7n the following way: The
probability of attacker targeting subsystem ofieat NE point decreases with decreasingsince
the smaller the false alarm cost for the IDS, the more it ifined to set an alarm and catch the
attacker. One can argue that this can be achieved by sdténglarm very frequently as in the
case with current IDSs. However, there &idden costaith this approach like rendering the
IDS practically useless under a flood of false alarms. Snhgjlan increase imy;, anda,, play a
deterrent role for the attacker. On the other hand, the fibtyaof the IDS setting an alarm is
affected by the gain of attacker from a successful intrysiefy,. If 3, > (,, then the IDS is
inclined to set the alarm more frequently. The penalty feratiacker of getting detected may vary
significantly depending on the physical reachability of #ftiacker. If, for example, the attacker
is employed by the same organization he or she tries to iefrineéns; is much larger than the
marginal detection cost of a script-based attack from theratide of the globe.

The parametric analysis is repeated for information set Rignre 7.6. In order to simplify
the analysis we associate the same costs with subsystenativiiree. This game can also be
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represented as3ax 3 bimatrix game given by

2| O | —Ba|—D0s

3 | — — —Bs

M.y, = Ba | —=PBn| =B
n2| 0 0 0

a2 a3 | na2

(7.7)

2| —a,| ag |

M, = 13| ag | —oyp | o
nt2 ay ayf 0

a2 a3 | na2

whereay (5,) is the cost (gain) of a deception for the IDS and the attackspectively. One can
assume that; > «,, andfg; > 3, as alarming a wrong subsystem is more costly for the IDS
than a missed attack, and by deceiving the IDS the attack®rmients security mechanisms of
the system more successfully. L@t p,, and1l — p; — p, be the probabilities for strategie],

(t3), and @t2) of the attacker. Also lef;, ¢», and1 — ¢, — ¢ be the respective probabilities for
strategies(l), (a2), and @a2) of the IDS. The security strategy of the IDS is determinedhsy
relative values oty,, o, anda,, as in the previous case. Furthermore, there is again no NE in
pure strategies. The unique NE solution in mixed stratagiebtained by solving the counterpart
of the set of inequalities (7.6), and is given by

Bs
253 + ﬁh - ﬁd’

af

P =P = e Ty A T == (7.8)
if 64 < B, anday < 2av,, + ay,. Notice that the attack and alarm probabilities for eaclsgstem
is the same due to the same cost structure imposed on themact|ntfis possible to adjust the
cost parameters by taking into account various factorsrékative importance of a subsystem for
the organization, threat levels given the output of sensics The equilibrium probabilities of the
attacker and the IDS strategies have a similar interpogtats the ones in the previous analysis.
The increasing cost of deception for the IDS, however, haanaouraging effect on the attacker.
Given the equilibrium solutions and costs of each bimataxg, the IDS and the attacker

determine their overall strategies. The equilibrium sgstof the IDS,y},,, for example, is given
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On the other hand, the equilibrium strategy of the attackgedds on the equilibrium costs of the
matrix gamesy;, andV,.

The analytical investigation of the security game bringsahle insight to the attacker and the
IDS behavior. In addition, the simplifying assumptions veeémade in order to obtain analytical
results can easily be extended to capture more realistitasos. Thus, the sample game of
Figure 7.6 can be made arbitrarily large. Although incregsiomplexity prevents derivation of a
closed form solution, one can easily solve such games naoatlgriThus the developed framework
can easily be applied to practical cases.

A numerical example: We solve a numerical example using the GAMBIT game theorfyasa
tool [114] to demonstrate the results in Section 7.2.3. Fegu7 shows the example security game
in extensive form. For illustrative purposes, the actioacgs of the players are again limited, and
the cost parameters are chosen as shown in Table 7.1.

Table 7.1: Parameters of the numerical example.

Parameter | ap | aq | o | g | By | Bs | Ba

Value 71100 8 916 |45

In this game, there is no NE solution in pure strategies. dieoto investigate NE in mixed and
behavioral strategies, we associate the probability vecteith actions [(1) (¢2) (¢3) (ntl) (nt2)]
of the attacker and the vectgrwith actions [¢1) (a2) (a3) (nal) (na2)] of the IDS. We obtain
two NE points in behavioral strategies, which are in accocdavith Equations (7.6) and (7.8):

(P, ) = ([0 0.29 0.29 0 0.42], [0 0.44 0.44 0 0.11])
(P35, q3) = ([0.38 0 00.63 0], [0.40 00 0.60 0))

In both cases, the equilibrium cost for the attacker is ZE[p,= 0. Hence, choosing either of the
equilibrium strategies is equivalent for the attacker.
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Figure 7.7: A security game example with negative costs anusg

Finally, we investigate the NEs of the security game in miggdtegies by converting it to
the normal form. Solving the resulting matrix game with GAMBwe obtain18 different NE
points in mixed strategies. Two of these coincide with thedgkitions in behavioral strategies as
expected [1, p. 103]. Thus, the NE points in behavioral etjias characterize the behavior of the
players more clearly, and provide more insight to the uryitgglsystem dynamics.

7.3 The Network Security Game

We investigate the interaction between the attacker(s)tamdDS within a noncooperative non-
zero-sum game model which extends the one in Section 7r2&@idition to the attacker(s) and the
IDS, we introduce the sensor network as a third “fictitioukyer similar to the “nature” player
in standard game theory [1, p. 57]. The strategy of this plapasists of a fixed probability
distribution given a specific attack, and it represents thiput of the sensor network during that
attack. This way, we capture the imperfect conveyance oattaek information to IDS by the
sensors. We now consider, for illustrative and visual@apurposes, a finite version of the security
game, where players have a finite number of available choiaagion. Next, we associate specific
cost functions with the attacker and the IDS in order to gif\awarious security trade-offs and
establish a formal cost-benefit framework.
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7.3.1 The security game in extensive form

The finite version of the security game extends the ideaseofime in [76] and in Section 7.2.3
by modeling the general case of multiple attackers and/opdex attacks. Taking the false alarms
into account, we define the strategy space of the attackér'as= A U {N A} with cardinality
tmae X Imas + 1, Where N A corresponds to “no attack.” Let us also define the set of resg®
available to the IDS aR := {R;, Rs, . .., R }- These responses may vary from a simple alert,
which corresponds to a passive response, to reconfiguratitthve sensors and limiting access of
users to the system, which is an active one. Thus, the syrapege of the IDS is given by’ := R
with cardinality R,,,... The action space of the sensor network is a simplex overugmanted
attack setd U{N A} defined ag/® = {¢ € Rimaz*Imazt1. ¢ > ( 5~ p; = 1}. The output vector
of the sensor network may be interpreted as a probabilityiliigion over the setd U { N A} or
equivalently as a normalized indicator function giveh € U4. Thus, it quantifies the likeliness
of a specific set of attacks for the IDS. Finally, we asso@atan [76] specific cost values with the
attacker’s and the IDS’s actions, and hence, with each hrahthe game tree.

We can explain and illustrate the finite security game thihcaugpecific example. For simplicity
let us consider a network consisting of a single subsystetinaasingle detectable threat, i.e.,
A = {a}. We also limit the possible actions of the IDS to “set an alert'do nothing.” Thus, the
strategy spaces of the attacker(s) and the IDS/dre- {u!,ul} andU* = {uf, us'}, whereus'
corresponds to “no attack.” The strategy space of the seetwaiork is therl/® = {¢1, ¢, } given
u? € U4, Here,¢ = [p1,p2] € R%, ¢ > 0, p1 + p» = 1, wherep; andp, give the likeliness of
an attack and of no attack at all, respectively. A represiemta@f this game in extensive form is
shown in Figure 7.8 using the GAMBIT software [114]. The pfyo benefit values for the IDS
and the attacker are chosen for illustrative purposes amhdiy[(R:', RI), ..., (R{, RL)].

The cost values are implicitly a function of the sensor nekwmutput vector¢ in addition
to the actions of the attacker and the IDS. They are choseeflect various network security
trade-offs and risks [76]. Let us further explain the gamé&igure 7.8 by describing a specific
scenario step by step, which corresponds to following a frath left to right in accordance with
the order of players’ actions. The lower left branch in theifegglabeledA indicates an attack
by the attacker(s) to the system. The sensor network lalbedezlas “chance” is represented by
the Sensor_A branch. Finally, given the information from the sensor reety the IDS decides
in branchU to take a predefined response action. The outcome of thissoas quantified by a
benefit of—5 to the attacker and-5 to the IDS.

We next investigate the existence of an NE as in [76]. An NEaftwo-player game is defined
as a pair of strategies and the corresponding pair of costis,the property that no player can
benefit by modifying his or her own strategy while the otheyelr keeps his or her strategy fixed.
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Figure 7.8: The finite version of the security game examptsvshin extensive form.

Hence, NE provides a suitable solution for the analysis efgbcurity game. This particular
game does not admit any NE solution in pure strategies, andehave extend the analysis by
considering mixed strategies of the attacker and the ID®eéfas probability distributions on the
space of their pure strategies [1, p. 23]. Solving the gamthisnextended strategy space using
GAMBIT, we obtain a unique NE in mixed strategies which alsoesponds to the unique solution
in behavioral strategies. Figure 7.8 depicts the game ensite form and displays the probability
values associated with the NE strategies of the playersruhdeéoranches. Note that, unlike the
other two players, the sensor network (chance player) scased with a predefined probability
distribution, which models the imperfect flow of informatirom the attacker to the IDS. In the
NE, the attacker(s) target the system with a probabiilidy). A reason for this low probability is
the discouraging effect of the sensor network’s capatilityorrect detection with probability/3.
We note that there are two information sets for the IDS, oudéating an attack and one for no
alarm. The NE strategy of the IDS given this information bg fensor network is “no response”
(/VR) with probability 1 if there is no alarm, and a respong8 (vith probability0.86 if an alarm is
set. We can argue that the IDS in this case has a high degraesbtbh the information conveyed
by the sensor network. However, it is important to note thatNE strategies of the players are
very much dependent on the outcome payoffs of the game [A8¢has the detection probability
distribution of the sensor network. Thus, it is crucial farrect analysis that the payoff values
in the game reflect the trade-offs of the system at hand. Ailplesway of achieving this may
be to utilize a supervised learning scheme to approxima&adtkual player payoffs and detection
capabilities of the sensors.

Although the finite version of the security game provides titkl visualization of the in-
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teraction between the players, it has some limitations asaldgantages. One drawback is the
scalability. The strategy spaces of the attacker and thebdz®me too large for a more compre-
hensive analysis of a larger system. Another disadvantagethe choice of the payoff values,
which have to be determined separately for each branch ajdhe tree. This process may be-
come tedious and inaccurate for a large system. In orderdeceasd these limitations, we next
investigate a continuous-kernel version of the securitpgavhich is slightly different from the
one above. In this game we adopt the convention that the rgl@ye minimizers (of costs) rather
than being maximizers (of payoffs).

7.3.2 The cost functions of the security game

We address various security trade-offs and establish thentmus-kernel security game by as-
sociating specific cost functions with the IDS and the agackGiven the set of attacks with
cardinality A,,., the strategy space of the attacker is defined/as= {u? c RAmes : 4y >

0, i = 1,...,A.}. Similarly, the strategy space of the IDS is given &Y := {u’ C
REmaz -yl >0, i = 1,..., Rna}, Where R, is the cardinality of the set of responses
available to the IDS. The actions of the sensor network, enother hand, belong to the space
US := {u® C RAme=x4Amaz . () < g7 < 1Vi}, and can be represented conveniently in matrix form
by P := [py;], P e€U® i,j=1,..., Ana. The matrixP represents how well the sensor net-
work detects the attacks on the average, and maps the aofithes attacker to the sensor output.
Furthermore, we define a simple metric for the detection ohedtack: € 4 , monitored by the

sensor network -
Dii

Zj:"1 Dij

For notational convenience, let us also define the matrix

dq(i) = i =1,..., Apnas-

P:=[p]=14"" ! (7.9)

Dij = Dij if i #£j

We now introduce the cost parameters, which we take to beeyative. Let
¢’ :=[cl,...,c} ]represent the cost of each attack for the IDS, wheegas= [c{', ..., c},.]
guantifies the gain of the attacker from the attack, if it iscgssful. The nonnegative matiix
with diagonal entries greater than or equal to 1 models theevability of a specific subsystem to
attacks. On the other hand, the matgix= [Q] 4,... xr,... With entries of ones and zeros correlates
IDS response actions with the attacks. The vectors [y, ..., ag,,.|] andg =[5, ..., Ba,...]

are the cost of the response and the cost of the effort refjiarearry out an attack for the IDS and
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the attacker, respectively. The cost of false-alarms aptuca as well as the benefit of detection
and deception for the IDS and the attacker are associathdivéiscalar value. Consequently, we
define the cost function of the IDF] (u#, u’, P), and the one of the attacker(s),(u*, u!, P),
as

JH(ut ul, P) := y(u)T PQu’ + (u') diag(a)u’ + '(Qu* — Qu'), (7.10)

and
JAu?A !, P) .= —y(u?)TPQu’ + (u?)Tdiag(p)u® + c*(Qu' — Qu?), (7.11)

where(z)” denotes the transpose of the vector or matrix, diag(x) is a diagonal matrix with
the diagonal entries given by the elements of the vector

With these specific structures of the cost functiohsand J4, we attempt to capture various
aspects of the security game between the attacker and th&He3irst terms of each cost function,
y(uh)T PQu! and—~(u?)T PQu! represent the cost of false-alarms and benefit of deteation f
the IDS as well as the cost of capture and benefit of deceptiathé attacker, respectively. Notice
that, this part of the cost is zero-sum. The second tguis diag(a)u' and (u?)?diag(5)u*
guantify the cost of specific responses and attacks. Depgidi the response action, this reflects
the cost of the use of resources, possible restrictions steisyusage, or sensor reconfigurations
for the IDS. On the other hand, it represents for the attattieecost of resources required by the
attack. The last terms! (Qu? — Qu’) andc?(Qu’ — Qu#) give the actual cost or benefit of a
successful attack. False alarms and detection capabibitidne sensor network at a given time are
incorporated into the values of the matix In the ideal case of the sensor network functioning
perfectly (i.e., no false alarms and0% detection), the matrix- P is equal to the identity matrix,
Id = diag([1,...,1]).

For notational convenience, define the vectors

0'(c". Q. a) = [('Q)1/(2an). ... (' Q)R / (20R,0,. )]

and

QA(CAa Qa ﬁ) = [(CAQ)l/(2ﬁl)v T (CAQ)AnLaw/2/6A7rL(LJL':| :

The reaction functions of the attacker and the IDS are obthioy minimizing the respective
strictly convex cost functions (7.10) and (7.11). Henceytare uniquely given by!(u?, P) =
[wl,...,uk 1T andu?(u’, P) = [uf,... us,,|", respectively, where

? 'max

u/ (v, P) = [91 — v[diabg(Qa)]_1QTPTuA]Jr (7.12)
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and
u(ul, P) = [0 + 7[diag(20)] 'PQu'] " . (7.13)

The function denoted bj|™ maps all negative values afto zero. It is desirable for the IDS
that the sensor grid is configured such that all possibleathrare covered. It is also natural to
assume a worst-case scenario where for each attack (typejite a subsystem there exists at
least one attacker who finds it beneficial for him to attackné#e we expect in many practical
cases:! > 0 Vi orul >0 Vj.

The cost functions in (7.10)-(7.11) and the reaction fuorgtiin (7.12)-(7.13) provide an inte-
grated model for the detection and the response procese dD® as well as for the behavioral
properties of the players and the sensors. A significantradga of the cost based security game
over the finite version one described in Section 7.3.1 is hi@yato model the security trade-offs
with a much smaller number of parameters.

7.3.3 Existence and uniqueness of a Nash equilibrium

The NE that has been widely utilized in noncooperative gdreerty is also a useful concept for the
analysis of the continuous-kernel security game. Withandbntext of the security game defined
in Section 7.3.2, a pair of strategiés’*, u*) of the IDS and the attacker is in NE if it satisfies
u’* = argminy J! (u?*, u!, P) andu?* = argmin,a J4(u’*, u!, P). We state the existence of
a unigue NE solution in pure strategies for the security gantbe next theorem. Furthermore,
exploiting the special quadratic cost structure in (7.@0)-1), we provide a complete analytical
characterization of the NE point.

Theorem 7.1 There exists a unique NE in the security game defined in $etBa2. Furthermore,
if

ool s pA
7<min( min; ¢ i - min; ¢ : +>7 (7.14)
[maxi (diag(2oz))_lQTPT9A] [maxi (diag(Qﬁ))_l(—P)QGI]
then the NE is an inner solution/* > 0 andu®* > 0, and is given by
ut = (Id+ 2)~" - [0* + y[diag(28)] ' PQE'] (7.15)
and
u = (Id+2)~" - [0" —y[diag(2a)]'Q"PTE], (7.16)
where

7 = ~*|diag(28)] "' PQ[diag(2a)] Q" P,
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7 = 4*[diag(20)] ' QTP [diag(283)] ' PQ,

and/d is the identity matrix.

Proof. The existence of a NE in the game follows from the facts thatatjective functions are
strictly convex, they grow unbounded a§ — oo, and the constraint set is convex [1, p.174].
We next establish a unique strictly positive (equivalerntiger) NE under the given sufficient
condition. LetV be the pseudo-gradient operator, defined through its agtigic on the cost
vectorJ := [JI J4], as

VJ:

T
[v?[{Jf---vTI JENL AV, A (7.17)

u
Rmax Amazx

and defingj(u) := VJ whereu := [u! u]. LetG(u) be the Jacobian af(u) with respect tau.

o 0 0 |
' 0 | 7[PQIT
0 ORpe |
G = - - - - - _ (7.18)
| B 0 0
—[PQ] | 0 : 0
| 0 0 BAmas

(A'maw +Rmaz ) X (A'maw +R7naw)

where the matriPQ] is of sizeA, 4, X Ryq.. Define the symmetric matrig(u) := (G (u) +
G(u)T). It immediately follows thatj(u) = diag([a 3]), which is positive definite. Thus, due
to the positive definiteness of the Hessian-like madiix), the game admits a unique NE solu-
tion [79]. Note that this result does not use the conditiad4y on~, which however comes into
picture if we further look for an inner solution as discusbetbw.

We now obtain an analytical description of the inner NE dohut Let us substitute fon’
in (7.13) the expressionin (7.12). Hence, we obtain a fixaidf@quatiom** = u? (u! (u?*, P), P),
given by

ut =04 + [diag(%)]_lPQGI — diag(%)PQ[diag(Q—a)]‘lQTPTuA*. (7.19)
Y Y
Solving for u?* yields (7.15) where the inverse exists becadsis nonnegative definite. The

equilibrium solutionu’* in (7.16), on the other hand, can be derived by simply sulistg for
u?* from (7.15) into (7.12). It is then straightforward to shdwat if (7.14) holds them’* > 0,
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and hence the NE is strictly positive. Moreover, there caibeoa boundary solution in this case
due to the unigueness of the NE. As a result, the game admitigjaauinner NE under (7.14)2

7.3.4 The system dynamics and repeated games

The security games defined in Sections 7.3.1 and 7.3.2 dre @tee-shot games, which provide
valuable insights into the behavior of the players (attack®d IDS) at a given time instance.
However, given the dynamic nature of the system, the mod8keiction 7.3 has to be extended
to take into account the interactions between players ovena period. Hence, we consider a
discrete-time system model in order to capture dynamiceatithe system and take into account
the interactions between players over a time period. Dyosisuch as varying detection capability
and (re)configuration of the sensor network given the siraseof the attacker and the IDS are
quantified through the entries of tliematrix.

Let us definen as the time variable, and, §, ande as (small) scalar positive parameters.
We define the random matri¥’ := [w;;], i =1,..., Apew, J = 1,..., Rynes Wherew;;'s are
independent uniformly distributed on the interyall, 1]. Hence,IW" models the transients and
imperfect nature of the sensor grid. Similarly, defin@s a scalar random variable uniformly
distributed on the intervgl-1, 1], and independent af;;’s. Let us also define an upper bound,
dtmez < 1, and a lower boundt,,;, > 0 on the elements of. In doing so we can model the
cases where sensors have a limited detection capabilitpsaiple dynamic equation fd@? is then
given by

P(n+1) = | P(n)+26 (w+k)(diag(diag(u®)Qu') — § col(diag(u®)Qu')) +eW(n)| , (7.20)

wherecol(x) is anA,,.. X A.... matrix with repeating: vectors constituting the columns, and the
normalization functiorjz]¥ maps entries of onto the intervaldt,i,, dtma.]. With P generated
by (7.20), P(n) can then be obtained directly from (7.9). The dynamics i2Qy represent a
somewhat optimistic point of view, as it models a situatiomeve a past attack and follow-up
response result in better detection capabilities for the@enetwork. A justification for this is the
efficient reconfiguration of the sensors or direct interi@nby the system administrator.

Taking (7.20) as the state equation, it is possible to defiin@ta or infinite horizon dynamic
noncooperative game between the attacker and the IDS. Anatternative is to formulate the
game as a receding-horizon one. Although the former appreaems ideal at first glance, two
major problems prevent it from being practically usefuleTinst is the difficulty of finding a clear
and concise analytical solution, if it exists at all. The@®tis the nonstationary nature of the
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underlying dynamics. Although we have modeled the attgskers a single player, in real life
multiple attackers may choose to deploy multiple attactexrmittently, which makes optimization
over a time horizon meaningless for the IDS as well as for theclker. Therefore, we focus,
instead, on repeated games as a simple and suitable dynadet.nn this case, the attacker and
the IDS make instantaneous myopic optimizations giventtite sf the system (performance of the
sensor network). Consequently, the set of equations desizing the dynamic game under (7.9)
and the reaction functions of the players (7.12)-(7.13) is

u’(n :@— ia2—a_1 nTuAnJr
(4 1) = | G2~ ing2)] (P )

2
ut(n+1) = {% + [diag(?)]_lP(n)uI(n)] ,
Pn+1)= {P(n) + 26 diag(diag(u®(n))Qul(n)) — § col(diag(u®)Qul) +eW(n)| ,
(7.21)

whereP is related taP through (7.9). Existence of a unique NE for a fixedP) has already been
established in Theorem 7.1. Consequently, we investipatednvergence and stability properties
of the system (7.21). Let us define

. ’Ldlm - dtmam |f Z = j
Idl .= [’Ldlm] = 3
idli; = dtpin i ]

which sets a limit on the best-case scenario in terms of detecapabilities of the sensor network.
It immediately follows from (7.20) that

[Dij(n + 1) — Idly| < [pij(n) — Idli;| + € |wii(n)] + 6 x_ |w(n)]
< |pij(n) — Idlij| + € + 6 x_;,

where
x_;j 1= max | [2diag(diag(u® (n))Qu'(n)) — col(diag(u™)Qu')]

1,5, 1)
Hence, ife = 0 andw(n) = 0 Vn then asn — oo P(n) clearly converges to thédl matrix.
Furthermore, for small fixed, ¢ > 0, and starting from any feasible initial poin®(0) € U*,
E[P(n)] converges asymptotically to the regitag(c) := {[p;;] € U® : dtpae — (e + dx_;) <
Dii < dtimar ANAO < dtyin, < Pij < dtpin +€+ 0% Vi # j}.
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7.3.5 Dynamic strategies and numerical analysis

We analyze some simple strategies available to the attaok@rthe IDS within the dynamic
model (7.21) in order to gain further insight into IDS andaakier behaviors. Let us first con-
sider strategies with fixed actions over a finite time periédgsume that the attacker starts an
attack at a given time with action”(n) and sustains it over a fixed time peridd such that
ul(n) =ut(n+1) =... =u?(n+ N). Then, givem?(t), t =n,n+1,...,n+ N, the re-
sponse of the IDS will be according to (7.12), as the IDS caknow the fact that the attacker has
chosen a fixed strategy. From (7.21) we immediately condluale/* (n) will increase withn and
JI(n) will decrease with. In other words, it is suboptimal for the attacker to have adiaction
strategy. Similarly, deploying a fixed response strategguisoptimal for the IDS as it gives the
attacker an opportunity to exploit the weaknesses of thememetwork [115]. Another problem
with choosing a fixed action strategy for both players is aeieing what this strategy should be.
As we will soon demonstrate, any deviation from NE respoasalts in higher costs for the player.
Therefore, it is beneficial for both the IDS and the attackdreéquently update their strategies as
part of a multistep optimization process.

The conclusions of the discussion above can be illustrdtexlgh numerical analysis. We
choose a simple scenario with three specific attacks meuwitoy the sensor network. For com-
parison purposes cost parameters are chosen to be the sabwifdhe attacker and the IDS:
¢! = c* =[50, 50, 50], « = B = [10, 10, 10], v = 10, ¢ = 0.01, s = 0.1, andé = 0.001.
The responses of the IDS are also limited to three,@nd @ = Id for simplicity. In addition,
Dij € [0.3,0.7]. We first simulate the system described in (7.21). The castisaations of the
attacker and the IDS as well as detection quality of sengersteown in Figure 7.9.

In the next simulation, we fix the IDS responseuds= |5, 5, 5], which is roughly equal to the
NE solution for the static game. From Figure 7.10, we obs#raethe attacker can exploit this
by limiting his or her attack to a short time period. Furthers) temporary degradations in sensor
detection quality are utilized by the attacker to decreasewn cost, while they drive the IDS
cost higher. Figures 7.11 and Figures 7.12, on the other, lugmict the cases when IDS response
is chosen as’/ = [8, 8, 8] andu! = [2, 2, 2], respectively. We observe in the former scenario
that the IDS can increase the cost of the attacker if it asceignificant cost for itself also. On
the other hand, the latter case where the IDS does not takeienif precautions proves to be very
costly for it. Clearly, both of these suboptimal fixed ac8wasult in higher costs for the IDS while
benefiting the attacker.

In addition, we analyze the case where the attacker depldixea strategyu” = [5, 5, 5]
while the IDS adjusts its actions according to (7.21). Farit} of presentation we choose= 0.3.
Figure 7.13 demonstrates that the cost of the attackeraseseas the quality of sensor detection
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Figure 7.10: Simulation of the system (7.21) with the IDSi@ns fixed as:! = [5, 5, 5).
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Figure 7.11: Simulation of the system (7.21) with the IDRii@ns are fixed ag’ = [8, 8, §].
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Figure 7.12: Simulation of the system (7.21) with the IDRi@ns are fixed ag’ = [2, 2, 2].
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Figure 7.13: Simulation of the system (7.21) with the atéaiskactions are fixed ag* = [5, 5, 5].

improves over time. Thus, it is a better strategy for thecatta to deploy short high intensity
attacks intermittently over a time period.

Next, we investigate what happens if the attacker discoamrgherent vulnerability in the
system monitored by the IDS. In order to capture this scenaithin our model we increas@
to diag([2, 1, 1]) after a fixed time point. As shown in Figure 7.14, the cost ef DS increases
significantly after the discovery of the vulnerability byethattacker. On the other hand, increased
attack intensity on the first subsystem results in a strofig8rresponse. We note the increased
variation in the detection quality of the specific attackjabhis due to the random imperfections
in sensor reconfiguration mechanism.

Finally, the inherent assumption that both the attackertaedDS have perfect knowledge
on the performance of the sensor network is relaxed. Figur&(&) depicts the NE costs of both
players and the difference between the two costs under twrgdion that IDS estimates (from
left to right) a perfectly functioning sensor netwdiR = 7d) to the worst-caséP = Ones — Id),
whereOnes is the matrix of ones. The counterpart of this for the attadkealso depicted in
Figure 7.15(b). Clearly, a correct estimation Bfdecreases the difference between the costs,
which is beneficial to the player. We also observe that assgimiperfect detection the IDS can
increase both its and the attacker’s cost, and therebypuliaging an attack at the IDS’s own
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Figure 7.14: Simulation of the system (7.21) wh@ris modified asy = diag([2, 1, 1]) after a
time point.
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expense. Likewise, Figure 7.15(b) shows that incentivétaezhk varies inversely proportionally to
how the attacker perceives the success rate of the sensamrkeiAs expected, IDS having a good
sensor network discourages the attacker.

7.4 An Intrusion Detection Framework for Access Control

In this section we investigate a game theoretic approachtarsion detection in access control
systems by demonstrating the concepts introduced in prs\8ections under various scenarios
through simulations in MATLAB, where we implement an IDS fatype for access control uti-
lizing “virtual” sensors based on Kohonen self-organizingps for anomaly detection. The goals
of this demonstration are to illustrate the theoreticalysisa and concepts, investigate problems
associated with practical implementation, and provide idajune for actual product (software)
development. In light of these goals, MATLAB is chosen asgimeulation environment for its
extensive numerical calculation support and visualizatiapabilities. We next describe the data
generation process and sensor design in the simulatiorse§ubntly, we consider a simple sce-
nario for investigating effectiveness of the sensors.

7.4.1 System access data generation

The simulations in this study are based on mock-up data gttkartificially as we do not have
access to real world data from a deployed role based acces®iceystem. Since measuring
performance is not one of our current goals, working withadgtnerated is more advantageous
because it provides us with the level of abstraction regquiceexplore a variety of cases and
scenarios. Furthermore, one should note that even withweddl data it is not trivial to arrive at
any definitive conclusions on the performance of an IDS.

Define a fixed set of usefsers := {usery, ..., usery}, firms
Firms = {firmq, ..., firmma},
and rolesRoles := {roley, ..., role,.. }. Each uset € Users in the system is associated with a

firm j € Firms and arolek € Roles (within the firm). The IDS monitors a set of fixed resources
Res := {resy,...,res) }, where each resource may represent a class of data or sereige
databases, documents, web pages or services. Eachigsanthorized to access only a subset
of resourcesdcc; C Res. Any unauthorized access attempt to the Bet \ Acc; by useri

is accordingly denied and logged by access control systeasolce usage characteristics of
users are modeled by associating each user with a prolyatiigitribution on resources. In the
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simulations, time is discretized into fixed slots. Then,rieseess to the system at a given time
step is modeled as a Poisson random process [103] with its defaed as a function of the time
of day.

We assume that the access control system provides the |ib$edtd log file with the following
information and structure:

log_file(t) = [time_slot, userypr, firmup., roleny., resource,y., access_flagl,

where the binaryiccess_flag indicates whether the particular user is authorized amsvalll to ac-
cess that resource. This access log file constitutes thesoanee of information for IDS sensors,
and hence, decision processes.

The system in our particular implementation consist&Vo&= 20 users, two firmsirms =
{Firm A, Firm B}, three roleskoles = {engineer, accountant, manapendM = 10 resources.
Without any loss of generality the day is divided igtbtime slots ofl5 min. The:*" user attempts
to access the subsets of resourdes; and Res \ Acc; randomly with uniform probability within
each set. However, the probability of attempting to accesawuhorized resource is chosen to
be 10 times higher than the unauthorized one. By assignimgveblt nonzero probability for
unauthorized access attempts, regular users’ uninteitioistakes are taken into account. The
mean value of the Poisson process for system access is sholable 7.2. We note that, other
than correlating the system usage with business hoursaliewin the table are inconsequential
for the purposes of this simulation.

Table 7.2: The mean value of the Poisson process for systeessat a given hour of the day.

Hour(1-24)[ 1-4] 5 | 6 | 7| 8 |9-18] 19 20 | 21-24
Mean | .02|.04|.16| 4| 6| .8 | .2|.12] .02

For simplicity and clarity of the presentation, we have miagle a number of implicit assump-
tions. These assumptions should be noted and addressedri@ &nd real world implementations
of the IDS.

e The Poisson model for system access is only a mathematipebxdmation, and does not
take correlated events such as sessions, meetings, etactdunt.

e We ignore factors like time zones, weekends, holidays etcharacterizing system access
rate, which is described by the mean value of the Poissorepsoc

e All users share the same usage characteristics. Indivahdhtole/firm based variations are
ignored for the time being.

196



7.4.2 Sensor design and implementation

Among the two main approaches for intrusion detection arsijdéng sensors, rule-based detec-
tion depends more on the specific properties of the particulalementation. In addition, although
it is easier to implement rule-based sensors they requiretemance and have limited capabili-
ties. Anomaly-based sensors, on the other hand, are moreléle@nd have the ability to detect
previously unknown attacks. Hence, the main focus in ouuktions will be on anomaly-based
detection.

We consider two classes of sensors: one for detecting usemgeadies and the other for de-
tecting “misuse” anomalies, i.e., anomalies in unautleatigystem access attempts. Note that
some unauthorized system access attempts should be ekpeete under normal operation due
to unintentional mistakes by regular users. For each classmplement two sensors: one for
aggregate system access and one for per resource accessiggral Hence, the simulated IDS
has only four sensors. Although this number is very low féicefnt operation of a real world IDS
implementation, it is useful for clarity of presentatiordansualization.

We design the anomaly detection sensors based on Kohorfienmgahizing maps (SOM) [116]
using a methodology similar to the one described in [117] BWMs are implemented in MAT-
LAB Neural Network Toolbox, and trained using a standdaohonen learning rule In the case
of system access and misuse attempt sensors the neuroesIfDM have weight vectoss with
two dimensions: time and number of access (attempts). Mewbthe resource access (attempt)
sensors have, on the other hand, three-dimensional wesgtdng with the resource number being
the third attribute. The neurons of the SOMs are initiallgdted on a rectangular grid, and the
standard Euclidean distance is used as the link distanctidnn The Kohonen learning rule for
updating the neuron weightg basically consists of the following steps: Given the inpettor
y at stepn determine first the neuronwith the nearest weight vectev; to y. Second, find the
neighboring neurong € N;(d) having weight vectors within the maximum distant&om w;,
i.e., Ny(d) = {j : ||lw; — w;| < d}. Finally, for all k € N;(d) update the neuron weights by

wi(n+ 1) = wi(n) + k(y(n) — wg(n)) Yk € N;(d),

wherex > 0 is a fixed step size. For further details on SOM implementediad training we refer
to [118].

The SOM of each sensor is trained using a training data satraat from system log files.
For efficient anomaly detection the training data set shgolatain only data points of regular
usage and exclude data points of attackers. After the trgipiocess we calculate for each SOM
the average distance of samples to the nearest nedygn,and the standard deviation of these
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distancesg,. Then, utilizing a positive sensitivity parametgthe sensor determines whether a
new data poiny is an anomaly or not according to the following criterion:

Definition 7.1 Assume the neuron weighig, of a SOM (of a sensor) are trained using a data set
representing “normal” behavior. Let,,, be the average distance of training points to the nearest
neuron andr,; be the standard deviation of these distances. Then, a dath pas defined as an
anomaly if

min [ly = wil| = duy > 604,
where¢ > 0 is a positive sensitivity parameter.

Notice that, if¢ is chosen small enough, then even some of the data point®itraiming set
may be classified as anomalies by the sensor. On the other tlanolsing a smalp enhances
the detection capability of the sensor. Hence, the seitgifparameters in effect quantifies the
trade-off between false alarms and sensor sensitivity.

7.4.3 Attack scenarios and case studies

We investigate the effectiveness of the sensors describ&gction 7.4.2 with a simple attack
scenario, where a malicious attacker obtains access tara aseount without the knowledge of
the user. The attacker accesses a high number of systenraqesesandomly with a probability
0.05 at a given time slot. Using such a random and bursty aquattern the attacker aims to
exploit the system as much as possible without leaving & laege in terms of session lengths.

The IDS sensitivity parameter is chosen ad for all sensors. An early prototype of the IDS
system administrator interface is illustrated in Figurk6?.

Let us assume that activating both classes of sensors aarie time brings an unacceptably
large overhead to the system. Hence, we deploy the usageiangasensors randomly with equal
probability. The SOMs of sensors are trained using a trgidiata set which is not tainted with
attacks, and gathered over two days. Figure 7.17 depictseight vectors of the SOM neurons
trained (in blue color) of both the system and resource usageors. In addition, a data point
indicating an anomaly caused by the attacker is shown (ip r@d the other hand, the neurons
of the misuse sensor's SOMs are shown in Figure 7.18. Anath@maly is detected only by the
system misuse sensor in this case. Finally, Figure 7.19agis@n overview of the daily IDS log
with both detected anomalies and regular data points mdnkepeen).
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7.5 Conclusions

We have investigated the basic decision and analysis pesesvolved in information security
and intrusion detection, as well as possible usage of gaew\ttior developing a formal decision
and control framework. A generic model has been developed distributed IDS with a network
of sensors. Furthermore, two flexible, platform independ®hemes based on game theoretic
techniques have been proposed.

The security warning system provides system adminisadarintuitive overview of the se-
curity situation in the network, and enables the IDS to ofeeiradifferent modes specific to each
warning level. In this simple and easy-to-implement scheaoperative game theory, specifically
Shapley values, are used for analysis and configuration.sébend scheme, on the other hand,
models the interaction between the attacker and the IDS a®-@drson noncooperative game
with dynamic information. Nash equilibrium solutions areriged analytically and analyzed for
the finite security game defined in two special cases. Furbes, the imperfect flow of informa-
tion from the attacker to the IDS through a virtual sensowoek is captured within both finite and
continuous-kernel noncooperative network security garfience, we have established a quanti-
tative mathematical framework which provides insight iatml addresses a wide range of resource
allocation problems in intrusion detection. Existence aha&ue NE and best-response strategies
for players under specific cost functions are investigaie@ddition, the interaction between the
players over a time period is analyzed using repeated gantes specific dynamic model for the
sensor network. Consequently, some basic strategiesddDIf and the attacker are discussed
through several numerical studies.

In both schemes, using game theoretic concepts we havesaddreome of the basic network
security trade-offs, and have given illustrative numédrecaamples. Thus, we have demonstrated
the suitability of game theory for development of variousid®n, analysis, and control algorithms
in intrusion detection.

Finally, we have implemented an IDS prototype for accessrobatilizing usage and misuse
anomaly detection sensors based on self-organizing magsiemonstrated its operation under a
simple scenario. Despite the simplifying assumptions wkemathe simulations we observe that
the initial results are promising.
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CHAPTER 8

SUMMARY AND CONCLUSIONS

We have presented in the previous chapters the results afisggrtation research on the network
control problems of congestion control, CDMA power contianhd network intrusion detection.
We next provide an overview of the thesis and a brief summémsaoh topic separately, which
include future research directions and concluding remarks

8.1 Summary

Our goal in this research has been to design noncooperatimegto address network control prob-
lems of congestion control, CDMA power control, and netwimtkusion detection and response.
In the cases of CDMA power control and congestion control,haee developed and analyzed
fairly general, distributed, market-based, resourcecation frameworks. The applicability of the
underlying noncooperative network game'’s principles tthbeetwork control problems indicates
the generality and usefulness of our approach. Based ogéhisral framework we have also in-
vestigated various algorithms customized according tesgeeific nature of the network at hand.
Making use of a variety of control theoretic tools, we hag®rously studied stability and robust-
ness properties of these algorithms. Robustness withcepéeedback delays is of particular
importance and therefore has been of major interest to éisisarch. In the case of network in-
trusion detection, we have made use of dynamic noncoopergaimes to model the decision and
analysis processes in an IDS. Again, both generic and sysperific schemes and models are
considered.

In addition to the theoretical analysis of the network cohproblems addressed, we have
also focused on the implementation of the schemes and #igwi For each algorithm, we have
demonstrated theoretical results obtained either via-legél MATLAB simulations or using the
NS-2 packet level network simulator. Through extensiveusations, we have gained insights to
the problems associated with practical implementationwfalgorithms, and have verified the
applicability and underlying assumptions of the theosdtimodels.
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8.2 Congestion Control

The multifaceted problem of network congestion control Iesn one of the main focal points of
this dissertation. By developing and studying a fairly gaheongestion control framework based
on noncooperative game theory, we have obtained resuttsdahabe utilized in designing decen-
tralized congestion control algorithms for various typéseworks. Making use of pricing and
utility concepts we have defined a noncooperative netwonkegavhich admits under some mild
convexity assumptions a unique NE solution concurrentlgdpehe unique operating point of the
network. Furthermore, we have investigate system dynaiitscgtability and robustness properties
with respect to communication delays, and variations invogt parameters. We have proposed
a specific congestion control algorithm based on variatinongueueing delay for Internet-style
networks. Again, we have analyzed its stability and robessdrproperties by taking into account
gueue dynamics, the effect of boundaries, and communicdélays. In addition, we have utilized
randomized algorithms in this context, and have presenietenical results regarding stability of
the system first for a single bottleneck node and subsequender general network topologies.
The algorithms and results obtained have been demonstamatederified through numerical stud-
ies in Matlab as well as in Network Simulator 2 (NS-2) [77] olr@ernet Protocol (IP) for various
network topologies. The congestion control schemes andirtderlying framework have been
discussed in detail in Chapters 2 and 3 and a detailed outfitteese chapters has been given in
Section 1.4.

In a more recent study, we have proposed a discrete-evaehsgpproach to the modeling of
the congestion control problem [39], where the interadbietween a communication link and mul-
tiple users are studied in packet level. However, issuds asiprohibitively high number of states
in the model and extensive information requirements of tipesvisory control algorithm limit the
usefulness of this approach, and confirm that fluid modelgigedhe appropriate abstraction level
for the congestion control problem in complex networks.

A future research direction would be to investigate hybyistem models similar to those we
have proposed in Chapter 4 to address underlying issuesigéstion control like capacity usage,
avoiding jitter and packet losses, and resource allocatioder the constraints of limited/delayed
feedback information, decentralized control, and contyési with the existing schemes. Another
interesting direction would be to study the chaotic naturthe congestion control schemes and
development of a “control of chaotic systems” approach ¢optoblem.
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8.3 Power Control

By making use of hybrid system and noncooperative gameitteeae have modeled the multicell
wireless data network, developed a market-based distdquidwer control scheme, and extended
the single cell power control scheme of [52] to multiple selhd to a broader class of cost func-
tions. Specifically, we have modeled the multicell wireldssa network as a switched hybrid
system where handoffs of mobiles between the individuds ¢bhse stations) correspond to dis-
crete switching events between different subsystems. tndet of sufficient conditions, we have
shown the existence and global stability of a unique NE f@hesubsystem, and established the
global exponential convergence of the dynamics of the rellfpower control game to a minimum
convex set of Nash equilibria for any switching (handoffyeme. Furthermore, we have inves-
tigated robustness of these results to various commuaitatinstraints such as feedback delays
and quantization.

We have next considered a variation of the power control garnieh captures the preferences
of mobiles using a utility function defined as the logarithithe probability that the frame success
rate of the data user is greater than a predefined indivitiveghold level. We have analyzed this
power control game as well as the global convergence of montis-time as well as discrete-time
synchronous and asynchronous iterative power updateitilge to the unique NE of the game.
Furthermore, we have shown that a stochastic version ofitfoeetle-time update scheme, which
models the uncertainty due to quantization and estimatimr® converges almost surely to the
unique NE point.

We have also studied yet another extension to these powptgames. Specifically, we have
investigated a hybrid noncooperative game motivated byptaetical problem of joint power con-
trol and base station (BS) assignment in CDMA wireless datvorks, where we have modeled
the integrated power control and BS assignment problemdh auway that each mobile’s action
space not only includes the transmission power level bottals choice of the BS. We have ana-
lyzed the existence and uniqueness of pure Nash equilibfiNE) solutions of the hybrid game,
which constitute the operating points for the underlyingalgss network, numerically using grid
methods and randomized algorithms.

Finally, we have considered a formulation of the power aarats a team optimization problem,
where each mobile attains at the minimum its individual fixadet signal to interference level
and beyond that optimizes its transmission power level r@ieg to its individual preferences.
Using a Lagrangian relaxation approach similar to [12], \weeehobtained two decentralized dy-
namic power control algorithms (primal and dual power up)land have established their global
stability utilizing both classical Lyapunov theory and fhessivity framework [57]. Our results on
the subject have been discussed in detail in Chapters 4d%,and an outline has been provided
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in Section 1.4.

One of the future research opportunities in this area wautdlve analytical and further nu-
merical investigation of NE properties and convergenceattaristics of the joint power update
and BS assignment scheme. Another possible extensiordexliormulation of the power con-
trol games Chapters 4 and 5 as team optimization problenmnatie frameworks introduced in
Chapter 6.

8.4 Intrusion Detection

In this dissertation we have developed several game theanetdels for the study and analysis
of a formal decision and control framework in network intarsdetection. We have developed
guantitative models to analyze common trade-offs in infation security and have proposed a
generic model for distributed IDSs by defining a network ofsses. In addition to two flexible
easy-to-implement schemes, we have analyzed the intemaotitween the attacker and the IDS
within a two-person noncooperative game with dynamic imfation. Nash equilibrium solutions
have been derived analytically and analyzed for the finitrisy game defined in two special
cases. Furthermore, the imperfect flow of information frdra attacker to the IDS through a
virtual sensor network has been captured within both fimté@ntinuous-kernel noncooperative
network security games. As an application of the framewadppsed, we have implemented an
IDS prototype for access control utilizing usage and misusmnaly detection sensors based on
self-organizing maps, and demonstrated its operationrumdample scenario. A detailed outline
of Chapter 7, which discusses our results, has been presarsection 1.4.

A future direction of research would involve developmend amalysis of (software) agent-
based robust monitoring and decision making schemes inm twdensure and maintain trustwor-
thiness of a networked system. The software agents camsgitsuch a distributed control frame-
work could be modeled as independent players who interdlctegich other on the same networked
system.

205



REFERENCES

[1] T. Basar and G. J. Olsdddynamic Noncooperative Game TheoPynd ed. Philadelphia,
PA: SIAM, 1999.

[2] D. Liberzon,Switching in Systems and ControlBoston, MA: Birkhauser, 2003.

[3] G. Calafiore, F. Dabbene, and R. Tempo, “Randomized #lgos for probabilistic robust-
ness with real and complex structured uncertainyEZE Transactions on Automatic Con-
trol, vol. 45, no. 12, pp. 2218-2235, December 2000.

[4] J. E. Gentle,Statistics and Computing: Random Number Generation andt®@arlo
Methods Berlin, Germany: Springer-Verlag, 1996.

[5] H. NiederreiterRandom Number Generation and Quasi-Monte Carlo Metho&hiladel-
phia, PA: SIAM, 1992.

[6] V. Anantharam and J. Walrand, “A special issue on contnethods for communication
networks,”Automaticavol. 35, December 1999.

[7] L. Bushnell, “Special selection on networks and contra@Control Systems Magazine
vol. 21, February 2001.

[8] W. Gong and T. Basar, “Special issue on systems and alomtethods for communication
networks,” IEEE Transactions on Automatic Contrebl. 47, June 2002.

[9] R. Srikant, The Mathematics of Internet Congestion ControlBoston, MA: Birkhauser,
2004.

[10] V. Jacobson, “Congestion avoidance and control,” Hroc. of the Symposium on
Communications Architectures and Protocols (SIGCOMBtanford, CA, August 1988,
pp. 314-329. [Online]. Available: citeseer.ist.psu.ggbson88congestion.html

[11] F. P. Kelly, “Charging and rate control for elastic fraf European Transactions on
Telecommunicationsol. 8, pp. 33—-37, January 1997.

[12] F. Kelly, A. Maulloo, and D. Tan, “Rate control in commigation networks: Shadow prices,

proportional fairness and stabilityjdurnal of the Operational Research Socjetyl. 49, pp.
237-252,1998.

206



[13] J. Mo and J. Walrand, “Fair end-to-end window-basedgestion control,”IEEE/ACM
Transactions on Networkingol. 8, p. 556 567, October 2000.

[14] R. J. La and V. Anantharam, “Charge-sensitive TCP ane cantrol in the Internet,” in
Proc. IEEE Infocom2000, pp. 1166-1175.

[15] S. H. Low and D. E. Lapsley, “Optimization flow control-Basic algorithm and conver-
gence,”IEEE/ACM Transactions on Networkingol. 7, no. 6, pp. 861-874, December
1999.

[16] S. Deb and R. Srikant, “Global stability of congestiantrollers for the Internet,JEEE
Transactions on Automatic Contralol. 48, no. 6, pp. 1055-1060, June 2003.

[17] S. Kunniyur and R. Srikant, “A time-scale decompogsitapproach to adaptive explicit con-
gestion notification (ECN) markinglEEE Transactions on Automatic Contyabl. 47(6),
pp. 882—894, June 2002.

[18] G. Vinnicombe, “On the stability of networks operatifi@P-like congestion control,” in
Proc 15th IFAC World Congress on Automatic Cont®arcelona, Spain, July 2002.

[19] L. Massoulie, “Stability of distributed congestionrteol with heterogeneous feedback de-
lays,” IEEE Transactions on Automatic Contyebl. 47, no. 6, pp. 895-902, June 2002.

[20] R. Johari and D. Tan, “End-to-end congestion controtfi@ Internet: Delays and stability,”
IEEE/ACM Transactions on Networkingol. 9, no. 6, pp. 818—-832, December 2001.

[21] A. Elwalid, “Analysis of adaptive rate-based congestcontrol for high-speed wide-area
networks,” inProc. of IEEE International Conference on Communicatioi®&Q), vol. 3,
Seattle, WA, June 1995, pp. 1948-1953.

[22] S. Liu, T. Basar, and R. Srikant, “Controlling the Imet: A survey and some new results,”
in Proc. of the 42nd IEEE Conference on Decision and Contvaui, Hawaii, December
2003, pp. 3048-3057.

[23] J. Wen and M. Arcak, “A unifying passivity framework faetwork flow control,” inProc.
of the IEEE InfocomSan Francisco, CA, April 2003.

[24] T. Alpcan and T. Basar, “A utility-based congestiomtrol scheme for Internet-style net-
works with delay,” inProc. IEEE Infocomvol. 3, San Francisco, CA, April 2003, pp.
2039-2048.

[25] S. Floyd and K. Fall, “Promoting the use of end-to-endgestion control in the internet,”
IEEE/ACM Transactions on Networkingpl. 7, no. 4, pp. 458 —472, August 1999.

[26] H. Yaiche, R. R. Mazumdar, and C. Rosenberg, “A gamerdtenframework for bandwidth
allocation and pricing in broadband networkE#EE/ACM Transactions on Networking
vol. 8, pp. 667-678, October 2000.

207



[27] E. Altman, T. Basar, T. Jimenez, and N. Shimkin, “Cotipe routing in networks with
polynomial costs,IEEE Transactions on Automatic Contygbl. 47(1), pp. 92—-96, January
2002.

[28] E. Altman and T. Basar, “Multi-user rate-based flow toly’ IEEE Transactions on Com-
municationsvol. 46(7), pp. 940-949, July 1998.

[29] A. Orda, R. Rom, and N. Shimkin, “Competitive routingnmultiuser communication net-
works,” IEEE/ACM Transactions on Networkingpl. 1, pp. 510-521, October 1993.

[30] E. Altman, T. Basar, and R. Srikant, “Nash equilibrae €ombined flow control and rout-
ing in networks: Asymptotic behavior for a large number oéngs’ IEEE Transactions on
Automatic Contralvol. 47, no. 6, June 2002.

[31] T. Basar and R. Srikant, “Revenue-maximizing pricargl capacity expansion in a many-
users regime,” ilProc. IEEE Infocom, New York, N¥une 2002.

[32] S. Kunniyur and R. Srikant, “End-to-end congestion tcoinschemes: Ultility functions,
random losses and ECN marks,”®Pnoc. of the IEEE Infocon000, pp. 1323-1332.

[33] L. S. Brakmo and L. L. Peterson, “TCP vegas: End to endjestion avoidance on a global
internet,” IEEE Journal on Selected Areas in Communicatjord. 13, no. 8, pp. 1465—
1480, 1995.

[34] J. Mo, R. J. La, V. Anantharam, and J. C. Walrand, “Anaysd comparison of TCP Reno
and Vegas,” irProc. IEEE Infocom1999, pp. 1556-1563.

[35] R. J. La and V. Anantharam, “Utility-based rate controthe Internet for elastic traffic,”
IEEE/ACM Transactions on Networkingol. 10, no. 2, pp. 272—-286, April 2002.

[36] T. Alpcan and T. Basar, “A game-theoretic framework émngestion control in general
topology networks,” inProc. of the 41st IEEE Conference on Decision and Contrab
Vegas, NV, December 2002, pp. 1218-1224.

[37] T. Alpcan and T. Basar, “Global stability analysis af and-to-end congestion control
scheme for general topology networks with delay,Proc. of the 42nd IEEE Conference
on Decision and ControMaui, HI, December 2003, pp. 1092 — 1097.

[38] T. Alpcan, T. Basar, and R. Tempo, “Randomized aldyoni$ for stability and robustness
analysis of high speed communication networks,Piac. of IEEE Conference on Control
Applications (CCA)Istanbul, Turkey, June 2003, pp. 397-403.

[39] K. R. Rohloff, T. Alpcan, and T. Basar, “A discrete-exesystems model for congestion
control,” in Proc. 16th IFAC World Congres®rague, Czech Republic, July 2005.

[40] T. Alpcan, T. Basar, and R. Tempo, “Randomized ald¢yoni$ for stability and robustness
analysis of high-speed communication networkSEE Transactions on Neural Networks
vol. 16, no. 5, pp. 1229-1241, September 2005.

208



[41] T. Alpcan and T. Basar, “Global stability analysis af and-to-end congestion control
scheme for general topology networks with deldyigktrik, the Turkish Journal of Elec-
trical Engineering and Computer Sciences, Tuhitak. 12, no. 3, pp. 139-150, November
2004.

[42] T. Alpcan and T. Basar, “Distributed algorithms forsteequilibria of flow control games,”
in Advances in Dynamic Games: Applications to Economics,€&ieaOptimization, and
Stochastic Contrglser. Annals of Dynamic Games. Boston, MA: Birkhauser, 2005 7,
pp. 473-498.

[43] T. Alpcan and T. Basar, “A utility-based congestiomtrol scheme for Internet-style net-
works with delay,”IEEE Transactions on Networkingol. 13, no. 6, pp. 1261-1274, De-
cember 2005.

[44] D. Falomari, N. Mandayam, and D. Goodman, “A new framgwimr power control in
wireless data networks: Games utility and pricing,’Aroc. Allerton Conference on Com-
munication, Control, and Computinylonticello, Illinois, September 1998, pp. 546-555.

[45] C. U. Saraydar, N. Mandayam, and D. Goodman, “Paretoieifity of pricing-based power
control in wireless data networks//CNG 1999.

[46] H.Jiand C. Huang, “Non-cooperative uplink power cohin cellular radio systemsWire-
less Networksvol. 4(3), pp. 233—-240, April 1998.

[47] P. Marbach and R. Berry, “Downlink resource allocatzom pricing for wireless networks,”
in IEEE Infocom New York, NY, June 2002.

[48] V. A. Siris, “Resource control for elastic traffic in cégmmetworks,” inACM MOBICOM
Atlanta, GA, September 2002.

[49] C. U. Saraydar, N. Mandayam, and D. Goodman, “Pricindj @ower control in a multicell
wireless data networkJEEE Journal on Seleceted Areas in Communicatiqops 1883—
1892, October 2001.

[50] J. Blom and F. Gunnarsson, “Power control in cellulatioasystems,” Ph.D. dissertation,
Linkoepings Universitet, Linkoeping, Sweden, 1998.

[51] C. W. Sung and W. S. Wong, “Power control for multirateltilmiedia CDMA systems,” in
Proc. of IEEE Infocomvol. 2, 1999, pp. 957-964.

[52] T. Alpcan, T. Basar, R. Srikant, and E. Altman, “CDMAIlunk power control as a nonco-
operative game Wireless Networksvol. 8, pp. 659-669, November 2002.

[53] R.D. Yates, “A framework for uplink power control in ¢elar radio systemsJEEE Journal
on Selected Areas in Communicatipnsl. 13, pp. 1341-1347, September 1995.

[54] S. Ulukus and R. D. Yates, “Stochastic power control ¢etlular radio systems,JEEE
Transactions on Communicatignsl. 46, pp. 784—798, June 1998.

209



[55]

[56]

[57]

[58]

[59]

[60]

[61]

[62]

[63]

[64]

[65]

[66]

[67]

J. Papandriopoulos, J. Evans, and S. Dey, “Optimal paartrol in CDMA networks with
constraints on outage probability,” faroc. WiOpt'03 INRIA Sophia Antipolis, France,
March 2003, pp. 279-284.

T. Alpcan and T. Basar, “A hybrid systems model for powentrol in multicell wireless
data networks,Performance Evaluatigrvol. 57, no. 4, pp. 477-495, August 2004.

J. T. Wen and M. Arcak, “A unifying passivity framewor&if network flow control,"ITEEE
Transactions on Automatic Contralol. 49, no. 2, pp. 162— 174, February 2004.

T. Alpcan and T. Basar, “A hybrid systems model for powentrol in multicell wireless
networks,” inProc. of the WiOpt'03 Workshop: Modeling and OptimizatiarMobile, Ad
Hoc and Wireless Networképril 2003, pp. 65-72.

T. Alpcan, T. Basar, and S. Dey, “A power control gamedzhon outage probabilities for
multicell wireless data networks,” iRroc. of American Control Conference (ACC) 2004
Boston, MA, July 2004, pp. 1661-1666.

T. Alpcan and T. Basar, “A hybrid noncooperative gamedel for wireless communica-
tions,” in Proc. of 11th International Symposium on Dynamic Games gpulidations
Tuscon, AZ, December 2004.

T. Alpcan, X. Fan, T. Basar, M. Arcak, and J. T. Wen, “Rewwontrol for multicell CDMA

wireless networks: A team optimization approach,”Hroc. of the WiOpt'05 Workshop:
Modeling and Optimization in Mobile, Ad Hoc and Wirelesswaks Riva del Garda,
Trentino, Italy, April 2005, pp. 379-388.

T. Alpcan and T. Basar, “A power control game based otage probabilities for multicell
wireless data networkslEEE Transactions on Wireless Communicatitmbe published.

T. Alpcan and T. Basar, “A hybrid noncooperative gamedel for wireless communica-
tions,” in Advances in Dynamic Games: Applications to Economics,i€&ieaOptimization,
and Stochastic Contrpker. Annals of Dynamic Games. Boston, MA: Birkhauser, @o b
published).

E. Rabinovitch, “The neverending saga of Internet s&cuWhy? how? and what to do
next?” IEEE Communications Magazingp. 56-58, May 2001.

R. Ellison, D. Fisher, R. Linger, H. Lipson, T. Longdtadind N. Mead, “Survivable net-
work systems: An emerging discipline (cmu/sei-97-tr-g13oftware Engineering In-
stitute, Carnegie Mellon University, Pittsburgh, PA, Te&ep., November 1997, cite-
seer.nj.nec.com/ellison97survivable.html.

R. Ellison, R. Linger, H. Lipson, N. Mead, and A. Moord;dundations for survivable
systems engineeringlhe Journal of Defense Software Engineeripg. 10—15, July 2002.

R. Bace and P. Mell, “Intrusion detection systems,” WiSpecial Publication on Intrusion
Detection Systems, http://www.snort.org/docs/nistpdé

210



[68] M. Y. Huang, R. J. Jasper, and T. M. Wicks, “A large scakributed intrusion detection
framework based on attack strategy analysislitth Symp. on Recent Advances in Intrusion
Detection (RAID)Louvain la Neuve, Belgium, 1998.

[69] J. Grant, P. Attfield, and K. Armstrong, “Distributedéiall technology,” presented at
EWA-Canada, March 2001.

[70] G. Helmer, J. Wong, V. Honavar, and L. Miller, “Intelbgt agents for intrusion detection,”
in Proc. of IEEE Information Technology Conferen&yracuse, NY, September 1998, pp.
121-124, citeseer.nj.nec.com/helmer98intelligent.htm

[71] J. S. Balasubramaniyan, J. O. Garcia-Fernandez, Bfdggpaand D. Zamboni, “An ar-
chitecture for intrusion detection using autonomous agéim In Proc. of 14th Annual
Computer Security Applications Conference (ACSACbttsdale, AZ, December 1998, pp.
13-24.

[72] R. L. Axtell, “Non-cooperative formation of multi-agéteams,” irProc. of Intl. Conference
on Autonomous Agents and Multi-Agent Systems (AAMBAK)gna, Italy, July 2002.

[73] S. N. Hamilton, W. L. Miller, A. Ott, and O. S. SaydjariThe role of game theory in infor-
mation warfare,” irdth Information Survivability Workshop (ISW-2001/2Q0Zncouver,
BC, Canada, March 2002.

[74] S. N. Hamilton, W. L. Miller, A. Ott, and O. S. SaydjariChallenges in applying game
theory to the domain of information warfare,” #th Information Survivability Workshop
(ISW-2001/2002)Vancouver, BC, Canada, March 2002.

[75] T. Alpcan and T. Basar, “A game theoretic analysis afuigion detection in access control
systems,” inProc. of the 43rd IEEE Conference on Decision and Contealradise Island,
Bahamas, December 2004, pp. 1568-1573.

[76] T. Alpcan and T. Basar, “A game theoretic approach toigslen and analysis in network
intrusion detection,” ifProc. of the 42nd IEEE Conference on Decision and Conialui,
HI, December 2003, pp. 2595-2600.

[77] UCB, LBNL, and VINT, “Network simulator ns (version 2http://www.isi.edu/nsnam/ns/.
[78] G. Owen,Game Theory3rd ed. New York, NY: Academic Press, 2001.

[79] J. B. Rosen, “Existence and unigueness of equilibriamis for concave n-person games,”
Econometricavol. 33, pp. 520-534, July 1965.

[80] H. L. RoydenReal Analysis3rd ed. Upper Saddle River, NJ: Prentice Hall, 1999.
[81] D. BertsekasNonlinear Programming2nd ed. Belmont, MA: Athena Scientific, 1999.
[82] H. K. Khalil, Nonlinear System2nd ed. Upper Saddle River, NJ: Prentice Hall, 1996.

[83] J. K. Hale and S. M. V. Lunelintroduction to Functional Differential Equations New
York, NY: Springer Verlag, 1993.

211



[84] J. A. Yorke, "Asymptotic stability for one dimensiordifferential-delay equationsJournal
of Differential Equationsvol. 7, pp. 189-202, 1970.

[85] T. S. RapaportWireless Communications: Principles and PracticdJpper Saddle River,
NJ: Prentice Hall, 1996.

[86] C. V. Hollot, Y. Liu, V. Misra, and D. Towsley, “Unrespaive flows and AQM perfor-
mance,” inProc. of the IEEE Infocogran Francisco, CA, April 2003.

[87] L. Devroye,Non-Uniform Random Variate GenerationNew York, NY: Springer-Verlag,
1996.

[88] G. Calafiore, F. Dabbene, and R. Tempo, “Uniform samgleegation in,, balls for prob-
abilistic robustness analysis,” iaroc. of the IEEE Conference on Decision and Control
(CDC), Tampa, FL, December 1998, pp. 3335-3340.

[89] L. F. Shampine and S. Thompson, “Solving delay difféisdrequations with dde23,” March
2000, http://www.radford.edu/ thompson/webddes.

[90] T. A. Burton, Stability and Periodic Solutions of Ordinary and functibdéferential equa-
tions Orlando, FL: Academic Press, 1985.

[91] A. S. TanenbaumComputer Networks3rd ed. Upper Saddle River, NJ: Prentice Hall,
1996.

[92] S. Floyd, M. Handley, J. Padhye, and J. Widmer, “Equati@ased congestion control for
unicast applications,” ifroc. of ACM SIGCOMM ConfAugust 2000, pp. 45-58.

[93] P. Hellekalek, “Good random number generators areqopeasy to find,Mathematics and
Computers in Simulatigrvol. 46, pp. 485-505, 1998.

[94] R. Tempo, G. Calafiore, and F. DabbeRandomized Algorithms for Analysis and Control
of Uncertain Systems London, UK: Springer-Verlag, 2005.

[95] M. VidyasagarA Theory of Learning and Generalization with Applicatioas\eural Net-
works and Control SystemsBerlin, Germany: Springer-Verlag, 1996.

[96] D. E. Knuth, The Art of Computer Programming, Seminumerical Algorithm&eading,
MA: Addison-Wesley, 1996.

[97] M. S. Branicky, S. M. LaValle, K. Olson, and L. Yang, “@ministic vs. probabilistic
roadmaps,” 2002, unpublished manuscript.

[98] J. P. Hespanha and A. S. Morse, “Stability of switchestems with average dwell-time,” in
Proc. of the 38th IEEE Conference on Decision and Confbbenix, AZ, December 1999,
pp. 2655-2660.

[99] S. Dey and J. Evans, “Optimal power control in wireleasachetworks with outage-based
utility guarantees,” irProc. of the 42nd IEEE Conference on Decision and Conivtaui,
Hawaii, December 2003, pp. 279-284.

212



[100] Y. D. Yao and A. Sheikh, “Outage probability analysis microcell mobile radio systems
with cochannel interferers in rician/rayleigh fading eoviment,”|EE Electronics Letters
vol. 26, pp. 864—-866, June 1990.

[101] S. Kandukuriand S. Boyd, “Optimal power control inarference-Limited fading wireless
channels with outage-Probability specification§EE Transactions on Wireless Commu-
nication vol. 1 (1), pp. 46-55, 2002.

[102] D. Bertsekas and J. N. TsitsikliBarallel and Distributed Compuation: Numerical Meth-
ods Upper Saddle River, NJ: Prentice Hall, 1989.

[103] H. Stark and J. W. Wood®&robability, Random Processes, and Estimation Theory fer E
gineers 2nd ed. Upper Saddle River, NJ: Prentice Hall, 1994.

[104] J. Doob Stochastic ProcessesNew York, NY: Wiley, 1953.
[105] P. Billingsley,Probability and Measure2nd ed. New York, NY: Wiley, 1986.

[106] H. Chernoff, “A measure of asymptotic efficiency fost®f hypothesis based on the sum
of observations,Annals of Mathematical Statisticgol. 23, pp. 493-507, 1952.

[107] A. Berman and R. J. Plemmonklonnegative Matrices in the Mathematical Sciences
Philadelphia, PA: Society for Industrial and Applied Mathegics, 1994, originally pub-
lished by Academic Press, New York, 1979.

[108] X. Fan, M. Arcak, and J. T. Wen, “Robustness of netwarkvftontrol against disturbances
and time-delays,Systems and Control Lettergol. 53, no. 1, pp. 13-29, 2004.

[109] A. M. Robert, “Attack modeling for information sectyiand survivability (cmu/sei-2001-
tn-001),” Software Engineering Institute, Carnegie Melldniversity, Pittsburgh, PA, Tech.
Rep., March 2001, citeseer.nj.nec.com/452508.html.

[110] P. K. Harmer, P. D. Williams, G. H. Gunsch, and G. B. LatdAn artificial immune
system architecture for computer security applicatio£E Transactions on Evolutionary
Computationpp. 252—-280, June 2002.

[111] D. Dasgupta and F. Gonzales, “An immunity-based teplento characterize intrusions in
computer networks JEEE Transactions on Evolutionary Computatjg@p. 281-291, June
2002.

[112] D. Zamboni, “Using internal sensors for computeruston detection,” Ph.D. dissertation,
Purdue University, August 2001.

[113] J. Contreras, M. Klusch, O. Shehory, and F. Wu, “Caatiformation in a power transmis-
sion planning environment,” iiln Proc. of 2nd Intl. Conference on Practical Applications
of Multi-Agent Systems, PAAMondon, U.K., April 1997, pp. 21-23.

[114] The-Gambit-Project, “Gambit game theory analysisftveare and tools,” 2002,
http://econweb.tamu.edu/gambit.

213



[115] K. M. Tan, K. S. Killourhy, and R. A. Maxion, “Underming an anomaly-based intrusion
detection system using common exploits,”"Rnoc. of the Fifth International Symposium
on Recent Advances in Intrusion Detection (RAID-2082)Wespi, G. Vigna, and L. Deri,
Eds., Zurich, Switzerland, October 2002, pp. 54-73.

[116] N. K. Bose and P. LiangNeural Network Fundamentals with Graphs, Algorithms, and
Applications New York, NY: McGraw-Hill, 1996.

[117] B. C. Rhodes, J. A. Mahaffey, and J. D. Cannady, “Migtipelf-organizing maps for in-
trusion detection,” irProc. of the 23rd National Information Systems Securityf€@mce

Baltimore, MD, 2000.

[118] H. Demuth and M. BealdylATLAB Neural Network Toolbox User's Guidéth ed., The
MathWorks Inc., January 2003.

214



AUTHOR’S BIOGRAPHY

Tansu Alpcan was born in Istanbul, Turkey, on April 8, 197% Whs accepted to Bogazici Uni-
versity, one of the most prestigious universities in Turk&y being in the first 30 among more
than a million students in national university entranceneixation. As a result of his success,
he received Sabanci Foundation Scholarship from 1993 t8.1Bi@ received his B.S. degree in
electrical engineering as a high honor student from Bogélnesersity, Istanbul, Turkey in 1998.
After graduation, he worked in the R&D department of Alcdellecom for one year on S12 public
communication systems. During this time he visited brasafé¢he company in Berlin, Germany
and Antwerp, Belgium, where he received a certificationraftenpleting a two month training
program.

Alpcan started his studies in University of lllinois as aight Scholar (2000 to 2001). He
has received M.S. degree in electrical engineering fromUhiersity of Illinois in 2001, and
continued his studies towards a PhD degree in the Departaidilectrical and Computer En-
gineering. He has worked as a research assistant in thei@reeisd Control Laboratory, CSL,
under the guidance of Professor Tamer Basar. His resaateniests include game theory, resource
allocation, control and optimization of wired and wirelegssnmmunication networks, control of
computing systems, network security, intrusion detectaomd cryptography. Specifically, he has
been doing research on the topics flow and congestion carftcamputer networks, power con-
trol in CDMA wireless networks, network intrusion detectiapplying game theoretic techniques,
and chaotic cryptography. He has also worked as a teachsigias in the ECE department and
was the instructor (with full responsibilities) of the ceas ECE 410: Digital Signal Processing in
summer 2005 and ECE 486: Control Systems in fall 2005.

Alpcan is the first author of 8 published/accepted journaitlass and 13 conference papers,
which he has presented in conferences like IEEE Conferendgezision and Control (CDC),
IEEE Infocom, IEEE Conference on Control Applications (QCAEE American Control Con-
ference (ACC), WiOpt: Modeling and Optimization in Mobilkd Hoc and Wireless Networks.
He has received the best student paper award in IEEE CCA-2@dis work titled “Random-
ized Algorithms for Stability and Robustness Analysis o iSpeed Communication Networks.”
Alpcan has developed a chaotic cryptosystem which is in #terp process jointly with Univer-

215



sity of lllinois. He has worked as a reviewer in a variety ohfarences and journals and was an
associate editor for IEEE Conference on Control ApplicagiCCA) in 2005. Recently, Alpcan
has been selected as the recipient of 2006 Robert T. Chierdata has been a student member
of IEEE since 1998.

216



