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Abstract—We study two-player security games which can be rate) and also a positiialse alarm probability(false positive
viewed as sequences of nonzero-sum matrix games where atleacrate). It is these scenarios we want to address in this paper.
stage of the iterations the players make imperfect obsenvains gy, information incompleteness, we mean to signify both the
of each other’s previous actions. The players are the Attack lack of k led b h other’ ff : d th
and the Defense System, who have at their disposal two posteb ack o . nowleage about elac others payo matrl_x and the
actions each. For the former, the two actions are “attack” ami Uncertainty of the observations on each other’s actions.

“not to attack”, and for the latter they are “defend” and “not Specifically, we examine a two-player game, where an
to defend”. The underlying decision process can be viewed @ Attacker (denoted as playeror P;) and a Defense System
fictitious play (FP) game, but what differentiates this clas from (denoted as playeR or P,) take part in a discrete-time

the standard one is that the communication channels that cay repeated Nonzero-sum matrix aame where each one has two
action information from one player to the other, or the senso P g

systems, are error prone. Two possible scenarios are addsed in  Possible actions: Attack (A) or not to attack (N) for the
the paper: (i) the error probabilities associated with the £nsor Attacker, and defend (D) or not to defend (N) for the Defense

systems are known to the players, then our analysis provides System. Players do not have access to each other’s payoff
guidelines for each player to reach the Nash equilibrium (NE  fnction, They adjust their strategies based on each sther’
which is related to the NE of the underlying static game; (ii)the fi hich th b Th b fi h
error probabilities are unknown to the players, in which case we actions whic ey o serye. € observations, however, are
study the effect of errors in the observations on the convergnce NOt accurate due to the imperfectness of the sensor system
to the NE and the final outcome of the game. We discuss both associated with each player, whose uncertainty is assumed t
classllcal FP and StOCha.StIC FP, where for the latter the pajb be independent from stage to stage. The setup of the game is
function of each player includes an entropy term to randomi®  ghown in Figure 1. The binary channels that are used to model
its own strategy, which can be interpreted as a way of concealy . .
its true strategy. the sensor systems are asymmetric in general. Also, without
much loss of generality, it is assumed that «, v, ¢, u < 0.5.
. INTRODUCTION
_Game theoretic approaches ha_tve recently been employed Py (Attacker) P, (Def. Sys.)

widely to solve security problems in computer and communi-
cation networks. In a security game between an Attacker and 1 -« 1
a Defense System, if we assume that the payoff matrices are a1 (A) a (B ;

y ' pay Actions Q Observations
known to both players, each player can compute the set of
Nash equilibria of the game and play one of these strategies a? (N) = a? (N)
to maximize its expected gain (or minimize its expected)loss 7
However, this assumption of knowing each other's payoff

1

matrices is generally not valid in practice, and thus fioti§ al (D)O#O a} (D)
play can be used for players to learn its opponent’s mixed Observations € Actions
strategy and compute the best response. In a FP game, each a2 (N)O a2 (N)
player observes all the actions and makes estimates of the 2 K 2

m?xed s_trategy of the opponent. At each stage,_ it updatg§ 1. player observes the opponent's actions throughpicizannels with
this estimate and plays the pure strategy that is the besgbr probabilitiese, v, e, and p.

response (or generated based on the best response) to the

current estimate of the other's mixed strategy. This is wher Security games have been examined extensively in a number
we have to take into account the accuracy of the observatioopapers, see for example, [1], [2], [3], and [4]. A formudext
Clearly, in practice, the sensor systems that report armlattaf security games as static games can be found in [1].
(or an action of the Defense System, say, whether or not itlis [3], the authors consider security games with imperfect
deploying security measures against attacks) are notqgterfebservations and use the finite-state Markov chain framewor
There always exist a positivaiss probability(false negative to analyze the games. The work in [5] employs the framework



of Bayesian games to address the intrusion detection probldlow, the best responsenappingss; : A(2) — A(2) are

in wireless ad hoc networks, where a mobile node viewetkfined as:

as a player confronts an opponent whagpe is unknown.

Literature on fictitious play can be found in [6], [7], [8].][9 Bilp-i) = e A% Uilpi, p—i)- )

and [10]. Also, a full version of this paper is available i1 If = > 0, from (4), the best response is unique as mentioned
Our contributions in this paper are as follows. First, Wgariier a;nd is givén by the soft-max function:

formulate security games with imperfect observations ds fic ' '

tious play games. Second, we develop the convergence proof Bilp_y) = o (Mip—i) (5)

for a version of FP, where the players reverse the effects of Ti ’

observation errors based on their knowledge of error prid}baQNhere the soft-max functiom : %2 — Interion(A(2)) is

ities. We thus provide guidelines for the players to maxémizdeﬁned as

their gain or minimize their loss in such games. Finally, we evi

analyze deviations of their strategies from NE when thegrigy (o(x)); = eT1 4 etz

ignore th_e observat|0r_1 errors, and thereafter provide anmegqyie that(c(z)); > 0, thus the range of the soft-max function

to quantify the potent!al loss of the players due to the PORY just the interior of the simplex.

comprehension of their sensor systems. Finally, a (mixed strategy) Nash equilibrium is defined to

In Section Il, we introduce some background and notatigyy, 5 pair(pt, p) € A(2) x A(2) such that for allp; € A(2)
adopted from [9], [10]. The analysis for both classical FE an bz

stochastic FP are presented in Section IlI. In the following Ui(pi, pZ;) < Ui(p}, pZ)). (7)
section, we state the FP algorithms for both the case wh
the error probabilities are known to the players and the ¢
where they ignore the errors. After that, simulation resalte

J=12 (6)

&% can also write a Nash equilibriutey, p3) in the form of
P best response mappings:

given in Section V. Finally, some concluding remarks end the pi = Bi(p~,). (8)
paper. B. Discrete-time fictitious play

Il. BACKGROUND From the static game described in Subsection II-A, we
A. Static games define discrete-time FP as follows. Suppose that the game is

. . repeated at timeg € {0,1,2,...}. The empirical frequenc
In this subsection, we present some concepts for stati { } P a y

security games. Let a mixed strategy for playgibe denoted 4:(k) of player F; is given by .
?;n%lei mAg(%22),lze: 1,2, where we useA(2) to denote the (k1) = %H Zo%(j) )
=
A@2) = {s € R’s1,s0 >0 ands; + s =1}, (1) Using induction, we can prove the following recursive rielat
The utillity function of P;, U;(p;,p_:), is given by?!
Ui(pi,p—i) = p; Mip—i +7:H(pi), (2)

where M; fisr:he pag/otf;f_lmatrix OfPi’fr: 1’2;_ Ii(pé) is the From the equations of discrete-time FP (9), (10), the
entropy o the proba lity vectop,. The weig te ent_ropy continuous-time version can be stated as follows ([9], ,[10]
7:H (p;) with ; > 0 is introduced to boost mixed strategies. 'rélso see [13] for the derivation)

this paper, we do not takg = 7 as in [9], [10]. In a security

k 1
(k1) = ——qi(k) + —— v, (.- 10
Gk +1) = =@ + v (10)

C. Continuous-time fictitious play

game,r; represents how much playérwants to randomize pi(t) = Bi(p2(t)) —pi(t)

its action_s to conceal its true mixed strategy, and thus ts no pa(t) = Ba(pi(t)) —pa(t) (11)
necessarily known to the other player. Also, for=m =0

(referred to as classical FP), the best response mappingecan . ANALYSIS

set-valued, while it has a unique value when> 0 (referred A. Initial setup

to as stochastic FP) [4] [10]. For a static game, each playergyppose that we are given a two-player two-action static

selects an integer actiom; according to the mixed strategygame as in Fig. 1, where the payoff matrices of play@nd
pi. The (instant) payoff for playeP; is vl M;v,_, + 7. H (p;), player2 are

where we usev;,j = 1,2 to indicate thejth vertex of the

simplex A(2). For a mixed strategy paifp;, ps), the utility M, = ( a b ) . My = < €9 > , (12)
functions are given by the expected payoffs: c d fon
Based on a realistic security game, we can make the followin
Ui(pisp—i) = E [vl Myv,_,| +7:.H(p:). (3) ¥ g

assumptions:

1As normally seen in game theory literature, the indexis used to indicate ~ ® @ < ¢ When the System.d.efends, the payoff of the
those of other players, or the opponent's in this case. Attacker will be decreased if it attacks.



T 2 T 2 _
« b> d: When the System does not defend, the payoff of 52\]31 ;}"’fg’;lza”dN w.p.py (py +pj = 1)
the Attacker will be increased if it attacks. N 7o T hp?
e« ¢ > f: When the Attacker attacks, the payoff of the
: o TABLE |
System will be decreased if it does not defend. EXPECTED PAYOFFS OFP; FOR PURE STRATEGIESD) AND N, GIVEN THE
» g < h: When the Attacker does not attack, the payoff of TRUE EMPIRICAL FREQUENCY OFP1, (p},p?).
the System will be increased if it does not defend.
B. The case where the error probabilities are known to the PP [ 1) 1)
players D ep](1-a)tgpiy | epjatgpi(1-7)
. . . . pl(1—a)+pivy pratpi(1—)
We present in this subsection some analytical results for th ~ o (e thp?y | Folathp?(1—7)
case where the error probabilities associated with theosens pi(1—a)+piy piotpi (1)
systems are known to the players. TABLE I
Proposition 1: Consider the discrete-time two-player ficti- PAYOFFS OF P AT A GIVEN INFORMATION SET.
tious play with imperfect observations given in Figure 1t Le
€a, €+, €, ande, be the empirical error frequencies of the
observations corresponsing to the error probabilities, e, ) ) ) ]
and . It holds that of P, given an information set and a pure strategy of this
player. If at each step, the players use the distributiorhef t
lim a.s. eq =a; lim a.s. ey =7; observations (instead of the true actions) of the opporent t
k—o0 k—oo . . . . .
lim a.s. e — e lim a.s. e, — . pick its own pure strategy (action), this response will biéeda
k—oo " ko0 ! the best response based on the distribution of the infoomati

where we uséim a.s.to denotealmost sure convergence  Sets. We now state the following proposition.
Proof: Given that the binary channels are independent

from stage to stage, this proposition can be proved using the

strong law of large numbers. ]
Proposition 2: Consider a discrete-time two-player ficti-

tious play with imperfect observations given in Figure 1t Le

p; be the observed frequency apdbe the empirical frequency

of playeri, it holds that

klim a.s. p; = Cipi, i =1,2. (13)
whereC;,i = 1,2 are the channel matrices given by
— — a,e b, f a,eb, fe,gd,hc,g d,h
C’l—(l « 17 >702_<1 € 1,u >(14) feg g
@ - ¢ K Fig. 2. P;-P» extensive form with imperfect observation.

Proof: Writing the relationship between the observed
frequencies and the empirical frequencies for a certaamd Proposition 3: If the error probabilities are known to the
taking the limit ask — oo yield the above results. For moreplayers, in each stage, the best response based on the distri

detaills, see [14]. m bution of the information sets is also the best responsedbase
Now suppose that the play order%-P, and P, observes on the empirical frequency.
P;’s actions (with errors). In Table I, we have the expected Proof: See [14]. [ |

payoffs of P, for pure strategiesD and N, given the true  Remark 1:Although the result given in this proposition is
empirical frequency ofP;, (pi,p?). In classical FPP, just not surprising, it does pave the way for us to propose two
picks from this table the pure strategy that yields the bettEP algorithms, which will be presented in the next section,
payoff (or randomize over two pure strategies with probghil where the players simply compensate for the effects of the
0.5 each if they yield the same payoff). We call this the besthservation errors before playing the regular FPs.

response based on the empirical frequency. Now we look at therheorem 1:A classical non-zero-sum x 2 fictitious play
P;-P, extensive form with imperfect observations plotted igame where each player uses Algorithm IV-C converges to the
Figure 2. In this graph, we model the imperfect observatioiash Equilibrium of the underlying static game.

as theNature play[11]. Here the information sets [11] are Proof: Proposition 1 and the convergence proof for clas-
the very observations of the System. While the System knowisal non-zero-sur x 2 fictitious play [7] imply this theorem.
which information set it is in, it cannot distinguish betwee Note that with the assumptioh < «,~,¢, p < 0.5, C; and

the two nodes in each information set: Given an observaition(> are always invertible. ]
cannot tell deterministically if there is an attack or nadble Remark 2: Although we have Algorithms IV-C and IV-D

Il shows the payoffs of% given a particular information set. respectively for classical and stochastic discrete-tinie F
Each entry of this table is the weighted average of the paydifhich will be presented later in Section V), Theorem 1 only



states the convergence of the classical version. A conmeegeAgain, letting A — 0, and usingg; for g; to simplify the
proof for the stochastic discrete-time FP, however, is as ymotation, we have that

not available.
_ . Q(t) = Bi(Caga(t)) —ar(t), (22)
C. The case where players ignore the observation errors Q(t) = B(Ciq1(t)) — ¢2(?). (23)
Let N = (1,1)T, we restate the following theorem from . . .
[9] for the general case where the coefficients of the entropW. using Theorem 2 withMf, = M,Cy and My = M,Ch,
terms for the players7{ and 7») are not necessarily equaleé have that

(Cf. Equation (2)). This theorem in [9] is stated for = 72, . M;Caps(t)
however, one can always scale the payoff matrices to get the ~ lim (p1(t) -0 (7,71)) =0, (24)
general case.
Theorem 2:(A variant of Theorem3.2 [9] for general lim (pg(t) —0c (M)> =0, (25)
1,72 > 0) Consider a two-player two-action fictitious play oo 2
game with (N M N)(N"MN) # 0, where M; are the and thus Theorem 3 is proved. [
payoff matrices off%, i = 1,2. The solutions of continuous-  Remark 3:Although the convergence of the continuous-
time FP (11) satisfy time fictitious play with imperfect observations does not
. _ guarantee that of the discrete-time counterpart, thisrdmo
tlggo (P1(t) = Br(p2(t)) = 0 (15) does provide the necessary limit results for the disciiete-t
Jim (p2(t) = G2(pr (1)) = O, (16) version. Comparing Equations (17) and (18) with Equations
(5) and (8), we see that that the distorted observations (due
whereg;(p—i), i = 1,2, are given in (5). to the channel matrices) will form a new NE, which in turn

Theorem 3:Consider a two-player two-action fictitiouschanges the payoffs of the players, which are still computed
play game with imperfect observations where the binapy (2).
channels are given in Figure 1 and Equation (14). Suppose tha
the players ignore the errors and play the stochastic FFhgive IV. ALGORITHMS
in 1I-C. If (NTMCoN)(NTMyC1N) # 0, the solutions
of continuous-time FP with imperfect observations (11)l wil We present in this subsection four algorithms for classical

satisfy FP and stochastic FP. Algorithms IV-A and IV-B, which
) are derived from [6], [7], [9], and [10], are for the perfect

lim p1(t) = o (M1 Cs limy— oo pz(t)) 7 (17) Observation case. Players also use these algorithms wagn th

t—00 T1 have no estimates of the error probabilities of their sensor

systems and thus ignore the errors. Algorithms IV-C and [V-D
developped based on the analysis in Section Ill, are used for
players who have estimates of the error probabilities anat wa
to compensate for these.

M>Cq limy oo p1(t
lim pg(t):a( 207 limy Pl())_
t—oo T2

where 3;(p—;), i = 1,2, are given in (5), ands(.) is the
soft-max function defined in (6).

: Proof. psmg thg same p.rocedure as in [13]. to apProXs - Classical FP with perfect observations
imate the discrete-time FP with the continuous-time versio
Consider a version of stochastic discrete-time FP where thdn classical FP, at timé&, playeri,i = 1,2, carries out the

recursive equations to update the empirical frequencies &pllowing steps:

(18)

given as 1) Update the empirical frequency of the opponent using
k 1 (10).
qi(k+1) = k—qu‘(/f) + k—Hﬁi(C—z‘Q—i(k)% (19)  2) Pick the optimal pure strategy using Table I. If there are

. ] . . multiple optimal strategies, randomize over the optimal
where(; are the channel matrices given in (14). Letti\g= strategies with equal probabilities.

1/k, we can write (19) as

B. Stochastic FP with perfect observations

qi(k + Ak) = Bi(C—iq—i(k)). (20)

k
a4k + /T
k+ Ak k+ Ak In stochastic FP, at timk, playeri, i = 1,2, carries out the
Let ¢t = log(k) and g, (t) = ¢:(e?), we then have, as — 0,  following steps:
1) Update the empirical frequency of the opponent usin

qi(k + Ak) — g;(e5TA) = Gi(t + A). ) (1%)_ P quency PP g

2) Compute the best response using (5). (Note that the
result is always a completely mixed strategy.)

3) Generate an action using the mixed strategy from step

(@it +A) —qi(t)/A = Bi(Ciq-i(t)) — Gi(t). (21) 2.

k Ak
Also, asA — 0, we haver "k — 1 — A and ;537 — A.

Thus (20) can be rearranged to become



CFP with imperfect obs. - Attacker aware of errrors - Emp. freq. of the attacker
1 T T T T T

C. Classical FP with imperfect observations

At time k, playeri,i = 1,2, carries out the following steps: Z:WANN&MAM#
1) Update the observed frequency of the opponent using Z:MV%$MNNVW_
( 1 0) " 0 20‘00 4600 sn‘cu sdon méoo 12000
2) Compute the estimated frequency using
p-i=0)P_i=1.2, (26) TS  G
whereC;,i = 1,2 are given by (14). " D S ]
3) Pick the optimal strategy using Table I. If there are 1< TR )

multiple optimal strategies, randomize over the optimal

strategies with equal prObabllltles' Fig. 4. Classical FP with imperfect observations where gigyare aware of

D. Stochastic FP with imperfect observations the error probabiliies.

At time k, playeri,i = 1,2, carries out the following steps: P mpret o, Atackerunavareo ertors - Enp. . of e ke
1) Update the observed frequency of the opponent using aaff P
(10). -
2) Compute the estimated frequency using (26) and (14). U NS N D ]
3) Compute the best response using (5). (Note that the 6 mm  wn  wn  mm o
result is always a completely mixed strategy.) GFP it imperiectobs. ~ System unaviare ofetors  Emp e, of e system
4) Generate an action using the mixed strategy from step 08 S A S S ]
§ e
V. SIMULATION RESULTS

0 2000 4000 6000 8000 10000 12000

We present in this section some simulation results for both
C!aSSIqu and stochastic discrete-time FP (F9r more edta”Fig. 5. Classical FP with imperfect observations where @iayare unaware
simulation results, see [14]). The payoff matrices of ptaye of errors.
and player2 are chosen to be

M, = ( 15 )7 M,y = ( 4 1 ), (27) When the observations are erroneous and the players use

3 2 35 Algorithm IV-C to fix the errors, the empirical frequencies
which satisfy the assumptions in 1lI-A. The static game witkxhibit larger fluctuations but still converge to the NE (Hig
simultaneuous moves do not have a pure strategy NE. The Finally, if the observations are erroneous, but thererro
mixed strategy NE i$0.8, 0.2) and(0.6, 0.4). The error prob- probabilities are unknown to the players, and they still use
abilities of the binary channels are= 0.1,y = 0.05,¢ = 0.2, Algorithm IV-A, Figure 5 shows the deviation of the empitica
and ¢ = 0.15. The number of stages for the simulations ofrequencies from the original NE.
classical FP is0, 000, while that of stochastic FP &0, 000.

We user; = 0.5 andr, = 0.3 for the simulations of stochastic . SPP with perec obs - Empircal requencyof e atacker
FP. The empirical frequencies of the players in classical FP O

are plotted in Figures 3, 4, and 5, and those in stochastic FP i

in Figures 6, 7, and 8. As can be seen from the graphs of S

0 05 1 15 2 25
x 10"

CFP with perfect observation — Empirical frequency of the attacker SFP with perfect obs. — Empirical frequency of the system
1 T T T T T T T T T

I B e —

0 2000 4000 6000 8000 10000 12000 o 05 1 15 2 25

CFP with perfect observation ~ Empirical frequency of the system

o8 1 Fig. 6. Stochastic FP with perfect observation.
= 1 Regarding stochastic FP, Figure 6 shows the empirical fre-
T guencies of the players when the observations are perfeet. T
empirical frequencies approximately convergé@dar9, 0.21)
Fig. 3. Classical FP with perfect observations. and (0.47, 0.53). These are also the solutions of the best

response mapping equations in (8). It can be noticed that
classical FP, when the observations are perfect, the arapirithe NE of the stochastic game is slightly more uniform than
frequencies converge to the mixed strategy NE (Figure 3fat of the classical version@.79, 0.21) and (0.47, 0.53)



versus(0.8, 0.2) and (0.6, 0.4)), due to the entropy terms confirmed the analytical results and shown that the algmsth

in the payoff functions. When there are observation errovgrk properly.

and the players use Algorithm IV-D to compensate for the Several more complex scenarios can be addressed. First,
errors, the empirical frequencies also approximately eaqw one can consider the case where one player knows the error
to (0.79, 0.21) and (0.47, 0.53) (Figure 7), which is the NE probabilities of its sensor system and the other one does not
of the static game. Finally, if the players ignore the obagon Second, players may have incorrect estimates of the error
errors, their empirical frequencies approximately cogeeio probabilities. In another direction, one might be intezdsin
(0.86, 0.14) and (0.42, 0.58), which is also the solutions extending the action spaces of the players. For two-player
of Equations (17) and (18). The simulations thus confirrero-sum classical FP, the convergence proof was obtained
the theoretical results derived in Section Il and show th&ir arbitrary numbers of actions for each playen & n)

the counter-error algorithms presented in Section IV woi6], and therefore the analysis in this paper can be extended

properly.

SFP with imperfect obs. - Attacker aware of errors — Emp. freq. of attacker
1
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SFP with imperfect obs. - System aware of errors — Emp. freq. of system
1
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Fig. 7. Stochastic FP with imperfect observation where gisyare aware
of the error probabilities.

SFP with imperfect obs. — Attacker unaware of errors — Emp. freq. of attacker
1

0.8

0.6

0.4-

02

0

2

SFP with imperfect obs. - System unaware of errors = Emp. freq. of system
1

Fig. 8. Stochastic FP with imperfect observation where gisyare unaware

of errors.

VI. CONCLUSION
In this paper, we have proposed some Security game mode|stime fictitious play,”IEEE Transactions on Automatic Controlol. 49,

accordingly. For nonzero-sum games, the proofs for twgepla

FP have been found for the case where one player is restricted
to 2 actions (See [8] for classical FP and [9] for stochastic FP).
It is worth noting that there are counter examples (e.g.3 fo3
games) where FP does not converge to the mixed strategy NE
[13]. Lastly, convergence of discrete-time stochastidtiats

play can also be examined.
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